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Abstract

Shor discovered in 1995 [1] that quantum computers powerful enough could break all cryptographic
primitives based on discrete logarithm and integer factorization such as the widespread RSA and
commonly used elliptic curve cryptography. Ever since, efforts have been made to find quantum-safe
cryptographic primitives. Since the foundational works of Couveignes in the end of the 1990’s [2] and
the discovery of Supersingular Isogeny Diffie-Hellman (SIDH) by De Feo, Jao and Plit in 2011 [3],
isogeny-based cryptography has become a promising area of research in post-quantum cryptography.
Oriented Supersingular Isogeny Diffie-Hellman (OSIDH) is a key exchange protocol due to Kohel and
Cold [4], generalizing the ideas of Commutative Supersingular Isogeny Diffie-Hellman (CSIDH) due
to Castryck et. al. (2018) [5], itself inspired from Couveignes’ cryptosystem. The goal of this master’s
thesis is to study OSIDH. We conduct a cryptanalysis and propose an original attack running on a
classical computer. We implement this attack in SageMath [6] with toy parameters. We come to the
conclusion that OSIDH is not secure if its parameters are not chosen carefully. Unfortunately, a secure

choice of parameters impedes new cryptographic constructions based on the OSIDH framework.
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Introduction

In the incoming years, quantum computers might threaten mainstream cryptographic primitives based
on the hardness of factoring integers and the discrete logarithm problem, creating the need for quantum-
resistant primitives. Lattice based schemes seem to be the most promising and prevail in the US National
Institute of Standards and Technology (NIST) competition meant to standardize post-quantum protocols.
Indeed, among the finalists in the third round, three key encryption mechanisms out of four and two digital
signature schemes out of three are lattice based. Nonetheless, isogeny based cryptography is not to be
overlooked. Indeed, there is an isogeny based third round alternate candidate in the NIST competition:
Supersingular Isogeny Key Encapsulation (SIKE) [7], based on Supersingular Isogeny Diffie-Hellman
(SIDH) protocol [3] of De Feo and Jao. Even though isogeny based protocols are relatively slow, they are
compact compared to their lattice based and code based analogues. However, poor time performance of
isogeny based protocol is not inevitable, since a fast (and compact) isogeny signature scheme (SQISign)
[8] has been proposed recently by De Feo, Kohel, Leroux, Petit and Wesolowski. Another advantage of
isogeny based cryptography is to maintain diversity among post-quantum cryptographic primitives, since
there is no theoretical guarantee preventing the existence of efficient quantum algorithms to solve lattice
problems.

The goal of this thesis is to study Oriented Supersingular Isogeny Diffie Hellman (OSIDH), a new
isogeny based primitive due to Cold and Kohel [4]. OSIDH is a generalization of Commutative Su-
persingular Isogeny Diffie Hellman (CSIDH) [5] due to Castryck, Lange, Martindale, Panny and Renes
based itself on the foundational isogeny based protocol of Couveignes [2], rediscovered by Rostovtsev and
Stolbunov [9].

As the latter, OSIDH relies on a cryptographic group action (also called effective group action), as
defined in [10]. Namely, it means that we have a group G acting faithfully and transitively on a set X
with the following security property: if x € X and g € G, it is computationally hard to recover g with
the knowledge of (x,g - x) only!. In the case of CSIDH and OSIDH, the cryptographic group action is
restricted, meaning that we can only compute the action of a set S of group elements and their inverse.
However, this restriction is not an issue in general when S generates G. One can naturally define a
Diffie-Hellman protocol in a cryptographic group action (G, X, -), provided that G is abelian. Indeed, if
we fix a public element o € X, Alice and Bob will select random elements g and h € G respectively (or
random products of elements of a generating set S and their inverse if the action is restricted). Alice will
compute g - g and Bob h - xy. Alice will transmit g - ¢ to Bob and Bob will transmit h - x¢ to Alice.
Then Alice will act on Bob’s data with g and Bob will act on Alice’s data h, so that they both recover

the shared secret:
g (h-20) = h-(g-20) = (gh) - o.

The security of such a protocol relies on the hardness to recover g knowing (x, g - x).
In CSIDH, X is the set of supersingular elliptic curves defined over I, for p = 3 [8] and G is the ideal
class group Cl(O) of the ring O := Z[/—p] isomorphic to the ring of I)-rational endomorphisms for all

1 Alternate (but similar) security assumptions can be made. For instance, there is a decisional security hypothesis: given
a secret element g € G, an attacker cannot distinguish tuples (z;, g - z;) with z; € X sampled uniformly at random from
tuples (z;,y;) with y; € X sampled uniformly at random.



E € X. The group action is given by a-F := E/FE|a] for every O-ideal a and E' € X. S is a set of splitting
prime ideals [y, - - , I; respectively lying above primes /1, - - , £, such that |E(F,)| = p+1 = 4]]i_, ¢ for
all E € X, so that the action of I; and [; on E are efficiently computable by Vélu’s formulas [11] because
the ¢;-torsion is IF,-rational. See [5] for details.

In CSIDH, the elliptic curves E in X are all oriented by the quadratic order O = Z[\/—p] ~ Endy, (E),
meaning that we have an embedding @ < End(FE), mapping /—p to the Frobenius endomorphism.
In OSIDH, we do not restrict to supersingular elliptic curves defined over I, and consider different
orientations than the ring of I,-rational endomorphisms but the idea is roughly the same. What really
changes is that the orientation used O is no longer the maximal order of K := O @ Q = Q(y/—p), the
field of discriminant —4p. In OSIDH, K has a very small discriminant < p and O has a huge prime
power conductor . As in CSIDH, we have a restricted class group action by splitting prime ideals of
O, q1, - ,q¢, but the effective computation of the action by these primes is significantly different and
involves ¢-isogeny chains of length n. However, unfortunately, the security of OSIDH is weaker than that
of CSIDH.

Overview of the thesis

Chapter 1 develops the useful mathematical framework of OSIDH, following the presentation of Colo and
Kohel [4] and its improvements by Onuki [12]. We introduce the notions of oriented supersingular elliptic
curves and isogenies and properly define an ideal class group action based on this notion. Then, we study
oriented f-isogeny graphs and apply our results to the study of ¢-isogeny chains used as an algorithmic
foundation to compute the cryptographic group action.

Chapter 2 introduces the OSIDH protocol. First, we present a (broken) naive Diffie-Hellman key
exchange. Then, we present the real OSIDH protocol as introduced by Cold and Kohel in [4, § 5.2], which
is an ”implicit” version of the first one.

Chapter 3 introduces different attacks of OSIDH. First, we present two attacks against the naive
Diffie-Hellman protocol due to Cold and Kohel. Then, we present an attack due to Onuki [12, § 6.3]
on the stronger version of the protocol. We present an improvement of this attack based on a lattice
reduction and some countermeasures to this new attack. We provide an implementation of our attack
available on Github [13] running with toy parameters. We also provide test results indicating that this
attack could scale up to realistic parameters like those proposed in [4, p.434] with optimizations and
additional computational resources, since the limiting factor is the runtime of the protocol itself. We
conclude this chapter with Kuperberg’s quantum attack [14].

In the course of my internship, I also attempted to construct a hash proof system, another primitive
based on the cryptographic group action property of OSIDH. Unfortunately, our cryptanalysis of OSIDH

makes this primitive insecure so our construction fails. However, this attempt is presented in Appendix C.



Chapter 1

Mathematical framework of OSIDH

This chapter presents the essential mathematics to fully understand oriented supersingular elliptic curves.
This notion was first introduced by Colo and Kohel [4] but we follow the approach of Onuki [12] which is
more precise. After introducing the notion of orientation, we study oriented supersingular elliptic curves
obtained by reducing elliptic curves defined over number fields in order to properly define an ideal class
group action on oriented supersingular elliptic curves. Then, we study oriented isogeny graphs to prepare
the study of isogeny chains and ladders, which are the algorithmic foundations of OSIDH.

1.1 Oriented supersingular elliptic curves

Let E/k be an elliptic curve defined over a field k. We denote by End®(E) the tensor product End(F)®Q.

Let K be a quadratic imaginary number field.

Definition 1.1. A K-orientation of F is an embedding ¢ : K < End’(E). If O is an order of K, we say
that (E,¢) is an O-orientation if 1(O) C End(E). An O-orientation is primitive if +(O) = End(E) Nu(K).

This definition only makes sense when F is a supersingular elliptic curve, otherwise, we always have
((K) = End°(E), so there is (up to complex conjugation), only one such orientation (see [15, Corollary
I11.9.4 and Theorem V.3.1]). Hence, in the following, we shall always work with supersingular elliptic

curves defined over k = IF2.

Lemma 1.2. Let (E,¢) be a K-oriented elliptic curve. Then :

(i) For all o € .- (End(E)), (@) = t(a), Tr(((e)) = Tri/qla) and deg(t(a)) = Nk /qa).
(ii) :~Y(End(E)) is an order of K. In particular, every K-oriented elliptic curve admits a primitive

orientation by an order of K.

— —

Proof. (i) Let a € t:7}(End(F)). If a € Z then @ = « and () = (), so that «(a) = t(a),

— —

Tr(u(@)) = ' (1(@) + ¢(@)) = 2a = Trg/q(e) and  deg((a)) = ¢ (t(a)u(a)) = a@ = Ng q(a).

Otherwise, [Q(a) : Z] = 2 so that X2 — Tr(¢(a))X + deg(i()) is the minimal polynomial of a (it
annihilates ¢(a), thus it annihilates «) so we can identify the trace and the norm.

(ii) By (i), «"1(End(E)) C Ok because every a € = *(End(E)) is annihilated by the polynomial
X% — Tr(1()) X + deg(i(a)) € Z[X]. Then either :~1(End(E)) = Z or :~'(End(E)) is an order of K.
The first case is impossible, otherwise we would have an embedding K — @ with [K : Q] = 2. O



Definition 1.3. Let (F,:) be a K-oriented elliptic curve and ¢ : E — F an isogeny. Then, we define
a K-orientation ¢, () on F by:

o
 deg(yp)

Vae K, ¢.()(a) pu(a).
Let (E,tg) and (F,tp) be two K-oriented elliptic curves. An isogeny ¢ : E — F is K-oriented if
v« (tg) = tp. We denote this by ¢ : (E,tg) — (F,tF).

Let ¢ : (E,1p) — (F,tr) be a K-oriented isogeny, O := 1;'(End(E)) and O := ' (End(F)), so

that vx is a primitive O-orientation and ¢ is a primitive (O'-orientation.

Lemma 1.4. There exist non-negative coprime integers m,m’ € N* such that Z +mO = Z +m'O’" and

| deg ().
Proof. Let f and f’ be respectively the conductors of O and O'. Let e := ged(f, f/). Then f :=m’e and

f' == me with m,m’ € N*, coprime. Then :
O=Z+fOx =Z+em'Or and O =Z+ f'Ox =Z+ emOg

and we trivially have Z +mO = Z + mm/eOx = Z + m'O'.

Since ¢ is K-oriented, we have deg(¢)tr = @tr®, so that deg(p)ep(O) C End(E) Nep(K) = 1p(O')
and deg(p)O C O'. Multiplying the equation deg(p)tr = pitp@ by  on the left and ¢ on the right, we
get that deg(p)tr = Prre and we conclude that deg(p)O’ C O.

It follows that :

Z +mdeg(p)O' CZ+mO=7Z+m'0".

Taking a generator w of O (O = Z[w]), we get that m deg(¢)w = a+bm'w for certain integers a,b € Z. It
follows that @ = 0 and m deg(¢) = bm’ so that m’| deg(yp) because m and m’ are coprime. By symmetry,

m| deg(i), s0 mm'| deg(2). O

Proposition 1.5. We assume that £ := deg(p) is a prime number. Then one of the following statements
holds:

(i) O =0, in which case, we say that ¢ is horizontal.
(il) O 2 O and [0 : O] = ¢, in which case, we say that ¢ is descending.
(iii) O C O and [0 : O] = £, in which case, we say that ¢ is ascending.

Proof. Tt follows immediately by the previous lemma. We have Z + mQO = Z + m/O’ with m and m/
coprime non-negative integers and mm/|¢. Then, either m = m’ = 1, in which case O = O’ or m = ¢
and m’ = 1 in which case O 2 O’ = Z + (O and [O : O] = ¢ or m = 1 and m/ = ¢ in which case
O=Z+¢0" CO and [0 : O] =¢. O

This is a first result indicating that K-oriented supersingular elliptic curves are similar to ordinary
elliptic curves. We shall see deeper similarities (and differences) when we study K-oriented isogeny-graphs

and the ideal class group action.

Example 1.6. We introduce an example of horizontal K-isogeny that will be reused later. Let E/IF 2 be
a supersingular elliptic curve, ¢, the p-th power Frobenius defined on F and E (P) its image. Suppose that
F admits a primitive O-orientation ¢. We denote by () the K-orientation of E®) given by 1) := (Dp)«(0).
Then (E®),,(P)) is a primitive O-orientation. In other words, ¢, is horizontal.
Indeed, if o € O, then there exists ¢ € End(E®) such that ¢, o t(a) = 1) o ¢,. 1 is obtained by
raising the coefficients of the rational fractions defining ¢(«) to the power p. It follows that:
—~ 1

1 — 1
[P (@) = Soni@)p = ~Vdpdy = o [p] = ¥,



so that ((P)(a) € End(E®)). Tt follows that O C (L(p))71 (End (E(p))). Since:

oa) = %@Ap)(a)%,

we obtain the converse inclusion by similar arguments. Whence ¢, is horizontal.

Definition 1.7. A K-oriented isogeny ¢ : (E,tg) — (F,tr) is an isomorphism if ¢ is an isomorphism
E — F and its inverse defines a K-oriented isogeny (F,tr) — (E,tE).

1.2 Reduction and oriented supersingular elliptic curves

1.2.1 Motivation

Let SS(p) be the set of supersingular elliptic curves defined over IF2 up to isomorphism (i.e. the set of
supersingular j-invariants). Let SSp(p) and SS) (p) be respectively the sets O-oriented supersingular
elliptic curves (respectively primitive) up to K-oriented isomorphism. As in the ordinary case, we have
a group action :

Cl(0) x 885 (p) — SSp (p)

We shall prove later that this action is well-defined (see Theorem 1.18 in particular). Although, contrary

to the ordinary case, this action is not faithfully transitive the following example outlines.

Example 1.8. Let E be the elliptic curve defined over I, by the Weierstrass equation y? = 23 + z with
p =3 [4] (so that E is supersingular). Let a € Fp2 such that a®> = —1 and the isomorphism:

¢:(x,y) € E— (—z,ay) € E.
Since ¢? = [—1], we have two primitive Z][i]-orientations:
1:Q(i) — End’(E) d /:Q(i) — End’(E)
an .
i — ¢ T — —¢

These orientations are not isomorphic. Indeed, otherwise we would have an automorphism ¢ € Aut(F)

such that ¢, () = ¢/. However:
Aut(E) = {[1]7 [_1]7 (b? _¢}

and we trivially have [+1].(:) = ¢ and:

Va € Qi), d.()(a) = ¢r(a)d = du(a)(—¢) = —ui)u(@)u(i) = u(~i’a) = v(a),

so that [¢].(¢) = ¢. By the same computations, [—¢].(¢) = ¢. Then (E,:) % (E,¢’) so there are at least
two isomorphism classes of primitive Z[i]-orientations.
However, the ideal class group Cl(Z][i]) is trivial so the orbits contain only one element. Hence, the

T
i

group action of CI(Z[i]) on SS7;

We shall prove, nonetheless, that this result holds when we restrict to the good reductions of elliptic

](p) cannot be transitive.

curves with complex multiplication by O over the complex numbers.

1.2.2 Reduction of elliptic curves with complex multiplication by O

This paragraph is a bit technical and uses the mathematical prerequisites of Appendix A.2 on the reduc-
tion of elliptic curves defined over a number field.
We fix L a number field containing K and an elliptic curve E/L such that End(F) ~ O. This is

always possible if we take for E the elliptic curve defined over the complex numbers associated to the



complex torus C/O. Since E has complex multiplication by O, we know that j(E) is integral over Z
by [16, Theorem I1.6.1] so E is defined over the number field L generated by K and j(E). We fix a
normalized ring isomorphism [.]g : O — End(FE), meaning that [a]hw = aw for all @ € O, where w is
the invariant differential of E (see [16, Proposition II.1.1]).

Let p be a prime number (> 5) and p be a place above p. We suppose that F has good reduction
modulo p. Then, we can define a K-orientation [.| : K — End’(E) as follows:

Vo€ O, [a]z:=[a]g mod p.

Lemma 1.9. Let E and F be two elliptic curves defined over L with complex multiplication by O and

good reduction modulo p. If E and F are isomorphic, then the orientations (E,[|z) and (F,[]F) are

K-isomorphic.

Proof. Let A : E — F be an isomorphism. Since [.]g and [.]r are normalized, we have [a]r = Ao[a]goA~!
for all & € O by [16, Corollary I1.1.1.1]). Reducing this equality modulo p, we get by functoriality of the
reduction that [J= = A.([]) where XA : E — F is the reduction of A modulo p. This completes the
proof. [

To understand better the reduction, we need two classical results due to Deuring:

Theorem 1.10 (Deuring, 1941). Let L be a number field and E an elliptic curve over L such that
End(E) ~ O. Let p be a place above p. Suppose that E has good reduction modulo p. Then E is
supersingular if and only if p does not split in K.

Moreover, if ¢ :== p"cq is the conductor of O, with r,co € N such that p fco, then we have:
[]%I(End(E)) =7+ ¢yOk.

Proof. See [17, chapter 13, Theorem 12]. The result given here is slightly more general than the one
proved in [17] because the computation of []%I(End(E)) is only done in the ordinary case. However, the
same ideas stand (one just needs to work with [K]z instead of End’(E)). O

Theorem 1.11 (Deuring lifting theorem, 1941). Let F be an elliptic curve defined over a finite field k
of characteristic p and 1 € End(F). Then there exists a number field L, a place p of Or, lying above
p, an elliptic curve E/L and an endomorphism ¢ € End(F) such that the reduction of E modulo p is
isomorphic to F' and ¢ modulo p is 1.

Proof. See [17, chapter 13, Theorem 14]. O

Proposition 1.12. SST7(p) is not empty if and only if p does not split in K and does not divide the

conductor of O.

Proof. <= We suppose that p does not split in K and that p does not divide the conductor of O. Let
L be a number field containing K and an elliptic curve E/L such that End(E) ~ O. Then j(FE) is an
algebraic integer by [16, Theorem I1.6.1] so E has potential good reduction by Proposition A.3. Replacing
L by a finite field extension if necessary, we may then assume that E has good reduction modulo p. Since
p does not split in K and does not divide the conductor of O, we get that the reduction of £ mod p, E
is supersingular and that []g(End(E)) = O, by the Theorem 1.10. It follows that (E,[]%) € SS5 (p).
= Suppose that SS{y (p) # 0 and let (F,.) € SSiy (p). Let a € O be a generator of O: O = Zla].
Then by Theorem 1.11, there exist a number field L containing K (we may take an extension of L if
necessary), a place p of O lying above p, an elliptic curve E/L and an endomorphism ¢ € End(FE)
such that E has good reduction modulo p, the reduction modulo p, denoted by E is isomorphic to
F and ¢ modp = i(a). Since « generates O, it is not an integer and neither is ¢ (because ¢ is

a root of the minimal polynomial of « since the reduction mod p is a ring homomorphism and ¢ is



injective), so we have End’(FE) = Q(¢) and the reduction map End(FE) — End(F) has its image in Q(¢
mod p) = Q((a)) = t(Q(e)) = ¢(K). Since (F,¢) is a primitive O-orientation and the reduction map is

injective, we have an injective ring homomorphism:

—1

End(E) 2% ° End(F)nuK) “s O

and an injective ring homomorphism @ — End(F) mapping « to ¢. Whence End(E) ~ O so by
Theorem 1.10, p does not divide the conductor of ©. Moreover, p does not split in K because F = E is

supersingular. O

In the following, we assume that p does not split in K and does not contain the conductor of O, so
that SS{y (p) is not empty. Let Ell(O) be the set of isomorphism classes of elliptic curves defined over
C with complex multiplication by O (i.e. with endomorphism ring isomorphic to ). As we saw, every
class [E] € Ell(O) admits a representative E defined over a number field Lg containing K and any place
p lying above p has potential good reduction modulo p, so there is a finite field extension L'/Lg and a
place P lying above p such that E has good reduction modulo B. Let L’; be the field generated by the
union of these extensions when p varies. It is still a number field because there are finitely many places
in Or, lying above p (Op, is Dedekind). Moreover, Ell(O) is finite (by [16, Proposition 11.2.1.(b)]). Then,
the field L generated by all the fields L'; is a number field (containing K) and every elliptic curve E with
complex multiplication by O is defined over L (up to isomorphism) and has good reduction modulo any
place p of L lying above p. We shall fix L and p in the following. Then, we have a map given by the
reduction modulo p:

p:EI(O) — SSE(p)
E — (Ellp

This map is actually not surjective (that is why the action described in Example 1.8 fails to be transitive),

however we have a comforting result.
Proposition 1.13. For all (F,¢) € SSY (p), we either have (F, 1) € p(EI(O)) or (F®),.P) € p(El(0)).

Proof. Let (F,t) € SS¥(p). Then, as in the proof of the direct implication of Proposition 1.12, there
exist a number field L’ containing K, a place p’ of O lying above p, an elliptic curve E/L’ such that
E has good reduction modulo p’; the reduction modulo p’, E is isomorphic to F and End(F) ~ O. We

also have obtained in the proof of Proposition 1.12, that (¥, [.]5) is a primitive O-orientation satisfying
[K]% = ¢(K). Then the composition:

K "B K= ux) S K

is a field automorphism so it is either the identity or the complex conjugation, so we either have [a]5 = t(«a)
or [a]z = (@) for all a € K. In the first case, (E,[]5) is K-isomorphic to (F,¢).

Now we assume that [a]f = «(@) for all @ € K. Replacing L' by the field extension generated by
the conjugates of a generator of L’ if necessary, we may assume that L’'/Q is Galois. Let G, be the
decomposition group of p’:

Gy :={o € Gal(L’,Q) | o(p’) =p'}.

There exists ¢ € G whose restriction to K is not trivial. Indeed, otherwise by [18, Corollary 1.3], K
would be contained in the subfield L fixed by p’, which is the maximal field subextension of L’ in which p
splits completely. But p does not split in K so there is only one prime ideal q lying above p and all prime
ideals of L” lying above p would be lying above g so there would be at most [L” : K] < [L” : Q] such
prime ideals by [18, chapter I, Proposition 11] and p would not split completely in L”. Contradiction.
Then, we may take o € G such that 0|k is the complex conjugation. As in [16, § I1.2], we define a
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map:
End(E) — End(E°)
¢ — ¢

where E° is obtained from E by letting o act on the coeflicients of its Weierstrass equation and ¢ is

)

given by the action of o on the coefficients of the rational fractions defining ¢. We have by [16, Theorem
11.2.2.(a)], ([alg)? = [0(@)]g- = [a]E- for all & € K. Hence:

VaeK, [algr modp = ([@s)” modp = ([@s mod ) = (@) = ((a)7,

where & € Gal(Oy/ /p’,TF,) is obtained by reduction of o modulo p’. Furthermore, E7 = F?. By the
following lemma, we can assume that @ is either the identity or the p-th power Frobenius. It follows that
[J5= = ¢ or . i.e. that the reduction (E°, [.|) is either K-isomorphic to (F,¢) or (F®), (),

Lemma 1.14. Let H be the subgroup of Gy formed by elements fizing K. Then, the coset o H is formed
of elements of Gy whose restriction on K is the complex conjugation. The reduction cH of oH mod p’

contains either the identity or the p-th power Frobenius.

Proof. By [18, propostion I1.14], the reduction map G, — G = Gal(O./p’,F,) is a surjective group
homorphism. Since Gy := H U oH, we also have G = HUGH. If 7 € H, then G = H = gH and both
the identity or the p-th power Frobenius are in 7H.

Let us assume that @ ¢ H. Then G = HUGH and H is a subgroup of index 2 in G. Since G is cyclic
and generated by the p-th power Frobenius o, H is generated by 0127, so that:

H= {0]; | k even} and oH = {U;f | k odd}.

Then 7H contains o, which completes the proof of the lemma. O

In both cases ([a]z = ¢() or [a]z = «(@) for all @ € K), we have obtained an elliptic curve £ over L'
with good reduction mod p’ such that End(E) ~ O and (E, [.]) is K-isomorphic to (F,:) or (F®), ().

If L' C L and p’ C p, the proof is complete. We now prove that we can reduce to this case. Let M be
the field generated by L’ and the K-conjugates of a generator of L. Then M/K is a Galois extension of
L/K and L'/K. Let 3 and P’ be prime ideals of Oy, lying above p and p’ respectively. Since p does not
split in K, there is a unique prime ideal q of Ok lying above p, so that p,p’,B and P’ lie above q. By
transitivity of the Galois group action on prime ideals [18, Proposition I.11], there exists o € Gal(M, K)
such that o(B’) = PB. Then, by [16, Theorem I1.2.2.(a)], we have ([o]g)? = [0(a)]gs = [&]g-. It follows
that:

Va€ K, [algs mod B = ([a]g)’ mod o(P') = ([a]g mod ‘}3’)3 = ([o]5)7,

where 7 : Op /B — Op /P is the finite field isomorphism induced by o. Since the fields are finite, this
isomorphism could be seen as a finite field automorphism fixing Ok /q, i.e. as a power of the Frobenius
pN(@_th power. Moreover, we have for all 7 € Gy, 70(P') = 7(P) = P and the reduction map
Gy — Gal(Oum /B, Ok /q) is surjective so we may assume that & is the identity. Hence, we get that the
reduction of (E?, [.]g-) modulo B is (E, []5). Since End(E?) ~ End(E) ~ O by [16, Proposition 11.2.1],
we have [E?] € Ell(O) so there exists an elliptic curve E’ defined over L with good reduction modulo p
isomorphic to E?. As ‘P lies above p, this completes the proof. O

1.3 The ideal class group action

We shall now define a group action of Cl(O) on p(El(0Q)), as announced previously, and prove that it

is faithful and transitive. Let a be a non-zero ideal of @. According to [19, Corollary 7.17], we can
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assume that N(a) is prime to p without changing the class [a] € C1(O). We shall always work under this

assumption in the following. We define the a-torison of E by:

Ela] = ﬂ ker(u(c)).

aca

Ela] is finite, so [15, Proposition II1.4.12] ensures that there exists an elliptic curve E’ and a separable
isogeny ¢ : E — E’ such that ker(¢) = Ela]. (E', ) is unique up to isomorphism. Indeed, if ¢’ : E —
E” has the kernel, then there exists an isomorphism X : £/ — E” such that ¢’ = Ao . Then, we
have ¢! () = Ai(p«(¢)) and X being an endomorphism, (E’, ¢.(¢)) is K-isomorphic to (E”, ¢, (¢)). Then,
(E', ¢« (¢)) is uniquely determined by a up to K-isomorphism. In the following, for a given ideal a of O
we shall refer to E’, ¢ and (E’', ¢.(¢)) as E/E[a], ¢4 and a- (E, ) respectively.

Proposition 1.15. Let (E,t) be a primitively O-oriented elliptic curve and a an ideal of O of norm

prime to p.

(i) Let (E',/):=a-(E,.), O =/ YEnd(E")) and b an ideal of O’ of norm prime to p. We suppose
that O" C O. Then ker(pp 0 ¢q) = E[bal.

(ii) deg(¢a) = N(a).
(iii) g is either horizontal or ascending (O C O’).
(iv) If a is invertible, then @4 is horizontal. In addition, we have ker(pq,) = E'[a].

Proof. (i) This is a difficult result, beyond the scope of this thesis, that becomes natural with the
framework of abelian varieties. The classical reference for this fact is Waterhouse’s thesis [20, Proposition
3.12] but the proof of Milne given in his lecture notes on complex multiplication [21, Proposition 7.28]
may be easier to follow.

(ii) See [20, Theorem 3.15] or [21, Proposition 7.29].

(iii) We may assume that E[a] is cyclic. Indeed, we suppose that this is not the case. The theorem
of finite abelian group structure and the Chinese remainder theorem ensure that E[a] is isomorphic to
a product of its Sylow subgroups. Since E[a] is not cyclic, it contains a non cyclic ¢-Sylow subgroup
(otherwise, it would be cyclic by the Chinese remainder theorem). Hence, the g-torsion subgroup of Fla]
is of the form (Z/qZ)" with b > 2, so that Elq] ~ (Z/qZ)? C E[a] C ker(1(c)) for all a € a. Since
Elq] ~ (Z/qZ)? here, [q] = t(q) is separable and for all « € a, we have a factorization t(a) = A, 0 ¢(q)
with A, = t(a/q) € End(FE) by [15, Corollary II1.4.11]. Hence, a is divisible by ¢, and furthermore,
Elq] C ker(pq) so ¢, factors through [q] = ¢(q) which is horizontal, so we may replace it by a/q.
Applying this process iteratively makes F[a] cyclic.

Let n := deg(ypq) = N(a). Then Efa] C E[n|. Since ¢, is separable by construction, |E[a]| = n so
that Ela] ~ Z/nZ and p does not divide n so that E[n] ~ (Z/nZ)?. Hence there exists a Z/nZ-basis
(P, Q) of E[n] such that P generates Fla], according to the following lemma.

Lemma 1.16. Let (G,+) be an abelian group isomorphic to (Z/nZ)?* and g € G of order n. Then, there
exists h € G such that (g, h) generate G.

Proof. Let (¢',h') be a Z/nZ-basis of G (it does exist because G is a free Z/nZ-module of rank 2).
Then there exists k,I € IN such that kg’ + [h/ = g. Since g is of order n, ged(n,k,l) = 1 so there
exists u,v,w € Z such that un + vk + wl = 1. Let h := —wg’ + vh’. We prove that (g, h) generates G
i.e. that (\,pu) € (Z/nZ)?* — \g + uh € G is surjective. By cardinality, it suffices to show that this
group homomorphism is injective. Let (A, u) € (Z/nZ)? such that Ag + ph = 0. Then (A\k — wp)g’ +
(M + pw)h' = 0 so that Ak —wp = 0 [n] and Al 4+ pw = 0 [n] because (¢’, ') be a Z/nZ-basis. Then
0 =v(M\k —wp) + wA + pw) = X [n] and 0 = I(Ak — wp) — k(A + pw) = p [n], which completes the
proof. O
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Let P’ € E such that P = nP’ (it does exist because [n] is surjective as any non-zero isogeny). Then,
[n] 0 pa(P’) = @a([n]P') = @a(P) = O and [n] 0 pa(Q) = ¢a([n]Q) = O so that pa(P’),¢a(Q) € E'[n].
Furthermore, by [15, Proposition I11.8.2], we have:

en(@a(P"),a(Q)) = en(@ava(P'), Q) = en([n]P', Q) = en(P, Q).

Where e,, is the Weil pairing, as defined in [15, IIL.8]. So (¢a(P’), va(Q)) generates E’[n] by the following
lemma.

Lemma 1.17. Let (R,S) € E[n]®. Then, (R,S) generates E[n] if and only if e,(R,S) is a primitive
n-th root of unity.

Proof. = Suppose that (R, S) generates E[n]. Let d € Z such that e, (R, S)¢ = 1. Then for all a,b € Z,
we have:

en((a]R + [B]S, [d]S) = en(R, 5)* =1,

so that e, (T, [d]S) =1 for all T € E[n]. Since e,, is non-degenerate, [d]S = O and n|d.
<= Suppose that e, (R, S) is a primitive n-th root of unity. Let a,b € Z such that [a]R + [b]S = O.
Then:
1=e,([a]R+ [b]S,S) = en(R,S)* and 1=e,(R,[a]R+[b)S) = en(R,S),

so that n|a and n|b. Hence (R, S) generates E[n]. O

We have for all & € a and 3 € O:
va) o u(B) o @aopa(P’) = t(aB)([n]P') = t(B) o u(a)(P) = O,
so that ¢(8) 0 Pq © @a(P’) € Naca ker(¢(a)) = Ela] and we have for all g € O:
Pa 0 L(B)oPaopa(P) =0.
We also trivially have for all 5 € O:

Pa 0 1(B) © Pa 0 pa(Q) = a0 L(B)([N]Q) = pa 0 ¢(B)(O) = O.

Then E’'[n] C ker(yq o t(8) o pq) since (pa(P'),va(Q)) generates E’'[n]. By [15, Corollary I11.4.11],
it follows that n divides ¢q o t(8) © @q, so that J/(8) = a,(t)(8) € End(E’) for all § € O. Hence
O C/~YEnd(E')) = O’ and ¢, is horizontal or ascending.

(iv) First, we prove that ker(p,) = E’[a0’]. Since a is invertible [19, Lemma 7.14.(iii)] ensures that
ad = N(a)O = n0O i.e. that @ = na~*.

We keep the notations of (#ii) and the point @ in particular. Since Q € E[n], we have ¢q(Q) € ker(oq).
But (¢q(P’), 0a(Q)) generate E[n] so pq(Q) is of order n = deg(pq) s0 vq(Q) generates ker(p,). For all
a€aand B € at, we have:

Ha) o u(nf)(Q) = vap)([n)Q) = O.
Hence ¢(n8)(Q) € Naea ker(¢(a)) = Ela] so that for all 3 € a=':

0 = ¢a(unB)(Q)) = V() ¢a(Q)
and ¢4(Q) € B'[na~'0'] = B'[a0]. Tt follows that ker(F3) € /[0,

Conversely, let R € E'[a®’]. Since ¢4 is not constant, it is surjective and there exists S € E such
that R = (4(S). For all 8 € a~!, we have:

a(t(nB)(S)) = '(nB)(¢a(S)) = '(nB)(R) = O,
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so that ¢(a)ou(nB)(S) = O for all € a. Since aa~! = O, there exists a1, -+ ,a, € aand By, , 3, € a™!
such that Y, ;8; = 1 and we have:

r

[n]S =1 (Z ozmﬁi) (S) = Z t(a)e(nB;)(S) = 0.
i=1 i=1
Hence O = [n]S = @a(pa(S)) = pa(R) and R € ker(pq).
We conclude that ker(@g) = E’'[aQ’], so that @, is the isogeny pgzo/ associated to the ideal a®’.
Applying (iii) in the other direction, we get that @' C O i.e. that ¢, is horizontal. O

The previous proposition was our first step towards the proof of the desired theorem:
Theorem 1.18. Cl(O) acts faithfully and transitively on p(EN(O)) via: (a,(E,¢)) — a- (E,¢).

Proof. First of all, we prove that the map (a, (E,t)) — a- (E,¢) defines a group action of Cl(O) on
H(EN(0)).

Let (F,.) € p(EII(O)) and let E € EII(O) such that p(E) = (F,¢) i.e. such that (E,[]5) ~ (F,¢). Let
a be an invertible ideal of O of norm prime to p. It is a general fact that the kernel of the reduction

modulo p of an isogeny is the reduction modulo p of its kernel. It follows that the reduction modulo p of
Bla] == Mg ker([o] ) is:

Bl = () Ferlals) = () ker(ale) = [ ker(lolz) = Pl = Flal.
aca aca aca
By [15, Proposition II1.4.12], there exists an isogeny ¢ : E — E’ such that ker(¢) = Ela]. By the
theory of complex multiplication over the complex numbers, we have E’ € Ell(O) (see [16, Proposition
I1.2.1.(a).(ii)] which is still valid for any order O and not only for Ok). Then, we can assume that
E’ is defined over L and has good reduction modulo p. The reduction of ¢ modulo p, denoted by
¢: E — F', has kernel E[a] = F[a] so E is isomorphic to F/F[a] and ¢ = ¢,. Furthermore, we have
for all & € K, ¢[a]g = [a]g ¢ by [16, Corollary I1.1.1.1]. The reduction modulo p of this formula ensures

that ¢, (1) = ¢,([]5) = [|z= Whence:
a- (F.1) = (F/Fla], ¢a.(1) = (', [|z) = p(E").

We have proved that we have a well defined map (a, (E,t)) € Z,(O) x p(EIl(O)) — a- (E, ) € p(El(O)),
where Z,,(O) is the set of invertible ideals of O of norm prime to p. Since any class of Cl(O) admits a
representative in Z,(0), it remains to prove that principal ideals fix p(El(O)).

Let « € O and (E,¢) € p(Ell(O)). Then E[aO] = ker(t(«)), so E/E[a0] ~ E because ¢(«) € End(E).

Furthermore:

1 — 1 1

VBE K, ua)()(B)= mb(aﬁ(ﬁ)b(a) = mé(aﬁ(ﬁ)b(a) = W

vaaf) = u(B),
so that O - (E,t) ~ (E, (). Hence the map reduces to Cl(O).

Let a, b be invertible ideals of O of norm prime to p and (E, ) € p(Ell(O)). Then we have ker(¢popq) =
E[ba] by point (i) of Proposition 1.15, so that ¢p 0 ¢4 = @pa and @y, (Pa, (L)) = (¥ © ©a)«(t). Tt follows
that:

b-(a-(E,t)) = (ba)-(E,¢).

Hence, (a, (E,t)) € CI(O) x p(EIl(0)) — a- (E, 1) € p(EN(O)) is a group action.
We now prove that it is faithful. Let a be an invertible ideal of O of norm prime to p and (E,:) €
p(El(O)) such that a- (E,t) = (E,¢). Then ¢, € End(E) and ¢q,(¢) = ¢. It follows that:
Vae K, @qou(a)=1tla)ops (*).
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We claim that ¢4 € «(K)NEnd(E) = ¢(O). Let us suppose the contrary by contradiction. Let K’ be the
field generated by +(K) and ¢,. Then K € K’ and [K’ : Q] = [K’ : K][K : Q] > 4 so K’ = End"(E) since
End”(E) has dimension at most 4 by [15, Corollary IT1.7.5]. Then, K’ is a quaternion algebra by [15,
Theorem V.3.1] so is non-commutative, contradicting (x). Hence, there exists a € O such that ¢, = ().
It follows that ker(c(ar)) = Efa] = (e, ker(¢(8)) and consequently, that all «(3) for 8 € a factor through
t(c) i.e. that /o € O. Hence a C a@. Furthermore, point (ii) of Proposition 1.15 and [19, Lemma
7.14.(i)] ensure that:
N(a) = deg(pq) = deg(i(a)) = N(a) = N(aO),

so that a = @O, which achieves the proof of the faithfulness.
Finally, we obtain the transitiveness by a cardinality argument: by faithfulness, every orbit has
cardinality | C1(O)| but we know by [16, Proposition I1.1.2.(b)] that | C1(O)| = | E1I(O)| > |p(EI(O))|. O

Remark 1.19. By the last cardinality argument, we also obtain that the reduction map p is injective.

1.4 Oriented supersingular isogeny graphs

1.4.1 Volcano structure of oriented supersingular isogeny graphs

We fix a quadratic imaginary number field K, and a prime number such that p does not split in K. We
want to study isogeny graphs of K-oriented supersingular elliptic curves.

Let ENl(K) be the union of Ell(O) for every order O of K with conductor prime to p and SSk(p)
be the set of K-oriented supersingular elliptic curves up to K-oriented isomorphism. Then, we have an
injective map:

p: El(K) — SSk(p)

naturally induced by the reduction maps po : EIl(O) — SSTJ(p) for all orders O of K with conductor
prime to p that we defined in Paragraph 1.2.2.

Definition 1.20. We say that two K-oriented isogenies ¢ : (E,tg) — (F,tp) and ¢ : (E',1p) —
(F',1pr) are K-equivalent if there exists two K-oriented isomorphisms \ : (E,tg) — (E',tg/) and

N (Fyip) — (F',u1pr) such that ¢’ = X oo A7L.

Definition 1.21. Let £ # p be a prime number. The K-oriented supersingular £-isogeny graph Go(K,p)
is the graph whose set of vertices is p(Ell(K)) and whose edges are K-oriented f(-isogenies up to K-

equivalence.

Considering dual isogenies, we see that this graph is undirected. Note that two vertices of this graph
may have the same j-invatiant but not the same K-orientation up to K-isomorphism, that is why they are
distinct in G¢(K,p) (see Figures 1.1 and 1.2). Hence, G¢(K,p) is very different from the supersingular
(-isogeny graph over F,>. In particular, unlike the latter whose cardinality is close to p/12 (by [15,
Theorem V.4.1.(c)]), G¢(K,p) is infinite (since K has infinitely many orders of conductor prime to p).

However, we have the following result:

Proposition 1.22. Let Gy(K) be the graph whose vertices are elliptic curves with complex multiplication
by an order of K with conductor prime to p, defined over C up to isomorphism and whose edges are
L-isogenies up to composition by isomorphisms. Then p induces a graph isomorphism between G¢(K) and
Gy(K,p) and Go(K,p) is stable by L-isogenies.

Proof. By the definition of G¢(K,p) and by the injectivity of p, we have a bijection between the set of
vertices. Since the reduction map preserves the degree (along with the trace as a ring homomorphism),

any f-isogeny between two vertices of Gy(K) reduces to an ¢-isogeny between two vertices of G(K, p).
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Conversely, if (E, 1) is a vertex of G¢(K,p) and if ¢ : (E,.) — (E’,//) is a K-oriented ¢-isogeny, one
can lift E, E' and ¢ by lifting the kernel as we did in the proof of Theorem 1.18. It follows that (E’, )
is in the image of p, so that (E’,¢') € G¢(K,p). This completes the proof. O

It follows from the previous result that every connected component of G,(K,p) is an isogeny volcano,

as Kohel proved [22, Proposition 23]. We recall the result and its proof here.

Proposition 1.23. Let (E,.) € G¢(K,p) be a supersingular primitively O-oriented elliptic curve and
Ak = disc(K). Then:

(i) If € 1 [Ok : O], there are 1+ (25) horizontal, 1/[0* : (Z + LO)*] (€ — (££)) descending and no

ascending (-isogenies with origin (E, 1) up to K-isomorphism.
(i) If {|[Ok : O], then there are no horizontal, { descending and one ascending £-isogenies up to K-

isomorphism.

Here, (7) denotes the Kronecker symbol, given for € # 2 by:

0 4fa=0 mod/
Va € Z, <2) = 1 ifa mod { is a square in I}

—1  otherwise

and for £ =2 by:
0 4a=0 mod?2
a
Va € Z, (7> = 1 ifa==£1 mod8
-1 ifa=+3 mod 8.

Proof. By Proposition 1.22, we can work over C to prove this classical result. The proof follows [23,
Theorem 23.5], as it is more elementary than Kohel’s proof.

First we notice that all /-isogenies with given domain E are determined by their kernel (by [15,
Corollary IIT1.4.11]) which is a cyclic subgroup of order ¢ in E[¢]. Considering the action of (Z/¢Z)* on
the set of non-zero elements of E[] ~ (Z/{Z)* by scalar multiplication, whose orbits are exactly the

cyclic subgroups of order ¢ in E[¢] (deprived from the neutral element), we obtain that there are:

2 -1
£—-1

=(+1

such subgroups. Hence, there are £ 4 1 isogenies of degree ¢ up to isomorphic choices of the codomain.

We first assume that E is the complex torus C/A with A homothetic to O. To simplify, we set
A :=/(0. Let ¢ : E — E’ be an f-isogeny. Let A’ be the lattice associated to E’. Then, up to homotety
we can assume that A C A’ and that ¢ is induced by this inclusion. Then, A = £O has index £ in A’, so
that /A C A =/¢0 i.e. ' C O and we have:

[O:N] 2

0] = R

Let 7 € Q be a generator of O. Then O is the lattice [1,7] and A’ is one of the sublattices of index /,
A;=[l,m+ i forie[0; £—1] or Ay :=[1, 7] according to the following lemma.

Lemma 1.24. A sublattice of index £ of [1,7] is of the form [(,T + 1] fori € [0; £—1] or [1,¢7].

Proof. Let us write L := [1,7] and let L’ C L be a sublattice of index £. Then L’ has rank 2 and we have
L' :=la+ br,c+ dr] with a,b,c,d € Z. Let ¢ := ged(a,c) and §’ := ged(b,d). Since L' has index ¢, we
have ¢, 47 € L', so §|¢ and ¢’'|/¢. However, both cannot equal ¢, otherwise we would have L’ C ¢L and /L

has index #2, so either § or ¢’ equals 1.
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Suppose 8’ = £. Then, § = 1 so there exists u,v € Z such that ua + ve = 1, so that 1 + (ub + vd)T =
u(a+br)+v(c+dr) € L' and f|lub+vd so 1 € L’ because ¢T € L'. Hence, [1,¢7] C L’ and this inclusion
is an equality because [1,¢7] has index ¢ in L.

Suppose ¢’ = 1. Then, there exists u,v € Z such that ub+ vd = 1, and (ua + ve) + 7 = u(a + br) +
v(c+dr) € L'. Adding or subtracting ¢ as many times as necessary, we obtain that 7 +¢ € L’ with

i€0; £—1],so [¢,7+ i C L and this inclusion is an equality because [¢,7 + 4] has index ¢ in L. O

Let O := End(F). By the theory of complex multiplication, we have:
O ={aeC|aN C A}

Hence O’ = O if and only if A’ is a proper ideal of O of norm ¢. If £ [Ok : O], there are 1 + (ATK) such
ideals, corresponding to horizontal isogenies and otherwise there is no such ideal (hence no horizontal

isogeny), by the following lemma.

Lemma 1.25. If {1 [Ok : O], there are 1+ (ATK) proper ideals of norm £ in O. Otherwise, all ideals of

norm { are not proper.

Proof. Let [ be an ideal of norm ¢. Then [ is proper by, [19, Lemma 7.18.(ii)] if and only if £ 1 [Ok : O].
Furthermore, I[ = O by [19, Lemma 7.14.(iii)], so that £ € [ and (O[O = (Ok and N(IOk)N(I0k) =
N(lOg) = £2 by [19, Lemma 7.14.(ii)]. Hence N(IOf) = ¢ because the norm of an ideal is invariant
under complex conjugation. Moreover, [Ox N O D [ and we have an equality because the injection
O/I0k N O — Ok/IOk ensures that N(IOg N O)|N(IOk) = £. Hence, the maps [ — [Ok and
¢ — £/ N O are reciprocal bijections between the sets of ideals of norm £ in O and Ok.

Hence, we can assume that O = Ok. Let o € C such that O = Z[a] and let I := X2 —tX +n € Z[X]
the minimal polynomial of a. Then, by [18, Proposition 1.25] the ideals containing ¢ are of the form
lg := L0k + Q(a)Ok where Q € Z[X] is such that the reduction of @ modulo ¢ is a factor of IT in F,[X].
lo has norm /¢ if and only if @ is a factor of degree 1.

If ¢ # 2, such a factor exists if and only if Ax = t? — 4n is a square in ;. Hence, there are no ideal
of norm ¢ if (£%) = —1, one such ideal if (££) =0 i.e. Ax =0 [£] and two such ideals if (££) = 1.

Suppose now that ¢ = 2. Then Ax = 0,1 [4]. If Ax = 0 [4], then ¢ is even so II = X? [2] or
II=X2+1=(X+1)2[2] and II has one factor of degree 1, so there is 1 = 1 + (ATK) ideal of norm 2.
If A =1 [4], then t is odd so t = +1 [4] and #? = 1 [8]. Hence, 4n = 1 — Ak [8], so n is even when
Ag =1[8]and II = X2+ X = X(X +1) [2] has two factors of degree 1, so there are 2 = 1+ (££) ideal
of norm 2. On the contrary, n is odd when Ax =5 [8] and II = X? + X + 1 [2] has no factor of degree
1, so thereis 0 =1+ (ATK) ideal of norm 2. O

If ¢4 [Ok : O], then we cannot have O C O and /|[O’ : O] so there is no ascending isogeny by
Proposition 1.5. Hence, we have ¢ — (ATK) descending isogenies.

Now, we assume that ¢|[Og : O]. Then, there exists an order O” C Ok containing O with index
. Hence, we have 0" = Z]a] with fa = 7. Since « is an algebraic integer, we have o — ta +n = 0,
with ¢ := Trg,q(a) € Z and n := Ng,q(a) € Z. Since ¢ cannot be horizontal the Proposition 1.5
ensures that ¢ : E — E’ is ascending if and only if @’ = O” and that otherwise, ¢ is descending
and O’ C O C 0", We have of = 7 € Ag = [(,7] and a7 = la? = l(ta —n) = tT — In € Ag so O
fixes Ag, so that @' D O” so Ay corresponds to an ascending isogeny. For all ¢ € [1; ¢ — 1], we have
a(t +1i) =Lla® + ai = l(ta —n) + i = t7 — In + i & O because i ¢ O and but A; = [{,7+i] C O
so A; is not stable by multiplication by O”. Eventually, « ¢ O 2 Ay = [1,47] so Ay is not stable by
multiplication by O@”. Whence there are £ descending isogenies and only one ascending isogeny.

Now we treat the general case: A is no longer homothetic to O but we can reduce to this case. Since the
action of C1(O) on Ell(O) and maps E = C/A and an ideal a of O to C/a~!A and since C/O € Ell(O), we

can assume that A is an ideal a of @. Multiplying a by a principal ideal does not change the isomorphism
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class of F and, furthermore, every ideal class in Cl(O) contains infinitely many ideals of prime norm by
[19, Theorems 7.7. (iii) and 9.12] so we may assume that ¢ := N(a) is a prime number # ¢. We consider
the isogeny ¢4 : E = C/a — Ep := C/a"ta = C/O whose kernel is E[a]. We saw that b — b0’ and
b —— bN O’ are bijections between ideals of norm ¢ of O and @', respectively when O C 0" and O D O'.
Then, we can associate an ideal a’ of norm ¢ in O’ to a. Consider the isogeny ¢q : B/ — E{ such that
ker(pq) = E’'[a’]. We claim that the isogeny ¢g : Ey — E{ such that ker(yg) = pq(ker(pq o ¢)) makes
the diagram commute :

E—2sE, .

ltp i@o

E
By [15, Corollary II1.4.11], it suffices to prove that ker(pq o @) = ker(¢g 0 ¢q). We clearly have ker(pq o
) C ker(pp o ¢q) and we conclude because both ¢4 o ¢ and ¢g o ¢, have degree {q. 4 and @, are
horizontal so ¢ is ascending, horizontal or descending if and only if ¢g is too. Since Ey ~ C/O, we
conclude by the case we treated above.

To conclude, it remains to identify descending /(-isogenies with the same domains and codomains.
This will explain the factor [O* : O'*] in case (i) (£ 1 [Ok : O]).In case (ii) ({|[Ok : O)), this factor will
not appear because we will have O* = O'* = {£1} since the only orders with non-trivial unit group are
maximal in K = Q(i) or K = Q(v/—3) by [19, Exercise 5.9].

Let p,1 : E — E’ be two descending f-isogenies. Then ¢ and 1 are represented by the complex
multiplication by «w and 8 € K respectively. By [15, exercise 6.10.(b)], the endomorphisms ¥o@ and chVZ €
End(E’) are represented by /3a~! and faB~! € O’ = [1,£7] respectively. Let us write {fa~! = a + blT,
laf~' = ¢+ dlr, with a,b,c,d € Z, 7> —tT +n = 0, with t := Trg/q(7) € Z and n := Nk /q(7) € Z.

Then, we have:
2 = (8o YaB™! = (a + blr)(c + diT) = ac + L(bc + ad)T + £2bdr? = ac + tbdl* + {(bc + ad — (nbd)T.

It follows that ¢2|ac. If £ { ¢, then ¢%|a and be + ad — ¢nbd = 0 so £2|b so £2|(Ba~" i.e. 1 o § factors
through [¢2], which is impossible because deg(1 o $) = ¢? and deg([¢?]) = ¢*. Hence f|c. For the same
reason, f|la. Hence, fa~! € O and aB~! € O so that af~1 € O*. ¢ and 1 are already considered up
to multiplication by an element of Aut(E’). But Aut(E’) corresponds to O'* by complex multiplication.
Hence, there are [O* : O'*] descending ¢-isogenies F — E'. O

Remark 1.26. In the course of this proof, we obtained that every horizontal f-isogeny comes from a

proper prime ideal of norm £.

1.4.2 Graph refolding and the forgetful map

Forgetting the K-orientation, one can always consider supersingular /-isogeny graphs whose set of vertices
is SS(p), the set of isogeny classes of supersingular elliptic curves. We have a natural map Ell(K) —
SS(p), called the forgetful map. This map cannot be injective since Ell(K) is infinite (because K has
infinitely many orders of conductor prime to p) and SS(p) is finite of cardinality close to ¥ (by [15,
Theorem V.4.1.(c)]). As a consequence, K-oriented supersingular isogeny graphs refold when we forget
the orientation (see Figures 1.1 and 1.2).

However, the cryptographic constructions of OSIDH use j-invariants alone so the O-orientations we
consider on a given elliptic curves might be ambiguous. That is why we look for partial injectivity results

of the forgetful map. Indeed, we can always restrict the set of vertices to the finite subset:

SSo(p) Nim(p) = |J p(EN(O))

ocor
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formed of (not necessarily primitively) O-oriented supersingular elliptic curves obtained by the reduction

map p.

Figure 1.1: Representation of a connected component (with volcano structure) of G2(Q(%), 79), the Q(¢)-
oriented supersingular 2-isogeny graph over g2 up to depth 4. Here, a is the generator of Frg2 /IF79 and
satisfies a? —a + 3 = 0.

Figure 1.2: Supersingular 2-isogeny graph over F,g2.

Theorem 1.27. Let A :=disc(O). If |A] < p, then the map SSo(p) Nim(p) — SS(p) is injective.
Actually, this theorem is a direct consequence of the following proposition:

Proposition 1.28. Let E/IF 2 be a supersingular elliptic curve admitting two distinct K -orientations
(E,11),(E,13) € im(p). Let Oy := 17 (End(E)) and Oy := 13 (End(E)) and A; := disc(0;) for all
i € {1,2}. Then A1Ay > p?.

Proof. This proof uses quaternion arithmetic (especially in case 2). We refer to [24] and Appendix A.3

for the prerequisites.

19



Case 1: Suppose that ¢1(01) = 12(O2). Then, 15! 04y is a field automorphism of K inducing an
isomorphism O; — ;. Hence 07 = Oy and we either have 13(a) = t1(a) or ta(a) = 11(@) for all
a € K. Since 17 and 19 are distinct, the latter equation holds. Considering Galois action like in the
proof of Proposition 1.13, we get that (F,t2) = (E(p),bgp)). In particular, E = E®). Then, we have
(B, ), (E, Lgp)) € p(EN(0O)), where O := Oy = O,. Since the action of C1(O) on p(El(O)) is transitive
by Theorem 1.18, there exists an invertible ideal a C O of norm prime to p such that a-(F,:1) = (E, Lgp)).
Let ¢ := ¢4 and ¢, the p-th power Frobenius endomorphism. Then to = ¢p (t1) = @s(t1). It follows
that:

1 —~ 1 ~
Vo S K; EQSPL(O‘)d)p = QSDL(Q)CP?

with d := deg(¢). Multiplying by @ on the left and by ¢, on the left, we get that » o ¢, commutes
with ¢(K), so the exists a € O such that @ o ¢, = ¢(«) (otherwise, ¢(K) and @ o ¢, would generate
the quaternion algebra End®(F), which would be commutative). Hence, N(a) = deg($ o ¢,) = dp, so
p|N(a) = a@. Hence, if p is inert, then pO is prime so a € pO or @ € O. Either way a € pO, so p*|N(a)
and pld. But d = N(a) by point (ii) of Proposition 1.15 and N (a) is prime to p. Contradiction. Since p
does not split in K, p ramifies so we have (L\TK) =0 i.e. p|/Ag|A by Lemma 1.25. Hence, |A| > p, so
A1Ay = A2 > p2.

Case 2: Suppose that ¢1(O01) # 12(O2). Then, ¢1(O1) and 12(O2) do not commute (the commutativity
implies the equality, by arguments we already gave). Let «; be the image by ¢; of a generator of O; for
all i € {1,2}. Then, the commutator § := [a1, as] = a1z — azay is not zero. By computation, we get
the following expression for the reduced norm of 3:

A A -T?

nrd(8) = R E— (%),

with T := 2 Tr(ayag) —Tr(aq) Tr(az). By [24, Theorem 42.1.19], EndO(E) = End(E)®zQ is a quaternion
algebra that ramifies at p and oo and End(E) is a maximal order in End’(E). Since End"(E) ramifies
at p, By == End° (E) ®q Qp is the unique division quaternion algebra over Q,, so we have an embedding
End"(E) < B, mapping End(E) to the valuation ring O, of B, formed of elements with non-negative
p-adic valuation. Furthermore, there is a unique maximal two sided ideal P, C O, (see [24, Theorem

13.3.11]). P, is formed of elements of positive p-adic valuation:
P, ={a € 0, | vp(nrd(a)) > 0} = {a € O, | nrd(a) =0 [p]}.

By [24, Theorem 13.3.11.(b)] again, the quotient O,/P, is the finite field IF2 so it is commutative. It
follows that 8 = [aq, as] € P,, so that nrd(8) =0 [p].

By (%), it follows that VA1 As+|T| = 0 [2p] or VA1 A —|T| = 0 [2p] (VA1Az € Z since 01,05 C K).
Moreover, End”(E) ramifies at oo so the norm is a positive definite function by [24, Exercise 2.4] and we
have N(B) > 0 since 8 # 0. It follows that v/A1Ay > |T|, so that 2p < VA1 As + |T| < 2/A1A; ie.
A1 Ay > P2, O

1.5 Isogeny chains and ladders

1.5.1 Definition

We now introduce the basic algorithmic foundations of the OSIDH protocol.

Definition 1.29. An /(-isogeny chain of length n is a sequence of ¢-isogenies:

¥o P1 Pn—2 Pn—1

Ey E;

We say that it is K-oriented if all elliptic curves F; (0 < i < n) and isogenies ¢; : F; — E;41
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(0 <i<n-—1)are K-oriented.
A K-oriented f-isogeny chain (¢; : E; — E;11)o<i<n—1 1S descending, horizontal or ascending if all

the ; are respectively descending, horizontal or ascending.

In the following, we shall only consider K-oriented isogeny chains, so we shall omit to mention that

they are K-oriented.

Definition 1.30. An /¢-ladder of length n and degree ¢ is a commutative diagram of f-isogeny chains
(¢i: By — Eiy1)o<i<n—1 and (g5 1 F; — Fiy1)o<i<n—1:

®o P1 Pn—2 On—1

Ey E, E,_ E,
\Ld’o \Lwl \Lwnl \Lwn
! : O O
F—>F > =S P > R,

such that ¢; : E; — F; is a g¢-isogeny for all ¢ € [0; n]. Such an /¢-ladder is often denoted by
¥ (Biyi)o<i<n—1 — (Fi, ¢})o<i<n—1 and referred to as a g-isogeny between ¢-isogeny chains.

An (-ladder ¢ : (E;, @;)o<i<n—1 — (Fy, ¢})o<i<n—1 is descending, horizontal or ascending if all the
p; are respectively descending, horizontal or ascending. It is level if ¥y : Ey — Fp is horizontal.

Lemma 1.31. Suppose £ and q are distinct prime numbers. Let 1 : ((E;,1;), ;) — ((Fi,t}), %) be an
(-lader of length n between K -oriented (-isogeny chains. Then 1 is level if and only if v; ' (End(E;)) =
L’;l(End(Fi)) for all i € [0 ; n]. In particular, if ¥ is level and descending, horizontal or ascending,

then the £-isogeny chain (¢} : F; — Fi11)o<i<n—1 1S Tespectively descending, horizontal or ascending.

Proof. Suppose that 1 is level. Then we prove that @; := ¢; *(End(E;)) equals O} := /7 " (End(F})) by
induction on i € [0 ; n]. Since v is horizontal, the result follows immediately at i = 0.

Now, let ¢ € [0 ; n— 1] and suppose that O; = O.. Suppose that ¢; : E; — FE;1; is descending.
Then O;11 C O; and [O; : O;41] = ¢ by Proposition 1.5, and ¢} : F; — F;;1 must be descending
too, otherwise, we would have O;11 € O; = O; € O, and £ = [O; : O0;11]][Of,; : Oiy1] 50 Yiq1 is
ascending and [O]_ ; : O;41] = g by Proposition 1.5. Contradiction because £ { g. Hence ¢j is descending
and O;y1 = Oj . since they have the same conductor. We treat the cases where ¢; is horizontal and

ascending likewise. Whence the result, 1) beign trivially level when O; = O] for all i € [0 ; n]. O

We now introduce a way to obtain a level and descending ¢-ladder. Let ¢ and ¢ be distinct prime
numbers distinct from p. Let Oy be an order of K whose conductor is prime to ¢, p and ¢ (for instance
Op = Ok). Let O; :=Z + ('O, for all i € [0 ; n].

Suppose that ¢ splits in K. Let q be a prime ideal of Oy lying above ¢q. Then q is proper and has
norm ¢ and so does q*) := qN O, for all i € [0 ; n] (as we proved in Lemma 1.25).

Let (@; : (Eiyti) — (Fit1,ti+1)) be a descending ¢-isogeny chain of length n such that F; is primi-
tively O;-oriented for all ¢ € [1 ; n]. For all i € [0 ; n], let:

(Fi,0f) == qW - (B, 1) = (Ei/Ei[q],9i,(11)),

where 1; := @, . Then, there is an (-isogeny chain (] : F; — Fj11) such that the following diagram

commutes:
EO Yo El Y1 . Pn—2 En_l Pn—1 En
lwo ld& lﬂln—l ldln
/ : O O
FO o F1 a 2 Fn—l : Fn

i.e. forms a descending ¢-ladder. The f-isogeny chain (¢} : F; — Fit1)o<i<n—1 at the bottom of the
diagram will be denoted by q- ((E;, ¢;), ¢;) or simply q- (E;, ¢;). The ¢} are well-defined by [15, corollary
I11.4.11] according to the following lemma:
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Lemma 1.32. ker(;) C ker(v;11 0 @;) for alli € [0 ; n—1].

Proof. Let i € [0; n—1] and P € ker(¢;) = FE;[q®)]. Then, for all @ € ¢, ;(a)(P) = O, so @; o
ti(a@)(P) = O. Since:
1
tiv1 = pin (1) = 7 Fitipi
we get that ; 01;(a) = ti11(a) o ; for all a € K. Since g0+ C (it follows that ¢;41() 0 p;(P) = O
for all a € UV so that ¢;(P) € Eiy1[q*TY] = ker(¢p;41). This completes the proof. O

1.5.2 A practical way to construct descending /-ladders

The last element of this chain (F,, ) = q) - (E,,t,) is actually what we want to compute. We start the
computation at level i = 0 and descend the ladder. If q¢ = q(?) is principal, then 1 is an endomorphism
and the ¢-ladder is level so the computation of (Fp,¢p) is trivial ((Fo,ty) = (Eo,t0)). It is always the case
when Cl(Qy) is trivial i.e. when Oy = Ok and:

disc(K) € {—3,—4,-7,—8,—11,-19, —43, 67, —163}

by [19, theorem 7.30.(i)]. We shall always assume Cl(Oy) = Cl(Ok) is trivial in the following.

Now, we explain the descent. First, we assume that | disc(O,)| < p, so that all K-oriented elliptic
curves of the ladder can be represented as j-invariants by theorem 7?7 and we can use modular equations.
Assume that the ladder is constructed up to level i.We want to compute j(F;11), the ¢-isogeny such that
the following diagram commutes:

Pi
L ——FE;

lwi \qul
o

F; HFiH

where ¢} is a (-isogeny ;41 is a ¢-isogeny.Then, j(F;11) is a solution of the modular equations:

{ = ged(Po(j(F3), ), Pg(i(Eivr),2)) =0 (%)

J
@y (j(Eit1),x) =0

However, a prior: this equation can admit multiple solutions so we want to make sure that the solution is

unique and corresponds to (Fji1,t;,,) = q+Y . (E;;1,1). This will be the case under some assumptions.
Proposition 1.33. Let Ay := disc(K). We assume that:
(i) p> ql*"|Ak].
(ii) (Fo.ip) = a - (Eo,e0) and (Fi,e1) = qW) - (B1,0).
(iii) (q™M)? is not principal in O;.
(iv) j(F;) is a solution of:
ged(Pe(j(Fi-1),2), @q(i(Ei),2)) =0 (*)i-1

forallie[1; n].

Then (Fy,i}) = q% - (E;, 1) for alli € [0 ; n].

Proof. We prove by induction on i € [0 ; n] that (F}, ;) = q - (E;, ;). We already know that the result
holds for ¢ =0 and ¢ = 1.

Let i € [1; n—1]. Let us assume that (F, ;) = q@ - (E;, ;). Since j(Fy41) is solution of (x);, there
exist an (-isogeny ¢} : F; — F;1 and a g-isogeny ;41 : Ejy1 — Fiy1. Since (Fi, i) = q@ - (F;,1;) and

q@ is invertible (its norm is g, which is prime to [Of : O;] = £), 1; is an horizontal isogeny by point
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(iv) of Proposition 1.15. Hence, we have ¢/~ '(End(F})) = O; (with 1/ = v;,(1;)). Since ¢} has degree /,
o (15)"Y(End(F;41)) is a suborder of Ok of index =1, ¢* or ¢'*! by Proposition 1.5. Since t;11 has
degree ¢, it1,(tiv1) H(End(Fi11)) is a suborder of Ok of index ¢! or ¢¢**1. Hence, if ¢} (1}) and
it1, (tir1) were distinct K-orientation, we would have ¢?¢4t4A2 > p? by Proposition 1.28,contradicting
point (i). Whence, ¢}, (¢;) = tit1,(Lit1) e :

(@i 0 %) (ti) = (i1 0 0i)x(ti).

Let ¢ := ¢} op; and ¢ := ;11 0 ;. Then, ¥ o ¢ commutes with ti(K) (since 9 and ¢ have the same
degree) and there exists o € O; such that @o ¢ = ti(a).

We shall prove that o = ¢, so that ¢} o ¢; = ;11 o ¢;, whence ker(¢;11) = @;(ker(¢} o ¢;)) =
F;11[q%*tY] and the proof will be complete.

Let ¢j 1 = ¢+ (ti) = ¥«(;). Since ¢} has degree £ and ;11 has degree q # /, the argument given in
the proof of Lemma 1.31 ensures that ;1 is horizontal, i.e. that L;H_I(End(FHl)) = O;y1. Y1 being
horizontal of degree g, Remark 1.26 ensures that ;1 is given by an invertible ideal of norm ¢, that is to
say 4 or §¥, so we either have ker(¢; 1) = Eip1[q0TV] or ker(viq1) = Eip1[§0TY]. We assume that
the latter holds.

We have:

1 ~ 1 ~ —~ ~
tipr(a) = @w oi(a)otp = ﬁﬂ’ opogorh=¢or) € End(Fi1),
so that a € O; 1. Let 7 € K be a generator of O;. Then, {7 is a generator of O; 1 so there exist a,b € Z
such that o = a + blt, so that:
N(a) = a@ = (a + blr)(a + bl7) = a® + abl Tr(7) + 262N (7).
Since (¢ = deg(1i(@)) = N(a), it follows that ¢|a. Hence, a € LO;. Let §:= $ € O;. Then:
i 0 P 0 @io; =[f]ow(B) sothat [lq]ow]ov; = [l]ovit1op;ou(B),
i.€e.
[q] 0 @i othi = Pir10pi0ow(B) (%)
Let P € E;[q¥] = ker(¢y). Then [q] o ¢} o 9;(P) = O, so that ;11 o @; o t;(B)(P) = O i.e.

@i 0 1i(B)(P) € ker(iy1) = Ei1[§HY]. Hence, for all v € §*Y | we have:

O = 1i41(7) o i 0 1i(B)(P) = @i 0 1i(vB)(P),

so that ;(78)(P) € ker(p;). But for all v € @Y, we have ;(78)(P) = O because P € E;[q"].
Since ¢ splits in K,q¢*tY and ﬁ(H'l) are distinct and we have q(+1) 4 ﬁ(iH) = 0;41. It follows that
1i(B)(P) € ker(p;). But ker(y;) is a cyclic group of order ¢ and the order of ;(8)(P) € F;[q?], which
is a cyclic group of order ¢q. Hence, the order of +;(8)(P) divides ged(¢,q) = 1 i.e. 1;(8)(P) = O. We
just have proved that ker(¢);) = E;[q")] C ker(:;(3)). Then, by [15, Corollary IT1.4.11], there exists an
isogeny A : F; — E; such that:

Li(B) = Ao

By (%), it follows that [¢] o ¢} = V11 0 @; 0 A.
Let P € F;[q)]. Since F;[q)] C Filq], we have [g]o@}(P) = ¢([q]P) = O so that 1; 11 0@; 0 A\(P) = O
i.e. i 0o M(P) € ker(tip1) = Eip1[§V]. Hence, for all v € g0V, we have:

O = 141(7) 0 pi 0 A(P) = i 0 1;(7y) o AM(P),

so that ¢;(y) o A(P) € ker(p;). But ker(p;) has order £ and ¢;(7y) o A(P) € E;[q] so t;(y) o A(P) = O. We

23



also have for all y € q(+1):
Li(7) 0 A(P) = Ao i(7)(P) = O,

since Ay (1)) = (Ao 1)x (1) = (5(8))x (1) = ti. Since q(+D) 4+ g0+ = 0,4 it follows that A(P) = O.
Hence F;[q¥)] C ker()\) and A has degree g, so F;[q")] = ker(\). Since E; is the codomain of \, we
have (Fj, 1) = q@ - (Fy, i) = (q)? - (Fi, ;) and (q9)? is principal by faithfulness of the group action
(Theorem 1.18). Hence, there exists v € O; such that (q(9)2 = 70;, so that v € (q0)2 C (q)? i.e.
701 C (@M)? but N((q™M)?) = N((q?)?) = N(v) (by [19, Proposition 7.20.(i)]) so vO1 = (¢*))?, which
contradicts (iif). We conclude that ker(1;1) = Eiy1[q0V], so that (Fip1, i) = 9 - (Eipq, ti41).
This completes the proof. O

Under the assumptions of Proposition 1.33, (x); admits only one solution for all ¢ > 1, and there is no
ambiguity to determine j(Fj41). Since Cl(Ok) is trivial, we also know that j(Fy) = j(Ep). However, the
solution of (Ey) can be j(Fy) = j(E1/E1[qM]) or j(E1/E1[§1]). Fortunately, (V)2 is not principal, so
that ¢ and § have distinct images in C1(O1) and j(E1/E1[qV]) # j(Ey/E1[§1]) by faithfulness of
the ideal class group action and by Theorem 1.27. Hence, we need to compute both j-invariants. This

can be made by computing E1[q")] and E1[§"] and using Vélu’s formulas [11].

Remark 1.34. The choice of direction q and q at step ¢ = 1 is not compulsory, and the non-principality of
(q(l))2 in O; can be a restrictive hypothesis in general, especially if we consider multiple prime ideals like
in the real OSIDH cryptosystem. Actually, when (q(?)2 is principal in O;, j(E;/E;[q]) = j(E:/E;[q®))
and equation (%);_1 admits only one solution, so there is no ambiguity till (q()? is no longer principal
in O;. Instead of determining the direction at rank 1, we may then determine the direction at rank i
such that (q(*))? is not principal in O;,.

Such an index iy always exists. Indeed, if (q))? = a@; for a certain o € O;, then N(a) = ¢* by
[19, Lemma 7.14.(i)]. Let 7 be a generator of Ok, t its trace and d its norm. Then, O; = Z + ¢'77Z and
o = a + blit with a,b € Z, so that:

¢* = N(a) = (a +bl'1)(a + bl'F) = a* + abl't + b*¢*'d.

If b # 0, we get that a is a root of the polynomial X2 + bltX + b2(?'d — ¢*> whose discriminant is:
bR (12 — 4d®) + 4% = VP AR + 4% < 4¢ + (P Ak,

There is no integral root when this quantity is < 0, i.e. once i > ig := |log,(2q/+/|Ak])| + 1. Hence, if

i > g, we must have b = 0, so a = ¢ and (q("))? = ¢qO;, so that q> = qOx and q ramifies in K, which is
impossible. Tt follows that (q(*))? is not principal for i > ig.
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Chapter 2

The OSIDH cryptosystem

2.1 A first naive Diffie Hellman protocol

Let K be a quadratic imaginary number field such that O has a trivial ideal class group Cl(Ok). In
practice, K = Q(i) or Q(v/—3). Let p be a prime that does not split in K. Let £ be a prime distinct from
p, n € IN* (the length of the descending f-isogeny chains) and O; := Z + (! O for all i € [0 ; n].

Let q1,---,q: be distinct primes, distinct from ¢ and p that all split in K and let q; be a prime
Ok-ideals lying above g; for all j € [1; ¢]. When there is no ambiguity, we shall denote q; instead
q§-") = q; N O,. We can assume that the ideal classes [q;] of the q; in CI(O,,) generate C1(O,,). The
action of the [q;] and [q;]7! = [q;] on p(EW(O,,)) can be effectively computed by the method of Paragraph
1.5.2 provided that we represent every element (E,:) € p(Ell(O,,)) as the last element of a descending
{-isogeny chain:

(Eo,t0) —> -+ — (B, tn) = (E,0).

Hence, the set C1(O,,) acts upon is not p(Ell(O,,)) per se, but the set of descending ¢-isogeny chains
of length n with origin in p(Ell(Ok)) (see Figure 2.1).

~ P(EN(O, 1))

~
~

Figure 2.1: Action of the prime ideal q; on the descending ¢-isogeny chain.
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Alice and Bob separately choose secret exponents e, -+ ,e; and f1, -, f¢ lying in the integer range

[—r; 7] (where r is a small positive integer) and respectively compute the action of:

t t
a:= H q;’ and  b:= H q;’
Jj=1 j=1

on (Ej, t;)o<i<n step by step, using the method of Paragraph 1.5.2.
Then, Alice sends (E4 i, t4,:)o<i<n = - (E;, ti)o<i<n to Bob (as a list of j-invariants) and Bob sends
(EB,i7LB,i)0§i§n =b- (Ei7bi)0§i§n to Alice. In the end, Alice Computes a- (EB,iaLB,i)OSign and Bob

computes b - -(E44,ta,i)o<i<n, SO that both parties know the secret chain:
a-(Epi,ti)o<i<n = b (Ea,tai)o<i<n = ab - (i, ti)o<i<n-

The key exchange protocol is illustrated in Figure 2.2.

(Ei)o<i<n a-(Ei)o<i<n

¢ 0

Alice’s secret a

Bob’s secret b b

4 Y

b (Ei)o<i<n a ab - (Ei)o<i<n

Figure 2.2: Naive Oriented Supersingular Isogeny Diffie-Hellman key exchange protocol. Public data in
black, Alice’s secret data in green, Bob’s secret data in blue, shared secret in red.

Unfortunately, this protocol is insecure because the the attacker can recover the secret ideal class
[a] with the knowledge of the chains (E;, t;)o<i<n and a - (E;, t;)o<i<n. We present two attacks due to
Colo and Kohel [4, § 5.1] in Sections 3.1 and 3.2. To secure OSIDH, the authors came up with a way to

perform the key exchange that does not involve an explicit exchange of the chains.

2.2 The OSIDH protocol

OSIDH is basically the Diffie-Hellmann key exchange presented in the previous section. However, the
parties do not exchange the chains (E4 ;,¢4,;) and (Ep ;, tp,;) (which makes them vulnerable to an attack)
while still giving enough data to recover (E4p,i,taB.,:)-

Alice still computes (Ea4,t4,:) = a- (F4, ;) but only transmits the end of the chain E4 ,, which
is the most interesting part (since Cl(O,,) is the biggest class group). Bob wants to compute Eap, =
bN O, - E4,, but without any further information, he cannot do this computation. Indeed, he needs at
least to know the O,-orientation of E4 , to determine the class group action (computing the kernels and
using Vélu’s formulas) and this information is contained in the whole isogeny chain (E4 4, t4,;) (since ta .,
could be obtained with the knowledge ¢4,0 and the (-isogenies E4; — E4 ;11 for all ¢ € [0; n—1]).
Otherwise, to compute q; - E4., = E4 n/Ean[q;], Bob does not know how to chose between the ¢; + 1
possible values of Ea ,[q;]. Actually, the action of powers of q; and §; on E4, for all j € [1; t] is

enough to determine Exp .

26



We recall that a and b can be written:
t t
a= H q;j and b= H q;‘ﬂ
j=1 =1

with small exponents ey,--- e, f1,--+, fr € [-r; r]. Note that we allow negative exponents as we
identify q;k with ﬁ? for all k € N* and j € [1; t]. In the OSIDH protocol, Alice computes for all j €
[1; ¢] the chains q? (Ea,i,ta;) and transmits to Bob the ending element [q;]¥ - E4 ,, for all k € [-r ; 7],
forming the g;-isogeny chain:

[, Bagn —> -+ — Eapn — - —> [a;]" - Eapn.

This data is enough for Bob to compute [b] - E4,. We explain how. Suppose that fi, fo > 0. Bob
knows the chain:

EA,n — = [ql]fl . EA,n

and [q2] - E4,,, which enables him to construct the ladder:

[q2] - Ean — [q1][02] - Ban — - —— [0] " aa] - BEan — 0] [a2] - Ean

d T | T

Exn — s [q1] - Ean @117 Eap —— (01 - Ean,

using ¢; and go-modular equations only as in Paragraph 1.5.2. This can be done without ambiguity
(there is always a unique solution to the system of modular equations) by the same arguments we used in
Proposition 1.33. Indeed, we know that the elliptic curve at the top left corner is [qz] - Ea n, that (qgn))2
is not principal in O,, and that the map SSe, (p) Nim(p) — SS(p) is injective by Theorem 1.27. Going

further, Bob obtains [q1]/1[qa]? - Ea ., from [q2]? - E4,, and the chain:
[92] - Ean — - — [0 [02] - Ean

and repeats the process until reaching [q1]7[q2]/2 - E4.,. The method consists in computing the following

diagram, horizontal chain by horizontal chain, starting from the bottom:

[02]72 - By —— [a1][a2)* - Ean (] M ao) 2 - Ba ——[a1)1[42) 2 - Ean

[2] 27 B —— [m][a2] 27 Eap — - —— [1] 7 Hao) 71 Eap — (1] [92)2 7 Ea

[A2] - Eap ——— [d1][d2] - Ean (] Haz] - BEan ——— 0] [a2] - Ean

q2

EA,n 4111) [lh] ° EA,n tee [ql}f171 : EA,n I [ql]fl : EA,TL-

For negative exponents, the method is the same but starts from [q;]~* - Ean, [q1]72- Epn...

In order to compute [q1]/*[q2]/2[q3]/* - E4.n, Bob computes a diagram as above with the chains:

Epm — - — [01]" - Ean
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and (@] Ban — - — )" 02] - Ean

at the bottom (the latter following the first) and the chain:
EA,n — [Cls}fs : EA,n7

on the left side.
More generally, for j € [1; ¢t — 1], assuming Bob has already computed the chains:

EA,n . [ql] : EA,n — [ql}fl . EA,na

ﬁ[%]fk Expn — (H[%V’“) [9;] - Bagm — -+ — [[[ax]™* - Ean.

k=1 k=1 k=1

Bob can compute the following diagram from bottom and left to top and right for all k£ € [1 ; j]:

(g} TS ) - Ba — [a+2)7 (THS ") [aa] - Bagn —— -+ —— [0+ [T @)/ - Ea

[ TI (e - Bagn —— [aj0] (TS (@) [ak]) - Ban a1 [Tz [ - Ban
) Ba (T05 () [ak]) - Bam [T ) - Ban,

starting from the chain:
Ban — - — gl Ean

on the left side for kK = 1. The result for k = j on the right side of the diagram is:

J J J+1
[Tlal* - Ean — (H ] ) 1] Ban — - — [[lax)™* - Ban,
k=1 k=1 k=1

making it possible to repeat the procedure once again at rank j+ 1. For j = ¢, Bob finally obtains at the

end of the chain: .

[Tl - Ean = (6] Ean.

k=1
In parallel, Alice performs the symmetric process with the data sent by Bob.
The real OSIDH protocol as introduced in [4, § 5.2] is presented in Figure 2.3.
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elv"'

(EA,i; LA,i) = [CL] . (Ei,Li)

Public parameters:
(Biyti)o<i<ns 157 Q¢

Alice Bob
76t€R|Ifr;rﬂ fl,"‘,fteR[[*’f';’f']]

a:=[[j-, a5 b:=[Tj= ay’

[qj]ir . EA,n — [qj}r : EA,n (1 <j< t)

[q']_T'EB,n*)"'H[q'}T'EB,n (1§]St)
: - (EBistpy) == 10]- (B )

EAB,n = [Cl] ' EB,n EAB,n = [b} ' EA,n

Figure 2.3: The OSIDH protocol as presented in [4, § 5.2].
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Chapter 3

Cryptanalysis of OSIDH

This chapter studies different attacks against the OSIDH cryptosystem. In the first two sections, we
present two attacks on the naive Diffie Hellman protocol of Paragraph 2.1, recovering the secret ideal
classes when the chains are explicitely exchanged. These attacks are due to [4, § 5.1] but we provide more
details. In particular, both attacks include a lattice reduction step that was not suggested in the original
article and that we use in another attack.

The three next sections study attacks on the real OSIDH key exchange. Section 3.3 presents an attack
due to Onuki [12, § 6.3] exploiting the fact that one can recover a descending f-isogeny chain with the
knowledge of a K-oriented endomorphism at each level. Section 3.4 presents an original attack based on
this approach and coupled with a lattice reduction. Finally, Section 3.5 presents Kuperberg’s quantum
attack.

We also provide implementations of the attacks of Sections 3.5 and 3.4 in SageMath [6] for toy pa-

rameters. The source code can be found on Github [13].

3.1 A first attack using quaternions

This section makes an intensive use of quaternion arithmetic. We refer to Appendix A.3 and to the
lecture notes of Voight [24] for results and vocabulary.

We recall here the problem we have to solve: given a chain (E;, ¢;)o<i<n and a chain (F;, ¢})o<i<n =
a- (E;, ti)o<i<n with a secret ideal class [a] € C1(O,,), we want to recover [a], or more exactly, exponents
e1, -+ ,er € Z (relatively small) such that [a] = H?Zl[qj]e-f, so that the action of [a] on descending

{-isogeny chains of length n can be easily computed. The attack consists in the following steps:
1. Recover End(E,,) and End(F,,) from the chains (E;, t;)o<i<n and (Fi, t})o<i<n.

2. Compute a connecting ideal I between End(F,) and End(F},), defining an isogeny E, — F,, by

the Deuring correspondence.
3. Find an equivalent ideal J to I that is generated by a prime ideal 91 of O,, norm N # /.

4. Find an ideal a C O,, equivalent to 9 and decompose its class [a] in C1(O,,) as a product of powers

of the prime ideal classes [q;].

3.1.1 Step 1: compute End(E,) and End(F,)

If E/IF)2 is a supersingular elliptic curve, we know that End(E) is a maximal order in the quaternion
algebra B, o, ramifying at p and oo (by [24, Theorem 42.1.9]). We have an explicit description of B,
as By oo = H(a,b) (a,b € Q), with H(a,b) = Q + Qi + Qj + Qk and:

k=ij, ij=—ji.
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This description follows from [25, Proposition 5.1]:

H(-1,-1) ifp=2
B - H(-1,—-p) ifp=3[4]
e H(-2,—p) ifp=5]8
H(-q,—p) ifp=1[8]

with ¢ = 3 [4] and (%) = —1. Using an isomorphism End"(E) := End(F) ®z Q ~ B, ~, one can express
a Z-basis of End(F) in terms of ,j,k. However, given an endomorphism of E expressed in the Z-basis
of End(FE) or equivalently, in terms of 1, i,j, k it is not trivial in general to know how to evaluate it on
points of E, but this evaluation will be necessary to find the endomorphism rings of the elleptic curves
in the chains (E;, ¢;)o<i<n and (Fj, t}))o<i<n.

More precisely, following [26], we shall need to evaluate in polynomial time in log(p) = ©(n) any
element of the Z-basis of End(FE) at points of E defined over a field extension of F, of polynomial
degree in log(p). If it is the case, any linear combination of elements of such a basis with coefficients in
polynomial size in log(p) can be evaluated in polynomial time in log(p). Such a basis will be said useful.
We may restrict the possibility to evaluate to points with known order prime to a certain integer
f € 7, in which case the basis will be said f-useful. We also want this basis to be concise, that is to say
storable in polynomial space in log(p), e.g. with an expression in terms of 1, 7,5, k (via the isomorphism
End’(E) ~ B, ) of polynomial size in log(p).

In the following of this section, for symplicity, we shall mean polynomial in log(p) everytime we use

the term polynomial.

Definition 3.1. The data given by an isomorphism ® : B o = EndO(E) together with a basis of
End(FE) that is (f-)useful and concise (relatively to @) is called an (f-)compact representation of End(E).

Generally, an order R C B, » or a lattice I C B, o, will be said concise when given with a concise
Z-basis.

Example 3.2. For p = 3 [4], let Ey be the elliptic curve defined by the Weierstrass equation y? = 3 + .

Then End(Eyp) admits a compact representation given by the isomorphism:

®g: By oo = H(—1,—p) — End’(Ep)
mapping i to ¢ : (z,y) — (—x,ay) (with a®> = —1) and j to the Frobenius 7 : (z,y) — (2P, yP). The
family (1, o, d’%, %) is a useful and concise basis of End(Ejp).

In general, the first curve of the chain Fy will be chosen to have a compact representation as in
Example 3.2, in order to simplify the protocol execution. We shall prove that the knowledge of the chain
(E;, ti)o<i<n will help us construct a compact representation of End(E;) for all ¢ € [0 ; n], ensuring that
we can deduce a basis of End(E;41) from a basis of End(E;) for all i € [0 ; n — 1].

Lemma 3.3. The map:
1 P
¥ € End’(E;) — ZW/J% € End’(E;;1)

s an isomorphism of quaternion algebras inducing a ring isomorphism between quaternion orders:

As a consequence, Z + ¢; End(E;)@; has indez €3 in End(E;11).

Proof. Everything is clear, except maybe the last assertion. Since, Z + ¢End(E;) ~ Z + ¢; End(E;){;,
we have:
disc(Z + ¢End(E;)) = disc(Z + ¢; End(E;)@;),
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by [24, Corollary 15.2.9]. By [24, Theorem 15.5.5], we also have:
disc(End(E;)) = disc(End(E;41)) = 16p?,
since End(E;) and End(E;4+1) are maximal. Finally, by [24, Lemma 15.2.15], we have:
disc(End(E;)) = [End(E;) : Z + ¢End(E;))* disc(Z + ¢ End(E;))

and:
disc(End(FE;41)) = [End(F;11) : Z + p; End(EZ-)g/o\Z-]2 disc(Z + ¢; End(FE;)@;),

so that:
[End(E;y1) : Z + o; End(E;)$;] = [End(E;) : Z + (End(E;)] = 2.

O

Proposition 3.4. Assume that Ey admits a compact representation. Then, E; admits an f-compact
representation for all i € [0 ; n] and one can deduce End(E;+1) from End(E;) in polynomial time (in

log(p)) for all i € [0 ; n—1]. Hence, one can recover End(E,) from End(Ey) in polynomial time (in
log(p))-
(4)

Proof. Let i € [0; n] and let aq, - ,0u, By, ,Bfli) be respectively a concise and useful Z-basis of
End(Eyp) and a Z-basis of End(E;). Without loss of generality, we can assume that oy = [1]g, and
) = [1]p,. Let ¢; := ;1 0-+-0y. Then, by Lemma 3.3, Z + ¢; End(Eo)¢; has index ¢3 in End(E})

so that:
4

. 1 —
57(}) = 73 Z Cr,s © §5 0 5y,
s=1
with ¢, 1, ,¢pqa € Z for all v € [1; 4]. Assuming, the ¢, s have polynomial size (in log(p)), we get a
compact representation of End(F;). Indeed, ( Y), e Bff)) is clearly concise so we only need to prove

the Z-usefulness of this basis.

Let P € E(k) with [k : F,] polynomial and order prime to ¢. To evaluate ﬂﬁi)(P), we first evaluate
[€3i]ﬁﬁi)(P) =3t croopio asaﬁ\i(P). First, since ¢; has degree ¢ for all j € [0; ¢ — 1], the ¢; and
©; can be evaluated with O(¢) operations over k (using Vélu’s formulas [11] for instance), so it can
be performed in polynomial time. Using efficient scalar multiplication techniques like double and add,
sliding windows, w-NAF or Yao’s method, the scalar multiplication by the ¢, ; can be performed in time
O(10g(|¢r.|), which is polynomial. (a,- - , ay) being useful, [¢37]3{” (P) can be evaluated in polynomial
time. Knowing the order m of P which is prime to ¢, we find an inverse u of £3 modulo m in time
O(min(log(m),log(¢3"))) using extended euclidean algorithm. But log(m) is polynomial (in log(p)) by
Hasse-Weil’s bound and log(¢3*) = O(log(p)) since p > |Ak|¢?" by Proposition 1.33, so we may find u in
polynomial time and obtain [u][¢3]8”(P) = 8" (P). Hence, the -usefulness follows.

The fact that ¢, s can be chosen in polynomial size remains to be proved. It will follow naturally from
the algorithm computing End(F;11) from End(F;). Let R := End(E;41) and R’ := Z + ¢; End(F;)p;.
Let 17 := ¢; 0 8 0 5; for all r € [1; 4]. Then, (’y%”, e ,fyy)) is a Z-basis of R’ and [R : R'] = £3 so
if we fix a Z-basis ( YH), e ,64(1”1)) of R, there is a matrix M € My(Z) of determinant ¢3 such that:

t(’}él)v e a,}/y)) = Mt(/8§i+l)7 e 7ﬁii+1))

Since 7@ =1
the firstrowof Mis( 1 0 0 0 ). Since R is determined by the basis (ﬁ§i+l)7 e ,ﬁyﬂ)) up to action

by GL4(Z), we can multiply M on the right by any matrix of GL4(Z). Hence, we can reduce M to its

(by assumption, B;i) = 1) and we may assume without loss of generality, that BYH) =1,
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Hermite normal form (HNF), so that M is triangular inferior of the form:

0 0 0
" mo3z Moy
0 2 ms34

0 0 s

o O O =

with nq,n2,ng € IN such that nq +ng +n3 =3 and m,; € [0; ¢" — 1] for all » € {2,3} and s > r + 1.

Hence, there are at most:
Z £2n1+n2 < (;)EG — 10€6

ni+nz+nz=3

possible values for M, hence for ( §z‘+1)7_._ 7ﬁii+1)> = R. One can test each value by expressing

55“”@5”” in the basis (BYH), e ,Byﬂ)) for all r,s € [1; 4], in order to check if the coefficients
are integers and test if disc(R) = 16p?. If yes, R is a maximal order and one can test if R = End(E;11)
in polynomial time by finding an elliptic curve E/F,2 such that End(F) ~ R using Algorithm 1, and
checking if j(E) = j(Fi+1) or j(Fit1)P, since E;y1 is characterized by its endomorphism ring up to
Galois action of the Frobenius by [24, Lemma 42.4.1]. Note that this algorithm runs under the as-
sumption that (ﬁ%iﬂ), cee Bﬁ””) is compact and f-useful. Expressing M !, we see immediately that
(BYH), e ,ﬁiiﬂ)) is compact and ¢-useful if ( %i), e ,ﬂy)) is, so we conclude by induction that it is the
case if we initialize at (ﬁgo), cee io)) = (a1, -+ ,04). Hence, we can compute End(FE;11) from End(E;)

in a bounded number of instances of a polynomial time algorithm. This completes the proof. O

Now we explain how to solve the following problem, which will help us to test the different possible

values for F;,1.

Problem 3.5. Given Ey and Ry C B, ~ an {-compact representation of End(Fjy) and a concise! maximal
order R, find E/IF 2 such that End(E) ~ R.

Actually, this problem can be solved in polynomial time using the following algorithm. This algorithm
is based on the Deuring correspondence between integral left Ry-ideals and isogenies with domain Ej
(see Appendix A.4), on an algorithm explicitly computing this correspondence (see Appendix B.3) and
on a quaternion arithmetic algorithm due to Kohel, Lauter, Petit and Tignol [27] (see Appendix B.2).

Algorithm 1: Algorithm to solve Problem 3.5.
Data: Ej an elliptic curve, R, an ¢-compact representation of End(Ey) and R, a concise

maximal order.
Result: E/IF)2 such that End(E) ~ R.

1 Compute a connecting ideal I between Ry and R (take I := R¢R and multiply it by an integer if
necessary to ensure I C R);

2 Find an equivalent ideal J ~ I of powersmooth norm using KLPT (see Appendix B.2, Algorithm
3);

3 Compute the isogeny ¢ : Ey — E of kernel Ey[J] using effective Deuring correspondence (see
Appendix B.3, Algorithm 4);

4 Return F;

3.1.2 Step 2: find a connecting ideal between End(FE,) and End(F),)

Knowing /¢-concise representations R and R’ (as maximal order of B, ) of End(E,) and End(F),)

respectively, we obtain an f-concise representation of their product I := KRR’ which is a connecting

LGiven by a Z-basis with coefficients in polynomial size (in log(p)) in terms of 1,4, 5, k.
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left-R-ideal, meaning that:
Or(I):={a€Bp |- ICI} =R and Or(l)={a€Bpo |l -aCI}=R"

To make I integral (i.e. such that I C R) we may multiply this basis by an integer of size O(log(p)), so
that the basis remains ¢-concise. We compute a Z-basis of I in polynomial time in log(p) by computing

the hermite normal form of the matrix of a generating set of I in a basis of R.

3.1.3 Step 3: find an equivalent ideal J to I that is generated by a prime
ideal 91 of O,,

This paragraph is a bit technical and makes intensive use of the quaternion arithmetic ideas of KLPT
(see Appendix B.2). The reader could either skip it or read Appendix B.2 before.

As in step a of KLPT (Algorithm 3), we can find 6 € I of norm N nrd([) with N # p prime and
N = O(\/ﬁlogZ(p)) (in general), in time O(log(p)). By Lemma B.1, J := I5/nrd(I) ~ I is integral and
nrd(J) = N.

We now prove that J is generated by a prime ideal of O, lying above N. We may assume that
R ~ End(E,) is special with respect to R = O,,, in the sense of the following definition:

Definition 3.6. We say that a maximal order R C B,  is special if j € R (with j2 = —p) and there
exists a subring of rank 2, R C R, such that R+ C Rj, where R’ is the orthogonal of R for the scalar
product given by:

(o, B) € Bg,oo — (a|B) == nrd(a + B) — nrd(a) — nrd(3) = Tr(af).

Indeed, we usually take for Ey the elliptic curve of equation y? = 23+ with p = 3 [4], K = Q(i) with
i? = —1 and Ok = Z[i] C End(Ep) ~ (1, 7, %, k) (see Example B.3). Since O C (jOk)*, End(Ej)
is special for R = Og. The inclusion Z + ¢" End(Ey) < End(E,,) ~ R ensures that R is special with
R=Z+0"Okg =0,

Let S be the suborder O, ® jO,, in R. Then, JNS =JNO, & (JNjO,) is a left S-ideal and we
have a natural injective ring homomorphism S§/J NS < R/J. It follows that [S: JNS]|[R : J] = N2

Besides, by orthogonality of O, and jO,,, we have a group homomorphism:
S/INS ~0,/JNO, xjO,/JNjO,,

so that [S: JNS] =10, : JNOL[JO, : JNjO,]. We obviously have, [O,, : J N O,] > 1, otherwise,
leJsoJ==Randnrd(J)=1%# N,so [0, : JNO,] = N or N2. In the latter case, [jO,, : JNjO,] =1
so j € J. But nrd(j) = p and N t p. Contradiction. So [O,, : JNO,] = N and JN O, is a prime ideal of
norm N in O,

Hence, according to the following lemma, we can find an element o € JNO,, such that ged(nrd(a), N?) =
N in polynomial time in log(p). It follows that J = RN + Ra=R-J N O, as in step b of KLPT.

Lemma 3.7. Let N be an ideal of O,, of prime norm N. Then, there exists o € N such that ged(N(a), N?) =
N and M = (N,a). One can find o in time O(log*(N)).

Proof. Let 0 € K be a generator of Ok, t := Tr(f) and s := N(6). Since DM has norm N, N is not inert in
K so there is a root A € Z of the reduction modulo N of the minimal polynomial of : Tl := X2 —tX +s
such that 91 = (N, £"(6 — X)), so we may set « := £"(0 — \). Then, we have:

N(a) = £2"(X* — tA + s) = £2"TTp()\) = 0 [N].
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Since £ { N, if N(a) = 0 [N?], then ITg(\) = 0 [N?] and:
N(a+ N)="(A+N)?2 —t(A+ N) +5) = £2"(TTp(\) + NIIp(\) + N?) = (2" NI, (\) [N?],

but ITj(A) # 0 [N], since N does not divide Ag (recall that N = Q(,/p) is big and that Ag is small).
Hence, ged(N(a+ N), N?) = N.
To find «, the dominant operation is finding the roots of IIy modulo N. This can be done with

Tonelli-Shanks [28, Algorithm 1.5.1] algorithm, computing a square root of Ax modulo N, in time
O(log*(N)). O

3.1.4 Step 4: express [N] as a product of the [q;] with small exponents

In order to be able to compute the action of [9] on descending ¢-isogeny chains, we need to express this

ideal class as a product of the [q;] in Cl(O,,):
t
] = [Tla17 &,
j=1

with exponents ey, ---,e; € Z as small as possible. Indeed, a priori these exponents have order of
magnitude |C1(O,,)| ~ ¢, making the action impossible to compute as it would require to apply the
ladder computation of Paragraph 1.5.2 exponentially many times. For that reason, after expressing []
as a product, a reduction of the exponents modulo the relations lattice of the [q;] needs to be performed.

Expressing [91] as a product of the [q;]

The idea here is to compute a basis of C1(O,,) in terms of the [q;], (in the sense of Definition B.7) and
to compute the discrete logarithm of [91] in this basis (in the sense of Definition B.8). Actually, by the

following lemma, the group basis will consist in one or two elements.
Lemma 3.8. One of the following results hold:
(i) For alln > 1, ClO,) is cyclic.

(ii) For alln > 2, CHO,) = (Z/VZ) x (Z]h,-1Z) with:

hoot = | Cl(On_1)| = [(955’)1] (4‘ (AzK)) ’

where A := disc(K).
The last case only happens when £ = 2 or when £ > 3 ramifies in K (this condition is necessary but not
sufficient).
Proof. See Appendix A.5. O

Since | C1(O,,)| is smooth (with a factor £*~! and all other prime factors < £+ 1), we get that discrete
logarithms can be computed in polynomial time in n by Pohlig-Hellman methods. As a consequence, one
can compute a basis of | C1(O,,)| in terms of the [q;] in time O(¢n?) (by Lemma B.17) and the discrete
logarithm of [91] in such a basis can be computed in time O(n?) using Algorithm 7. This way, we obtain

an expression of (91 as (x) with big exponents e;.
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Reducing the exponents modulo the relations lattice of the [q;]

We want to make the vector e := (e, -+, e;) as short as possible, which can be done by computing the

closest vector ¢ to e in the lattice:

L::{<f1,~~,ft>er H[qj]fJ':[l]}-
j=1

Knowing a basis of Cl(O,) and an algorithm to efficiently compute discrete logarithms, a Z-basis
of this lattice could be computed in polynomial time in ¢ and n (actually, in time O(t> + tn?)) using
Algorithm 9.

An approximation of the closest vector c¢ is sufficient, because the search for such a vector may be
very costly. There is a tradeoff between the norm of the vector ¢’ := e — ¢ and the the cost of this

approximation. Computing the action of [J1] = H;-:l[qj]eé' has time complexity:

S} (nzlp((hvn”e“) )

where P is a polynomial. Since:

ez < > Plggn)le;l < [l€']l2

j=1

the time complexity of the action of [ is ||€/||2, up to a polynomial factor in n, ¢ and the ¢;. Hence, we
can optimize e’ in f5 norm. There is a trade-off between the tightness of our approximation to optimize

the performance of the action of [91] and the time complexity of finding a close vector.

Theorem 3.9. [29, Theorem 3.3] Let A C Z be a lattice of rank d, B := (by,--- ,bq), a basis of A, a
target © € R and k € IN* such that d > 2k. Under some heuristic assumptions, there exists an algorithm
finding ¢ € A such that:

lz = cll2 = O (GH (k)% Covol(A)7) ,

where GH 1is the Gaussian heuristic function given by:

This algorithm runs in time:
(Tov o (k) + Tovp (k)P (k,d,log ]2, log mas (b2

where Toyp(k) and Tsy p(k) are the time complezities of oracles for CVP and SVP in dimension k for

the norm {y respectively and P is a polynomial.

The best known algorithm for CVP (with preprocessing) is due to [30] and runs in time Toy p(k) =
2c1k+o(k) with ¢; &~ 0.264. The best known algorithm for SVP is due to [31] and runs in time Tsyp(k) =

(2)"/2H00) = geakrolh) with ¢y & 0.202.

Corollary 3.10. Applying the algorithm of Theorem 3.9, one can recover an ideal a C O, which is a

product of the q; with small exponents such that (F;)o<i<n = - (E;)o<i<n 0 time:

2CQk+o(k)P .
(k,n,t, Jax, )
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where P is a polynomial and k € [1; [t/2] — 1], a parameter to be chosen. For this value of k, one can
compute the action of [a] on any chain in time:

GH(k)ﬁK%Q(n,t, max ¢;),

1<5<t
where @ is a polynomial.

Proof. The corollary is a restatement of what we have seen before. We simply apply the algorithm of
Theorem 3.9 to A = L and get the desired complexity, since Covol(L) = h(O,). Indeed, since the [q;]

generate Cl(O,,), we have an exact sequence:
{0} — L — 7' % Cl0,) — {0},

where L < Z! is the natural inclusion and ¢ : (e1,--- ,e;) € Z' — [['—1[q;] € Cl(O,). It follows
that:
Covol(L) = |Z'/L| = h(O,,).

O

This attack is still subexponential, but much more damaging to the cryptosystem. To ensure a security
level of A = 128 bits, we need ¢t > 16064, which is utterly unrealistic.

For smaller and more realistic parameters, like those Coldo and Kohel proposed in [4, Section 6]
(t = 74 for n = 256, £ = 2 and r = 5), the closest vector approximation can be computed with polynomial
algorithms such as Babai’s nearest plane algorithm [32] running in O(¢°) because the outputted exponents

will have reasonable size.

3.2 A second attack using the class group action only

We recall here the problem we have to solve: given a chain (E;,t;)o<i<n and a chain (Fj,))o<i<n =
a- (E;,ti)o<i<n with a secret ideal class [a] € C1(O,,), we want to recover [a]. We have seen that this
could be done by recovering the structure of the endomorphism rings End(F;) and End(F;). However,
this might not be necessary and we present here a simpler approach to this problem.

For i € [0 ; n — 1], suppose that we know an ideal of a; = Hz»:l qjj of Ok, such that:

;- (Eky tk)o<k<i = (Frs t)o<k<i-

Then [aNO;] = [@;NO;] in CL(O;) and a;NO; is determined up to multiplication by principal ideals of O;,

so that a; is determined up to multiplication by elements of @;. We look for an ideal a;11 = H;:l q;i“’j

of Ok such that:

aip1 - (Br, th)osk<ivr = (Fi, 0 )o<k<itt-

Then, [a;,11NO;] = [aNO;] = [a;NO;] in CL(O;) i.e. a;31NO; = a;NO; mod P(O;). Hence, to determine
a;+1, one only has to determine an ideal b = H;zl qjj such that b N O; is principal and:

[@; - 6N Oiga] - Bipr = Fipr (%)
Then, we can set a;11 := a; - b, so that e;41; := ¢;; +d; for all j € [1; ¢]. Actually, a;41 N O;11 is
determined modulo a principal ideal of ;1 and bN O, as well. As a consequence, [bNO;11] is in the

kernel of the surjective group homomorphism:

[c] € Cl(O;41) —> [cO;] € CIO;)
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whose cardinality is ¢ for ¢ > 1 and W (E — (ATK)) for ¢ = 0, so we only have to test a limited
K1

number of values for b until (x) is satisfied.
However, we have to make sure that all the values of b to be tested can be easily expressed in terms of
the q; and that the exponents e; 1 ; of a;-b are short enough to make the computation of [a;-6NO;11]-Fitq

practical.

3.2.1 Expressing ker(Cl(O;;1) — Cl(0;)) in terms of the g,

By Lemma 3.8, we know that Cl(O,,) is either cyclic or of the form Cl(O,,) ~ (Z/lZ) x (Z/h,—1Z) with
hp—1 := |Cl(O_1)|.

We describe how to proceed when Cl(O,,) is cyclic. If we assume that the q; generate C1(O,,), we can
compute an Ok-ideal g such that [gN O,] generates C1(O,,), as one of the g; or a as product of some g;.
By the surjection Cl(O;41) —» ClL(O;), we get that [g N O;] generates Cl(O;) for all i € [0; n — 1] and
that:

ker(CH(Oi41) — CUO;)) = ([81 Oia]™),

with h; := | CL(O;)].

Now, we assume that Cl(O,,) ~ (Z/lZ) x (Z/h,—17Z). In that case, as previously, we obtain easily an
ideal g expressed as one of the q; or as a product of some ¢, such that [g N O,] has order h,,_;. We also
obtain that [g N O;] has order h;_1 for all i € [2 ; n] (for instance by Lemma A.14.(iv)). As previously,
it follows that:

ker(CL(Os11) — CUO)) = ([gN Oipa]")

for all i € [2; n—1]. For ¢ =0, 1, the kernel can be very easily computed because the class groups are
small.
Either way, we can easily express every ideal b such that b N O, lies in the above kernel in terms of

the qJ

3.2.2 Reducing the exponents of a; - b

Once b is expressed in terms of the q;, i.e. when the d; are known, we still have to make sure that
the exponents e;+1,; = e;; + d; of a; - b are small. Actually, e;+1 = (e;41,5)1<j<¢ is determined up to

translation by an element of the lattice:

Li+1 = {(61, s ,6,5) ezt H[qj]e'j = [1] in Cl((’)lﬂ)} .

Hence, we can apply the method of Paragraph 3.1.4 to find f € L;;; relatively close to e;+; and compute
the action of [b-a;] = H?Zl[qj]eéﬂ,j with ej ;== ejq1 — f.

Using Algorithm 9, one can find a basis of L;;1 in time O(t3 + (i + 1)?). Using Babai’s nearest plane
algorithm [32], one can find f € L; 41 close to e;41 in time O(¢®). Then, we can compute the action of

[b-a;] = [T5=i[a,]+1s with e,y == eiq1 — f.

Theorem 3.11. One can recover the secret ideal class a in time:
O (P’ +n* +° +nlTey),

where Tey, is the time complexity of the computation of the class group action on a given elliptic curve
by the method of Paragraph 1.5.2 when exponents are outputted by Babai’s nearest plane algorithm and

where the O constant depends only on €.

38



3.2.3 Implementation

We implemented the attack described above with SageMath [6]. The source code can be found in [13],
more specifically in the files 0SIDH_protocol.py and O0SIDH_attack.py.
We tested our implementation with toy parameters: n = 28, ¢t = 10, £ = 2, r = 3 (and K = Q(4)).

These parameters have been chosen so that (2r + 1)t ~ h(O,,) ~ ¢" to ensure the key space:

{H[qj]6j €1, 6t € [[_T ) 7"]]}

j=1

covers the whole class group C1(O,,).

Given two chains (E;, t;)o<i<n and (Fj, t})o<i<n = a-(E;, t;)o<i<n With a secret ideal class [a] € C1(O,,),
our attack found [a] in 90 s.? The drawback of our performance is not the attack itself but rather the
class group action on the chains. Indeed, computing with modular polynomials is very costly. For that
reason, the protocol runs very slowly: with our parameters, the naive Diffie Hellman key exchange runs
in 37 s and the strong version of OSIDH runs in 83 s, which is almost the running time of the attack.

Testing the attack with realistic parameters like those Cold and Kohel proposed (¢t = 74 for n = 256,
¢ =2 and r = 5) would require us to manage modular polynomials much more efficiently of to find an

alternative method to compute the class group action.

3.3 Onuki’s attack

As we saw in Paragraph 3.1, the knowledge of the chains (E;,t;)o<i<n and (Eai,ta.)o<i<n = @ -
(Ei, ti)o<i<n, gives away enough information to recover the secret ideal class [a] € C1(O,,). We present
an attack due to Onuki [12, § 6.3] recovering the chain of ¢-isogenies (¢; : By — Eit1)o<i<n—1 given Ey
and F,, together with the chains:

0" En—>— Ey— - —q) - By,
for all j € [1; n]. There is a variant of this attack based on the shortest vector problem (SVP) in a
lattice of dimension ¢ (see Paragraph 3.4).

Assume that the attacker knows an endomorphism ¢, (8) for a known value g € O,, \ O,,4+1 that we
write 8 := a+bl™0, where 0 is a generator of Ok and a,b € Z, with bAL = 1. Since ¢, (a) = [a] is easy to
compute, we can assume that a = 0 i.e. that 8 = b0"0. We assume that ¢, (3) can be efficiently evaluated
on ¢-torsion points. Then the attacker can compute the subgroup G := ker(:,,(8)) N E,[¢] in polynomial

time in log(p).
Lemma 3.12. G = ker($,—1).

Proof. We have:
tn(B) = tn(b€"0) = [t (b"10) = 0p_ 1001 (" 10)B, 1

and bl"~10 € O,,_1, so that ¢, _1(bf"~10) € End(E,,_1), and consequently, ker(,,_1) C ker(z,(3)). Since
deg(pn—1) = ¢, we have also ker(,—1) C E,[¢] so that ker(@,—1) € G. So G is either cyclic of order
¢ and equal to ker(p,_1) or of order £ and equal to the whole (-torsion subgroup E,[f]. If the latter
holds, ¢, () factors through [¢] by [15, Corollary I111.4.11] and 3/¢ = bf"~10 € O,,, so ¢|b. Contradiction.
Hence, G = ker(@,,—1). O

2The running times provided here were extracted from a single test so they are subject to some statistical variation.
However, all other tests performed were consistent with these results. Obviously, the reproducibility of these results depend
on the machine used to run the tests. Here, we used a MacBook Pro Retina 2015 with a 2.5 GHz quad-core processor and
16 GB RAM.
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Hence, we can compute @,_1 using Vélu's formulas in O(¢) operations over the field of definition
of E,[f]. With this information, we can recover ¢,_; easily, by evaluating @,_1 on E,_1[f], since
ker(@n—1) = &n—1(Fn-1[f]), and using Vélu’s formulas again.

With the knowledge of @,,_1 : £, — E,_1, along with the horizontal chain:

[qj]_T.En_)... — B, — - — [q]]TEn
for all j € [[1; t] we can compute the chain:
[qj]fr By 41— —FE,— - — [qj]r D

for all j € [1; t], by the methods of Paragraph 1.5.2.

We conclude that the attacker can compute the chain of isogenies (p; : E; — Eit1)o<i<n—1, if at
each index i € [1; n], if they have access to an oracle providing ¢;(5;) for 8; € O; \ O;11, when FE; is
given. Now, we present such an oracle (for E,,), due to Onuki. An alternate oracle relying on SVP will
be presented in Paragraph 3.4.

First, we look for 8 € O,\ 0,1 such that SO,, = a-b, with a big factor a := H?Zl q;j whose exponents
e, e lyein [—r; r] and b C O, any ideal. In practice, we test different values of § := a + bf with
a and b sampled uniformly at random in [—m ; m] and [—m ; m] \ ¢Z respectively, for m big enough.
We stop when N () has a big enough divisor @ := H;Zl q;j with ey, -+ ,er € [-r; 7], let’s say Q > «,
where the threshold z is to be chosen. Then, we compute the g;-adic valuation of 3 for all j € [1 ; ¢]
(using [33, Algorithm 2.3.13] for instance) to express the ideal a.

With the knowledge of the chain:

[q]]_TEn—>—>En_>—>[q]]rEn

for all j € [1; 7], using the techniques of Paragraph 2.2, it is easy to compute the isogeny ¢, : E,, —
[a] - E), of kernel E,[a].

It remains to compute the isogeny ¢y : [a] - E,, — [a-b]- E,, = E,, of kernel [a] - E,,[b]. We know that
deg(pp) = N(b) = N(8)/N(a), so we can compute deg(yp) and factor it into primes:

S
deg(pp) = H f?
k=1
with £1, -+, ¢, distinct prime numbers and fy,--- , fs € IN* using general number field Seive in subexpo-

nential time:
exp (O (log(N(b))% log IOg(N(b))%»

and use a meet-in-the-middle technique to recover ¢y as follows. We divide our search in two approxi-
mately equal parts, by exhaustive search among isogenies ¢ : [a]- E;,, — E of degree deg(¢1) = [[1—1 (3"
and and ¢, : E, — E’ of degree deg(¢2) = [[iz1 (Z’“, where the exponents are chosen, so that
hi+gi = fi for all k € [1 ; s] and deg(¢1) ~ deg(¢2) ~ /deg(¢p). We stop our exhaustive search when
we find a collision E = E’ and return ¢, = QASQ o¢1. @1 (respectively ¢9) is represented as chains of g (re-
spectively gi) {x-isogenies for k € [1 ; s]. Hence, there are []r_; (¢x + 1) (respectively [[r_; (fx + 1)"*)
possible isogenies (counting the number of possible kernels of each isogeny of the chain). Hence, the

exhaustive search has complexity:

Q (ﬁ(ﬁk +1)9% + ﬁ(ﬂk + 1)”’*‘) = Q(\/M) -0 ( NW)) .

t €j
k=1 k=1 Hj:l 4

Remark 3.13. Note that we have no theoretical guarantee that we actually find the isogeny ¢y :
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[a] - E,, — E,, with this method. Make sure of it would require knowledge of the K-orientation of the

domain or codomain, which are hidden.

Here, we estimate the time complexity of Onuki’s attack in order to provide sharper security bounds.

Indeed, Onuki’s estimates were very pessimistic.

Lemma 3.14. We make the heuristic assumption that N(B) has the same arithmetic properties as a
uniform variable in [Npin ; Nmaz] when 8 := a + b0 with (a,b) sampled uniformly in [—m ; m] x
[-m ; m]\ €Z. Then, the average time complezity of Onuki’s attack [12, § 6.8] is:

3
T kNZ.
O > _|_ man ,
(v) 2 2r+ 1t gi(r 4 1)
where Kk = 4\}?1 (1 - q%) and x s the threshold for the value of the norm of the ideal a = H?Zl q;j

3 ¢
dividing B. The optimal value for the threshold is x,, := (3&)%]\75 (r+ 1)*2? and the optimal average

min

Proof. Under the heuristic assumption we made, we can assume that N := N () is a uniform random

time complezity is:

variable in the range [Nyin ; Nmaz]- We define the random variable:
i min(r,vg. (N))
Q5:Q(N):Hq]' n .
j=1

The cost of the exhaustive search for a suitable g is then:

C ( ) 1 Nma:v - Nmzn
1\T) = = ,
P(Q(N) > x) 1S(2)]
with:
! min(r,vg. (y))
S(J}) = {y S [[Nmzn ; Nmaa:]] qj st > Z‘}
j=1
t
€j Nmin Nmam
- U e[ g |
(e1,++,er)€LO 5 r]? Jj=1 Hj:l qj Hj:l qj
<[5y 45" <Nmas
so that:

N, N, .
1S ()] < ) Q mJ_{ mD
(e1,-,e¢)€L0 5 7]* Hj:l qj Hj:l qj

JeE
2<[1', 47 <Nmao

Nmaw - Nmin
<2 G
(e1,,er)€[O ; 7']]t Jj=14j
e<[]'_, 4’ <Nmax
t
N’maw _Nmin e
< (PR ) e e 105 6} < Moo
]:
Nmaa: - len 1 t
< (7 + 1) (T + l)t < 2(Nmaz — Nmzn)u (1)
* x

under the fairly reasonable assumption that @ < Nyue — Npin (this is plausible since © < N4, and
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Niaz =~ M2 Npin with m > 1). Tt follows that the search for 3 costs:

Ci(z) > —2

> oy @

The average cost of the meet-in-the-middle procedure to find the isogeny associated to b is:

N
_E{\/Q(NHQ(N)ZZ‘

where we used Markov’s inequality with A > 0 to be chosen. Hence:

> VAP(N > AQ(N)|Q(N) > ),

Co(z) > JALUN 2 AQWN)} QW) 2 2}) _ VAIT(A)] )

P(Q(N) = z) IRE]
with:
t
N N,
k1] 4| Nmaz > 9>z and k€ max([A], {mm—‘) ; {WJ .
{ H ];[ Il H;’:l (I;] H;:l (1?
We take A := Npa./(q1), so that for all eq, -+ ,e; € [0 ; 7] such that Nyqq. > H;-:l q]e-j > x, we have:

Nmin < len < Nmaz

t €j — =A
Hj:l 4q; T ar

7

since Npaz/Nmin ~ m? > q;. Without loss of generality, we can assume that z is a product of the q;-

Hence:

NmazJ ’VN’ITLG,I—‘ Nma:z: Nmaz N’ITL(L’E ( 1 >
_ > _ —-1> 1— —
T Q1T

X Qzr 2 q1

(4> |

under the fair assumption that z < Nmae (1 - —) This inequality combined with (1) and (3) leads to:

3

(Nmax)a 1
@) 2 L+ D (Nowas — Nowan) <1 B q7>

But we know that z < Nyee — Nimin. It follows that:

Combining (2) and (4), we find that Onuki’s attack has average complexity:

x ,%N2

C(x)>C +C > + min__
(#) 2 Cule) + o) 2 gy + oy
with k := f (1 — —) The optimal value for x is obtained by differenciating of the function defined
* T K,N%.
over Ri: & +— 2+ T o3 (r1)t H

Since, we have N, = Q(£27), to ensure a level of security of A bits, one has to choose the parameters
so that:

6n

V5

— > 2}
r+ ¥

)

i.e. :

5log(2) t
> A+l ).
" Z Gloge) ) T3 loelr 1)

Example 3.15. For A = 128 bits, £ = 2, r = 3 and ¢ = 100 (parameters proposed by Onuki), we get
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n > 153. This is much less than the first estimate of Onuki (see [12, § 6.3]) for the same parameters
(n = 1428) and even less than Colo and Kohel’s choice in [4, Section 6] (n = 256).

However, this attack can be dramatically improved if we replace the exhaustive search of endomor-
phisms by a reduction of the relations lattice. This will lead to a significant revision of the security

parameters.

3.4 A variant of Onuki’s attack based on lattice reduction

This is a variant of Onuki’s attack : given Ey and F,, and the horizontal chains:
q; By — - — E,— - —q;- B, (E[15 1)),

we recover the whole chain (E;,t;)o<i<n with an oracle returning an endomorphism ¢;(5;) with §; €
O; \ 0,41 when given E; for ¢ € [1; n]. However, the oracle is different here. Instead of searching for
B € Op\ Opy1 (for i = n) with smoothness conditions on its norm coupled with a meet-in-the-middle
attack, we directly look for 8 € O, \ On41 as a product of the q; with exponents in [—2r ; 2r] by solving

the equation:
t
[Tla)e =11
j=1

in Cl(O,,), with ey, ,e; € [-2r ; 2r] non-trivial. Then, we write e; := €} + €] with e/, e/ € [-r; 7]
for all j € [[1; t] and compute the isogenies:
¢ ¢ ¢
¢: By — [[la;]9-En and ¢ B, — []la,]7 - B = [Jla;] - En
Jj=1 Jj=1 j=1
and finally compute ¢,,(8) = 1 0 ¢ with with SOk = H;Zl q;?".

As we saw in Paragraph 3.1.4, we can find a basis of the lattice:

L= {(el,--- et) € ZE H[Clj]ej = [1]}

in polynomial time in n and ¢. Our problem reduces to finding a short vector in L for the norm £,
hoping that this vector has norm < 2r to make sure that we can compute ¢,,(8) by the method presented

above. Hence, an estimation of the infinity norm of the shortest vector in L is necessary.

3.4.1 Estimating the first minimum of L in infinity norm

We want to estimate, at least statistically the first minimum of L for the norm /¢, depending on the
parameters:

AL = im0

We provide a first estimate here:

1
t

Lemma 3.16. We have )\goo)(L) < h(Oy)7.

Proof. As in Corollary 3.10, we get that Covol(L) < h(O,,).
The conclusion follows from the classical result )\goo) (L) < Covol(L)%, which is a corollary of Minkowski’s

convex body Theorem [18, Theorem V.3]. We recall its proof here. We consider the ball for £, norm:

Boo(0,7) :={v € R' | [[v]loc <7},
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where r := Covol(L)%, whose volume is 2¢ Covol (L) and which is centrally-symmetric. Then, by Minkowski’s
convex body theorem, we have a non-zero lattice point in By (0,7), so that A(loo)(L) <r= Covol(L)%.
This completes the proof. O
énfl

[05:0x]
)\:(LOO)(L) = O(¢%). Hence, we have to make sure that 2r < £7 to have a chance that 2r < )\:(LOO)(L). Of
course, n has to be sufficiently larger than ¢ to make this inequality possible.

However, we do not know how thight the estimate A(loo)(L) < h(O,)* is, and therefore if the choice

n
t

of parameters 2r < O(¢*) is sufficient. Assuming that the [q;] generate C1(O,,), we have Covol(L) =

Remark 3.17. Since h(0,) =

(¢— (ATK)) ~ (" by [19, Theorem 7.24], we conclude that

h(On)%7 and Covol(L) is close to this bound if the [q;] generate a big enough subgroup. Heuristically, it
makes sense to assume that )\goo)(L) is relatively close to Covol(L)* in general, namely that )\goo)(L) =

©(Covol(L)1), as the following asymptotical result indicates.
Let N,n € IN* and Zy ,, be the set of full-rank sublattices of Z" of covolume V.
Lemma 3.18. (i) Zn is finite.

(ii) Let A be a random variable following the uniform distribution on In.. Then, for all ¢ > 0, there
exists ng, Ng € IN* such that for all n > ng and N > Ny:

7|

Proof. (i) Since a lattice of Zn ,, is determined by an integral basis of determinant +N, up to multipli-

N=| logl N=#
Ay = N SMT S1—e
n

cation on the right by a matrix of SL,(Z), we get that Zy . is in bijection with the quotient of:
Sy :={M € M, (Z) | det(M) = £N}

by the group action of SL,(Z) by multiplication on the right. We prove that this quotient Sy /SL,(Z)
is finite. Taking the column echelon reduced matrix, we get that modulo SL,(Z) every M € Sy is in
the class of a HNF matrix:

di a2 - aip
0 d2 e az’n
0 0 - d,

with di,--- ,d, € N* such that []{_; di = N and a; 11, ,a;, € [0; d; — 1] for all i € [1 ; n]. There
are only finitely many such matrices. (i) follows.

(i) This result has already been proved in [34, Theorem 11] for the norm ¢3. The reasoning would
be exactly the same here. We only have to replace the function h(n) = W by the constant
O 2(U, n

1 = % in the inequality. O

Vol(Buo (0,1)) %

Remark 3.19. As always,we assume that C1(O,,) is generated by the [q;]. Assuming that L behaves

like a random lattice with uniform distribution in Zy (0, ¢, we get that:

A=) < (1 + logljg“)) h((/;”ﬁ.

To ensure that the key space covers Cl(0O,,), we require the surjectivity of the map:

filer, - ,er) €1 ’I‘]]t — H[qj]ej € Cl(O,,).

Jj=1
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It follows that h(O,) < (2r + 1), so that:

1
t

=

2r > h(0,) > A1)

log log(t)) h(On)

71>(1
+ t 2

for h(O,,) big enough, so the SVP attack is possible.

Example 3.20. For instance, with the parameters of [4, p. 28]: £ =2, r =5, t = 74 and n = 256, we
get the upper bound for /\goo)(L) is:
log 1 T
<1+ og og(t)) ¢

— ~ 5.61
t 2 ’

so that )\goo)(L) <5 < 2r =10 and the attack is indeed possible.

3.4.2 Countermeasures to our attack
There are two ways of countering our attack:

1. Increase t sufficiently to ensure that finding a short vector e € L such that ||e||s < 27 is computa-

tionally very hard.
2. Make any SVP attack impossible by choosing our parameters so that A(loo)(L) > 27,

The safest way to find a vector e € L such that ||e||o < 2r is the SVP algorithm in infinity norm due
to [35], whose space and time complexities are 20:62t+0(t) and 20-415t+0(t) regpectively. Hence, to ensure
128 bits of security, choosing ¢t > 207 would be enough. However, in practice, algorithms with much less
time complexity like BKZ [36] provide vectors far shorter than their theoretical bounds (see Paragraph
3.4.3). Considering the fact that SVP algorithms in infinity norm could always be improved, this makes
the first method risky. Besides, relying on lattice based problem to ensure the security of OSIDH would
damage its relevance as an isogeny based cryptosystem, since one of the main arguments in favor of
isogeny based cryptography is diversity, meaning introducing primitives based on distinct computational
problems and assumptions that of lattice based primitives prevailing in the NIST competition.

The second method is much safer but it has a strong drawback. As explained in Remark 3.19, if the
key space covers Cl(0O,,), then OSIDH is vulnerable to our attack. Hence, we need to restrict the key
space to ensure A§°°)(L) > 2r. By making that choice, we dramatically reduce the relevance of OSIDH
for other cryptographic constructions beyond Diffie-Hellman key exchange because we no longer have a
restricted effective group action (see Appendix C).

Besides, our attack can still be performed when )\goo)(L) > 2r. Indeed, let us assume that we found
a short vector e € L with norm ||e||oc > 27. Then, we may write e := ¢’ + €’ + d with €/, ¢”,d € Z' such
that |||l = [|€”]lcc = 7 and d has infinity norm as small as possible. As previously, we can compute

the isogenies:

t t t

o By — B = [[l0)% En  and  $:E, — B = [[la,)% - Ba = [[la]97% - B,

j=1 j=1 j=1

In order to compute the endomorphism of E,, associated to e (whose kernel is E,, [H;zl qjj]), it remains
to compute the isogeny E’ — E” associated to d (whose kernel is E [Hz‘:l q?j ). Following Onuki’s
idea, we compute this isogeny by meet-in-the middle exhaustive search. Let us write d := d’ + d” with
d; :=|d;j/2] and d] :=d; — d; for all j € [1 ; t]. We compute:

t t

t
0: B — [Jla)% £ and ¢ E" — [Jla)™% - £ = [Jla,% - £/
j=1 j=1 j=1
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. d;
by exhaustively testing all isogenies of degree H§‘=1 q; il

of ¢ and ¢’ match. In that case, the desired endomorphism will be the composite 12)\ oq/ﬁ\’o ¢oy. Note that,

as in Onuki’s attack, we have no theoretical guarantee that such an isogeny will actually be a K-oriented

d; . . .
and H§‘=1 q; i respectively, until the codomains

endomorphism. However, likewise,we can estimate the complexity of this attack.

Proposition 3.21. Under the heuristic assumption that L behaves like a random lattice among lattices
of covolume h(O,,) and that the shortest vector of L can be found in negligible time, our attack performs
m time:

0 (g -+ 1),
where q1 == N(q1) is assumed to be the shortest prime among the q; := N(q;) for j € [1 ; t].

Proof. The dominant step in our attack is clearly the meet-in-the middle exhaustive search and its time

complexity is (up to polynomial factors):

t t
T+ T+ )
j=1 i
By assumption d’ and d” cut d in half and e = ¢’ + ¢” + d, so that:

lelloo < Nl€'lloe + ll€” oo + lldlloo = 2r + lld]lo

and ||d||co > |l€]loc — 21 > /\§°°)(L) — 2r. But by 3.18, we have:

(00) >< _1oglog<t))h<on>1 N
A (D) > |1 ; e 3

The result follows. O

Example 3.22. For the parameters chosen by Cold and Kohel in [4, Section 6] (¢ =2,t =74, r =5 and
K = Q(i)), the smallest value possible for ¢; (as a splitting prime # ¢) is ¢ = 5. To ensure a security
level of A = 128 bits, we need to take n such that:

4 log(2)
log (4r + ggrey)

log(¢)

(ql + 1)ign/t

>N e >t

It follows that n > 575. The value n = 256 was initially proposed, and the parameters were chosen so
that the key space just covers C1(O,,). (with few or no redundancies). With n > 575, the key space is
way smaller than CL(O,,).

3.4.3 Implementation

This attack was implemented in SageMath [6], partly with realistic parameters and completely (end-to-

end) with toy parameters. The source code is available on Github [13], more specifically:

e in the files Group_basis.py, Relations_lattice.py and Find_SVP.py for the partial attack with

realistic parameters;

e in the files 0SIDH_attack.py and OSIDH_attack_tests.py for the end-to-end attack with toy

parameters.

With the parameters of [4, p. 28]: £ = 2, r =5, t = 74 and n = 256 K = Q(i), and q1, - ,q:
the ¢ smallest splitting primes in O the relation lattice L was computed in 2 h 31 using SageMath [6],
including 1 h 28 for the group basis computation with Algorithm 8 and 1 h 03 for the relations lattice
per se with 9. Have we known before performing the test that C1(O,,) was cyclic and generated by [q1],
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the group basis computation could have been dramatically accelerated. The BKZ algorithm [36] was
applied to L using the fpylll library [37] with a block size k = 4 to find a vector e € L of infinity norm
llellooc = 9 < 27 in less that 0.5 s, proving that our lattice based attack could be very efficient in practice
with large parameters.

With toy parameters (n =28, ¢t = 10, = 2, r = 3 and K = Q(7)), we performed an end-to-end attack
on a protocol execution between two parties Alice and Bob. This attack included:

1. Our lattice based chain recovery of both Alice’s and Bob’s chains.
2. A recovery of Alice’s ideal class using the implementation presented in Paragraph 3.2.3.
3. The shared secret chain computation by acting with Alice’s ideal class on Bob’s chain.

Step 1 ran in 288.6 s (144.3 s per chain), step 2 ran in 90 s and step 3 ran in 6.4 s for a total execution
time of 385 s. In comparison, the protocol ran in 83.1 s.

As explained in Paragraph 3.2.3, the main limiting factor to test our attack with real parameters is
the ideal class group action. Roughly speaking, our implementation of the protocol is ”as slow as the
attack”.

3.5 Kuperberg’s attack

OSIDH is broken whenever the attacker is able to recover the secret ideal class [a] € C1(O,,), given the

public chain (E;, ¢;)o<i<n and the public data of Alice, namely the ¢ horizontal chains:
[qj]*r 'EA,n — e EA,n N [qu ‘EA,n

for all j € [1; t] (with (E; a,¢})o<i<n = [a] - (B4, t:)o<i<n). We consider the functions:

f:l e ClO,) — [¢] - Ep and g:[c] € Cl(O,) — [c] - Ean.

We know that f and g are injective and that g([¢]) = f([a][¢]) for all [c] € Cl(O,,). Hence, our attack
reduces to the Hidden Shift Problem.

Problem 3.23 (Hidden Shift Problem (HSP)). Given f,g : G — S two injective functions such that
there exists s € G such that g(x) = f(sz) for all z € G, the problem is to determine s.

Theorem 3.24 (Kuperberg). We keep the notations of Problem 3.23. Given an oracle computing f and

g, there exists a quantum algorithm finding s with 20(Woex(IGD) qubits and quantum queries.
Proof. See Appendix B.6. O

Remark 3.25. Actually, we know how to evaluate f and g on products of powers of the prime ideals
[q;] but not on the whole group C1(0,,) a priori. This could be an obstacle to Kuberberg’s algorithm
because we need an oracle computing these functions for any group element. Assuming those ideal classes
[q;] generate Cl(Oy,), these oracles can be computed provided that we can easily express any ideal class
[c] € Cl(O,) as a product of the [q;]: [q;] = H;Zl[qj]ej, with small exponents e;, and the additional
restriction e; € [—r ; r] for all j € [1; ¢] to compute g. This can be done relatively efficiently with a
basis computation of Cl(0,,), a discrete logarithm computation and Babai’s algorithm with respect to
the relations lattice, as explained earlier.

However, the condition |e;| < r might be an issue if the parameters are chosen so that (2r + 1)" <«
| C1(O,,)|. Hence, we can avoid both our lattice based classical attack and Kuperberg’s attack with this

choice of parameters.
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Appendix A

Mathematical prerequisites and

complements

A.1 p-adic integers

Let K be a number field and p be a prime ideal of Ok lying above a prime number p. We define the

p-adic valuation on O as follows:
Vr € Ok, wy(z):=sup{k € N |z €p"} € NU{+oo}.

This valuation can be easily extended to K by the formula v, (z/y) := vy(z) — vp(y) for all z,y € Ok
with y # 0. v, is indeed a valuation, meaning that for all z,y € K:

(i) vp(z) =400 <= 2 =0.
(i) vp(zy) = vp(2) + vp(y).
(iii) vyp(z +y) > min(vy(z),vp(y)).

This valuation extends the p-adic valuation on Q in the sense that v, = %Up on Q, where e is the
ramification index of p above p. Moreover, it can be proved that all elements of Og have nonnegative
p-adic valuations.

We can associate a norm to v, by setting |z|, := p~ @) for all z € K. Unlike the complex module,
this norm is non-archimedean (because of property (iii)). One can define the p-adic completion K, of
K for this norm |.|,, so that all Cauchy sequences converge. Formally, the completion is defined as the
quotient of the ring of Cauchy sequences by the maximal ideal of sequences converging to zero. We can
extend the valuation to K, by setting for all € K, vp(z) := limvp(x,), where (z,)nen is a Cauchy
sequence representing x. It can be proved that K, is complete for the extended valuation (or equivalently,
the extended norm) [38, Theorem II.2.1]. Of course, we also have an injection K — K, and K, is unique
for these properties.

Let:

Okpi={r € Ky | vp(z) = 0}

be the ring of integers of K,. It can be proved that Ok, is integrally closed and has a unique maximal
ideal:

my, = {x € K, | vy(z) > 1}.

This ideal is principal and a generator m € m, is called a uniformizer. Hence Ok , is a discrete valuation

ring. Every element x € K, can be uniquely written as z = v (@) with u € le(p (i.e. such that
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vp(u) = 0) and admits a unique series development:
—+oo
x =@ Z anm",
n=0

where the a,, lye in a subset of Ok in bijection with O /p via the reduction modulo p (see [38, Proposition

11.2.8]). As a consequence, we obtain a natural ring isomorphism:
Ok /7" Ok p — Ok /p"

for all n € IN*. In particular, the residue field Ok, /TOk p is isomorphic to O /p.

Theorem A.1 (Hensel's lemma). Let F € Ok [X] and F € Ok /p[X] its reduction modulo m,. Let
g,h € Ok /p[X] be two coprime polynomials such that F = g - h. Then, there exist G, H € O [ X] such
that F =G -H and G =g mod m, and G =g mod m,.

Proof. See [38, Lemma I1.3.5]. O

Corollary A.2. Let f € Ok /p[X] admitting a simple root o € Ok /p[X] and F € Ok ,[X] such that
F = f mod my. Then, there exists & € Ok, such that F(&) =0 and & = o mod m,,.

In particular, if f factors completely in Ok /p[X]| with simple roots, then so does F in Ok ,[X] and
the roots of F' reduce to the roots of f modulo m,.

A.2 Reduction of elliptic curves

Let R be a discrete valuation ring with unique prime ideal m, a uniformizer m and valuation v. Let L be
its field of fractions and k := R/m be the residue field and p := char(k). In practice, L will be a number
field, R will be the localization of Oy, at a place p lying above p so that m := pOr , and 7 will be any
element of m\ m?2. In this case, we shall talk by abuse, of reduction modulo p instead of reduction modulo
m.

Let E be an elliptic curve defined over L. We assume that p > 5 so that F admits a simplified

Weierstrass equation y2 = 22 4 ax + b with a,b € L. For all v € L*, we can substitute 2’ := u?z and

/ 4

y' := vy so that are changed into: a’ := ua and b’ := u%h. With these substitutions, we can always
assume that a,b € R. We can even find a Weierstrass equation with a,b € R so that v(A(E)) is minimal
[15, Proposition VII.1.3.(a)].

Then we can reduce a minimal Weierstrass equation modulo m = 7R to obtain a curve E over k. If E
is singular we say that E has bad reduction modulo m. Otherwise, E is an elliptic curve and we say that
E has good reduction modulo m. It is clear that E has good reduction if and only if v(A(E)) =0 (A(E)
being the minimal discriminant). If L is a number field, this case is not very frequent because Oy, is a
Dedekind domain so A(FE) is the product of finitely many prime ideals so there are finitely many places
with bad reduction.

However, we would like to avoid bad reduction in all cases. It would be possible if we had more
freedom in the choice of u in the substitutions to get the minimal Weierstrass equation of E. This may

be done if we take a finite field extension L’/L. In this case, we say that E has potential good reduction.
Proposition A.3. E has potential good reduction if and only if j(E) € R.

Proof. See [15, Proposition VIIL.5.5]. O

One we have reduced an elliptic curve E to a nonsigular one E modulo m, we can reduce points
working in projective coordinates and using scalars to make sure the coordinates are in integral (see [15,

VIL.2 and VIL3] for details). The point reduction is a group homomorphism E(L) — E(k). If n is

prime to p = char(k), it induces an isomorphism E[n] — E|[n].
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We can also reduce morphisms but the mathematical foundations of this reduction is far beyond the
scope of this report and uses Néron models (see [16, chapter IV] for a presentation of Néron models and
the forum stackexchange. com for the definition of morphism reduction). However, the properties of the
reduction of morphisms can be stated simply. Let E and F' be ellpitic curve over L with good reduction

modulo m. Then there is a group homomorphism :
Hom(E, F) — Hom(E, F).

This map is in fact injective. But it is not always surjective : for instance, when £ = F' are defined over
a number field and E = F is supersingular. See the results of Deuring ([17, chapter 13]) for more about
this topic.

This definition is functorial, meaning that the reduction of the composite of two isogenies is the

composite of the reductions of these isogenies.

A.3 Some prerequisites on quaternions

We give the results of this section without proof. The reader may refer to [24] for a complete presentation.
A quaternion algebra over a field k is a 4-dimensional k-algebra B such that there exists i,j € B and
a,b € k* such that:

i?=a, j2=0b and ij=—ji

We denote B = Hy(a,b) or simply H(a,b).

If B = H(a,b) is a quaternion algebra, then there is an involution called the conjugation, given by:
Va:=x+yi+zj+tij € B, a:=x— (yi+ zj+tij).
We define the reduced norm nrd and the reduced trace Tr as follows:
Va € B, nrd(a):=aa=aa and Tr(a)=a+a

Every element o € B is annihilated by X? — Tr(a)X + nrd(a), so its degree over k is < 2.

If char(k) # 2, then a quaternion algebra B defined over k is either a division algebra or a isomorphic
to Mz (k) [24, Theorem 5.4.4]. When k& = R there is (up to isomorphism) only one quaternion division
algebra which is the Hamilton quaternion algebra H := Hg(—1,—1) [24, Corollary 3.5.8]. When k = Q,,
is the p-adic field for a given prime number p # 2, the same result holds [24, Theorem 12.1.5].

Let B be a quaternion algebra defined over Q. We say that B ramifies at a prime p if B ® Q,
is a division algebra and similarly, we say that B ramifies at co if B @ R ~ H. The latter happens
if and only if @ < 0 and b < 0. The set Ram(B) of places where B ramifies is finite and has even
cardinality [24, Proposition 14.2.1] and for every set of places ¥ of even cardinality (included in the union
of prime numbers with {cc}), there exists a quaternion algebra B over Q such that Ram(B) = 3 [24,
Proposition 14.2.7]. Moreover, two quaternion algebra B and B’ defined over Q are isomorphic if and only
if Ram(B) = Ram(B’) [24, Proposition 14.3.1]. Hence, it makes sense to talk about "the” quaternion
algebra By, o, ramifying at p and oo (useful in the context of elliptic curves arithmetic).

In the following, we only consider quaternion algebras defined over Q. Let B be such an algebra. We
say that I C B is a lattice if it is a sub-Z-module of B of rank 4. A lattice R C B is an order if it is also
a subring of B (with unity: 1 € R). If I C B is a lattice, we define its left-order and its right-order by:

Opr(I)=={aeB|a-ICI} and Or(Il):={aeB|I-aCI}

respectively. A mazimal order is an order of B that is maximal for the inclusion. Unlike in number fields,
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there is not a unique maximal order in a quaternion algebra. If R C B is an order, then R is integral
over Z, but not integrally closed in general (even if R is maximal).

Let R be an order of B. A (fractional) left-ideal I of R is a lattice I C B such that ol C I for all
a € R. If R is maximal, we then have R = O (I). We define right-ideals similarly.

Let I,J C B be two lattices. We say they are left-equivalent and denote I ~p J or simply I ~ J if
there exists 8 € B such that J = If. In that case, Op(I) = Or(J).

We say that a lattice I C B is integral if I? C I. This is actually equivalent to I C Og(I) N Or(J)
[24, Lemma 16.2.8].

Let R and R’ be maximal orders of B. A connecting ideal between R and R’ is a lattice I such that
Or(I) =R and Og(I) = R'. By [24, Lemma 17.4.7], I := R- R’ is a connecting ideal between R and R’.

If I C B is a lattice and (aq,- - ,ay) is a Z-basis of I, we define the discriminant of I by:

disc(1) == det (Tr(cw)) < j<q -

It can be proved that such a quantity does not depend on the choice of a Z-basis. If I C J are two
lattices, then we have disc(I) = [J : I]? disc(J)? [24, Lemma 15.2.15].
If I C B is a lattice, we define the reduced norm of I by:

nrd(f) := ged{nrd(a) | @ € I}.

The reduced norm is multiplicative. Besides,if I is an right or left integral ideal of a maximal order R,
then we have nrd(7)? = [R : I]? [24, Theorem 16.1.3].

A.4 The Deuring correspondence

Let E/IF 2 be a supersingular elliptic curve and R = End(F). By [24, Theorem 42.1.9], R is a maximal
order in the quaternion algebra B, o, ~ EndO(E) ramifying at p and co. Any left integral R-ideal I C R

of norm prime to p defines a separable isogeny ¢; : E — E; whose kernel is:
E[I] = () ker(a).

This definition can be generalized to ideals I of norm divisible by p by factoring them as follows I = P"I’
where P is the only two sided R-ideal of norm p and I’ is an integral left R-ideal of norm prime to p. One
pre-compose the isogeny associated to I’ by the the r-th Frobenius map (see [24, 42.2.4]). The isogeny
¢ associated to I has degree n(I), the reduced norm of I (by [24, Proposition 42.2.16.(a)]).

If I is an integral R-ideal, then the left-order of I is:

Opr(I):={a€Bp|a-ICI} =R
and by [24, Lemma 42.2.9]:
Or(I):={a € Bp o | [-a C I} ~End(E).

If I ~ J, then Er ~ E; (by [24, Lemma 42.2.13]).

Conversely, one can associate an integral left R-ideal to any finite subgroup H C E(E):
I(H)={aeR|VYP€ H, «oP)=0}

and in particular, one can define the kernel ideal of an isogeny ¢ : E — F as I(ker(¢)), which is
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isomorphic to Hom(F, E) as a left R-module via:
1 € Hom(F, E) — ¢ o ¢ € I(ker(¢))

by [24, Lemma 42.2.7]. Unsurprisingly, we always have I(E[I]) = I (by [24, Proposition 42.2.16.(b)]) and
every isogeny ¢ : E — F is determined by its kernel ideal I := I(ker(¢)) as follows: there exists an
isomorphism A : E; — F such that ¢ = Ao ¢; (by [24, Corollary 42.2.21]).

If R’ is a maximal order of B, , then there exists a connecting integral ideal between R and R’, that
is to say a lattice I C RNR’ such that O (1) = R and Or(I) = R’. This ideal can easily be constructed
by taking I = RR’ and multiplying it by a certain integer to eliminate cumbersome denominators (see
[24, Lemma 17.4.7]). We then have End(F;) ~ R’, so we just proved that any maximal order is the
endomorphism ring of a supersingular elliptic curve. For a given maximal order R, there are only two
elliptic curves at most with R as endomorphism ring up to isomorphism and one is the image of the other
by the p-th power Frobenius (see [24, Lemma 42.4.1]).

A.5 Structure of the ideal class group Cl(O,)

Let K be a quadratic imaginary field such that h(Og) = 1, £ a small prime, n € IN* a big integer and
O, = Z + {"Ok the order of conductor . In this paragraph, we determine the structure of Cl(O,,)
and show that this group is either cyclic or quasi-cyclic. Most results of this paragraph are due to [19,
chapter 7] and [33, chapter 4].

Lemma A.4. Let K be a quadratic imaginary field such that Cl(Ok) is trivial, f € N\ {0,1} and
O =7+ fOg be the order of K of conductor f. Then, we have an exact sequence:

(1} — {£1} 25 (Z/FZ)* x O 25 (0 [ fOK)* 25 CU(0) — {1}.
Where the group homomorphisms are given by:

6117 € {£1} — (2,2) € (Z/fZ)* x O,

¢2 ¢ (T,w) € (Z/f2)* x O +— [z -w] € (Ok/fOK)*,
and ¢3: o] € (Ok/fOK)* — [aOxg NO] € CI(O).

Proof. We have to prove that ¢ is injective (which is trivial), ker(¢s) = im(¢q), ker(¢3) = im(¢2) and
that ¢3 is surjective. The surjectivity of ¢3 comes from the fact that every ideal of O is given by the
intersection of an ideal of Ok with O by [19, Proposition 7.20] and that every ideal of O is principal.

We trivially have ker(¢2) 2 im(¢1). Conversely, let (Z,w) € (Z/fZ)* x OF such that z-w =1
mod fOg so there exists a,b € Z such that:

r-w=1+ fa+ fbl,

where 6 is a generator of Ok. If K # Q(i), Q(v/—3) then O3 = {£1} so b= 0 and (Z,w) € {£(1,1)} =
im(¢1). If K = Q(i), we may take  := i and we have O = {£1,£i}. The case w = +i is impossible,
otherwise f would divide 1, so we must have w = +1 and we conclude as previously. If K = Q(v/-3),
then we may assume that 6 := (—1+41/3)/2 and we have O = {£1, 46, +62}. As previously, the case
w = %0 is impossible. If w = +6? = F(0 + 1), then we must have fb = Fx so flz and T =0 ¢ (Z/fZ)*.
Hence, w = 1 and we conclude as previously. Hence, ker(¢2) = im(¢1).

Now, we prove that ker(¢s) 2 im(¢2). Let (T,w) € (Z/fZ)* x Oj. Then:

(z-wOK)NO = (20x) N O = 20,
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since € O, s0 ¢2(T,w) € ker(¢s). Conversely, let [a] € (Ox/fOk)™ such that [«Og N O] = [1]. Then,
there exists 8 € O such that cOxg N O = O. Hence:

aQy = (a(’)K N O) - Ok = 0k,

so that &« = fu and f = av with u,v € Ok, so that § = fuv, uv = 1 and u € O. Let us write
B :=a+bf6 with a,b € Z. Since [o] € (Ok/fOk)*, there exists v € Ok such that oy =1 mod fOk
and we get that N(a)N(y) =1 [f], so that f and N(«) are coprime. Since N () = N(«), it follows that
a is prime to f.Hence @ € (Z/fZ)* and:

[ = [au] = ¢2(a, w).
This completes the proof. O
By the exact sequence of the lemma, we have:
Cl(On) = (Ok /1"Ok)* J(Z/C"Z) ™ x Of [{£(1,1)}).
Besides, we have an injective group homomorphism:
ze (Z/02)" — (x,1) € (Z/0"Z)* x O /{£(1,1)},

inducing a surjection:

(O ["OR)* J(ZJOT) — CUO,)  (x%).

Hence, we shall deduce the structure of Cl(O,,) from the structure of (Ox /¢"Ok)* /(Z/{"Z)*.
The structure of (Z/¢"Z)* is well known (it is either cyclic or quasi cyclic for £ = 2). Now, we
determine the structure of (O /" Ok)*. By the following lemma, this problem reduces to determining

(Ok /I")times where [ is a prime ideal of Ok lying above £.

Lemma A.5. Let K be a number field and a,b C O two coprime integral ideals (a +b = Ok ). Then,

we have:
(Ok/ab)* ~ (O /a)* x (Ok/b)*.

Proof. We construct a split exact sequence:
{1} = (Oxc/) =5 (O /ab)* 5 (Oxc/0)* — {1},
Let a € a and b € b such that a +b = 1. Then, we set, for all z,y,z € Og:
¢(T) =br+a, P =7 and o(2)=az+b,

where the overline denotes the residue class modulo a, b or ab, depending on the context.
1 is trivially a well-defined and surjective group homomorphism since ab C b.
Similarly, if z, 2’ € Ok satisfy x — 2’ € a then bz + a — (bx’ +a) = b(z — z’) € ab so ¢ is well-defined
as a map Ok /a — Ok /ab. Besides, if z2’ =1 mod a then:
(bz + a)(b2’ + a) = b*zz’ + ab(x + ') + a® = a®> + b*> mod ab.

But a? = a(1 —b) =a mod ab and v?> = b(1 — a) = b mod ab, so that:

(bx +a)(br' +a)=a+b=1 mod ab,
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S0 ¢ maps invertibles to invertibles and is well defined. By the same arguments (exchanging the roles of
a and b), we get that o is well defined.

If z,2" € Ok are invertible modulo a, we also have:

&(@)p(2') = (bx + a)(bx’ + a) = b2za’ + ab(x + ') + a2 = b2xa’ + a? = bxx’ + a = ¢(xz’),

2 =a mod ab and b?> = b mod ab. Hence, ¢ is a group homomorphism and by symmetry, o as

since a
well.
If () =1, thenbr+a=1 modabsobr=1 modasor=1 modaie T=1 sinceb=1-a=1
mod a. Hence, ¢ is injective.
Finally, we have 9 o o = id, since @ =1 mod b so we have indeed a split exact sequence. It follows
that:

®: (7,7) € (Ok/a)" x (Ok/b)* — ¢(T)a(y) € (Ok/ab)*

is a group isomorphism. O

A.5.1 Determining the structure of (O/I")*

Proposition A.6. Let f be the inertia index of | and q :=¢¢. G := (O /I")%,
Wi={reG|27' =1}
and Gy := (L +1)/(1 4+ 1) (seen as a subgroup of G). Then:

(1) W~ (O /0>, so W is cyclic of order g — 1.

(ii) Gy is a l-group of order ¢"~*.

(iii) G~ W x Gi.

Proof. (i) O/l is a finite field with ¢ elements so the invertible elements form a cyclic group of order
q — 1 and all of them are roots of X971 — 1, so X9~ — 1 is completely factored in O /I[X] with simple
roots:
xit—1= [] (X-2) modl
z€(Of [1)*
By Hensel’s lemma (see Corollary A.2), this factorization can be lifted in Ok ,[X]. By reducing it modulo

[", we obtain a factorization mod [":

Xt —1=J[(X—y) modI".
yekr

Where E C Og/I" is set of ¢ — 1 elements reducing to (Ok/[)* modulo [. Actually, E C (Og/I")*
because x € F implies that x is invertible with inverse 2772 and we even have E C W. Let us consider

the group homomorphism:
p:xeWr— (x modl) e (Og/)*.

Since p(FE) = W, ¢ is surjective. Now, if x € W, then:

0=29"1-1= H(x—y) mod [".
yeE

But z modulo [, is only congruent to one element of (O /I)*, so there exists y € E such that z = y
mod [ and for all ' € E'\ {y}, ¢ # y mod [. As a consequence, we must have x = y so y € E.As a

consequence, ¢ is injective.
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(ii) We have a bijection Gy = (1 +1)/(1 + ") — [/I™ mapping 1 + x to x. We also have a natural
exact sequence:
{1} = /1" — Ok /I" — Ok /Il — {1},

so that:
N(™) = N[/ de (/0" =N@)" =070 = gn1

n—1

so that G| is indeed an ¢-group of cardinality ¢

(iii) Let us consider the group homomorphism:
Y (r,y) EWXxGr—a-yeQqG.

Let (z,y) € W x Gy such that ¢(x,y) = zy = 1. Since y = 1 mod [, we have z = 1 mod [, so that
x = 1, by injectivity of the morphism ¢ of point (7), and y = 1. So ¢ is injective.
If z € G, then we consider a lift € W of z mod [ (by surjectivity of the map ¢ of point (7)) and we
set y := 2~ '2. Then, y =1 mod [ so y € Gy and ¥(x,y) = 2. Hence, ¢ is an isomorphism.
O

It remains to determine the structure of G| := (1+1[)/(1+"). The main idea here is to prove that the
multiplicative group G| is isomorphic to the additive group O /I"~! under some conditions. Fortunately,
the group structure of O /I"~! will be easy to determine.

To linearise the multiplicative structure, we shall use the l-adic logarithm.

Definition A.7. Let K| be the [-adic completion of K. For all x € K| such that v((z) > 1, we define
the [-adic logarithm of 1+ x by:

log (1 + x) :=

.
Il
-

Let e be the ramification index of [ above £. Then, for all z € K| such that v((z) > e/(£ — 1), we define

the [-adic exponential of x by:
+oo  ;

exp((x) := Z f—'

i=0
Proposition A.8. Let x,y € K| and e be the ramification index of | above . Then:

(1) log((14 x) is well defined if vi(x) > 1 and exp(x) is well defined if vi(x) > e/(€ —1).

(ii) If vi(z) > 1 and vi(y) > 1, we have:
log (1 + 2)(1 +y)) = log;(1 + ) + log (1 + ).
If vi(z) > e/(£ — 1) and vi(y) > /(¢ — 1), we have:
expy(z + y) = exp(z) exp(y).

(iii) Ifvi(z) > e/(£ — 1), then vi(log (1 + z)) = vi(x) and vi(exp;(z) — 1) = vi(x).

(iv) If vi(z) > e/(£ —1), then we have:
exp(log((l4+2)) =1+ and log,(exp(x)) = .

Proof. (i) In the [-adic topology, a series converge if and only if its terms converge towards zero. If
v(z) > 1, the we have for all i € IN*:

v ((—11?1— fcz) = ivi(x) — (i) = ivi(x) — eve(i) =1 — eizig'
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Hence, vy ((_131.71 xl) . +o00 and the series log(1 + x) converge.
1—+o0
For all i € IN, we have:

ol (xi) =qv(x) — v(d!) = iv(z) — eve(d)),

7!

with:

) +OO{ZJ [log, ()] i il_m Z‘_m _ i1 i
N = — | = _= - - = - < s
wld) =2 | ]; A (—1 -1 7-1

(5) =1 (-0 s (- )

and vy <f—:> m +00. Hence, exp,(x) converges.
(ii) The equalities hold in the ring of formal series (and can be proved over the complex numbers) so
they hold as long as the series involved converge, which is true by (i) for the values of v((z) and v((x)
that we assumed.
(iii) We assume that v((x) > e/(¢ — 1). To prove that vi(log;(1 + z)) = v((x), it suffices to prove that
vi(x?/i) > vi(z) for all i > 2. Let i > 2. Then:
1—1

" (i) — @) = (i = Duilz) —eve(i) > e (m - v«(z’)) > e(ve(il) — ve(§)) = eve((i — 1)) > 0,

since we have seen that v(:!) < (i —1)/(¢ — 1). Hence, v((log(1 + z)) = v((x).

Now, if i > 2, we have:

o <f—:) —v(z) = (i — Doy(z) — eve(d!) > (i — 1)£i 1 ei -1

So we conclude that vi(exp(z) — 1) = v((x), as previously.
(iv) (479) ensures that the series involved in the equalities to be proved converge. Since those equalities

hold in the ring of formal series, we conclude as in (i1). O

Corollary A.9. Suppose that £ > e+2. Then log, and exp, induce reciprocal group isomorphisms between
Gir=0+0)/(141") and I/I"* (for n € IN*).

Proof. Since ¢ > e + 2, we have e/({ — 1) < 1 so exp, is well defined on [ by Proposition A.6.(i).
Point (iii) of this Proposition ensures that Gy maps to [/[" via log; and that [/I" maps to G| via exp,.
By point (ii), those are group homomorphisms and by point (iv), those homomorphisms are reciprocal

isomorphisms. O
Lemma A.10. For n € IN*, we have an isomorphism of additive groups O /1"~ ~ [/[™.

Proof. We have [> C [ (otherwise, these ideals would have the same norm), so there exists a € [\ I?. We
consider the additive homomorphism = € Ok = az € [. Since this homomorphism maps "1 to [?, it

induces a homomorphism ¢ : O /1" — [/I". If z € Ok satisfies ax € [, then:
vi(z) = vi(ax) —vi(a) =2 n—1,
so that x € ["~1. Hence, ¢ is injective, and this is an isomorphism because:
N("

/0] = Ny Nt =[O0k /"7,
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since we have the exact sequence:
{1} — /1" — Ok /1" — Ok /1 — {1}.

O

Proposition A.11. Let K be a number field and |, a prime ideal of Ok lying over a prime number £.
Let k € IN*, e and f respectively the ramification and inertia index of | above £, q and r be the quotient
and remainder in the euclidean division of k+e—1bye: k+e—1=eq+r (r€[0; e—1]). Then, we

have the following additive group isomorphism:
(O /IF) ~ (Z,097) "D x (z,/09- 7)==

Proof. We have |Og /I¥| = N(IF) = ¢kf so Ok /I* is a f-group and the structure theorem of finite abelian

group ensures that:

ox/t =T (z/iz)",

i>1

where (a;);>1 is an almost zero sequence of integers such that:

+o0
> iai=kf (1)
i=1
We shall now obtain more relations as above to compute all the a;. Let j € IN*. Then:
ok /") = [ @/ ez,
i>j+1
so that:

—+oo

log, (|6 (Ox /™)) = Y~ (i —fai (2).

i=j+1
But (O /IF) = b/IF with b = #7O + [¥. Since b is an integral ideal of O, which is Dedekind by [19,

Corollary 5.6], b can be written as a product of prime ideals:

o= T,

=1

where [; are distinct primes and the e; are positive integers. This decomposition is unique.Since ¥ C b,

we have [F C [; for all i € [1; 7], so [ C [; since [ is prime, so r = 1 and [; = [ i.e. b is a power of [ and:
vi(b) = min(v(p? Ok ), vi(1F)) = min(es, k),
so that b = el™™(¢%)  Furthermore, since [¥ C b, we have a natural exact sequence:

{0} — (/1) — (0K /1") — (0K /b) — {0},

so that: N N
|b/[k| _ |OK/[ | _ N([ ) _ Kf(szmin(ej,k)) _ gf(krfmin(ej,k)) _ gf max(krfej,O).
Ok /b]  N(b)
By (2), it follows that:
+oo
fmax(k —ej,0) = Z (i—7)a; (3).
i=j+1

It follows that a; = 0 for all ¢ > [k/e]. Let ¢ and r be the quotient and remainder in the euclidean
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division of k+e—1bye: k+e—1=eq+r (re0; e—1]). Theng=k/e+(k+e—1)/e € [k/e,k/e+1],
so that ¢ = [k/e]. By (3) applied at j = ¢ — 1, we get that:

ag=f(k—e(g—1)) = f(r+1).
Applying (3) again at j = ¢ — 2, we get:
ag-1=flk—elg—2)) —2a,=f(r+1+¢e)—2f(r+1)= fle—r—1).
Since:
qag+(¢—1Nagr =qf(r+ )+ (g-Dfle—r—1)=qfe—fle—r—1)=flge+r+1—-¢)=kf,

we have a; =0 for all i € [1; ¢ — 2] by (1). The result follows. O

Corollary A.12. Let n > 2, e and [ be respectively the ramification and inertia index of | above £ and
q and r the quotient and remainder in the euclidean division of n+e—2 bye: n+e—2 =eq+ r with
r€[0; e—1]. We assume that £ > e+ 2. Then, we have:

(O /1)< = (Z) (¢ — 1)Z) x (Z)00Z) DT x (7 /09~ 7)== DF

Proof. This result follows directly from Proposition A.6, Lemma A.10 and Proposition A.11. O

A5.2 Casel>e+2

Hence, we assume that ¢ > e + 2. Then, by the previous corollary, we have:

(Z) (6 —1)Z)* x (Z.)0"1Z)? if ¢ splits in K
(O /1"OK)* ~ < (Z)(t —1)Z) x (Z)0" " Z) x (Z/¢"Z) if ¢ ramifies in K
(Z)(? —1)Z) x (Z.)¢"17)? if £ is inert in K.

Since £ > e + 2 > 3, by [39, Theorem IV.2], (Z/¢"7Z)* is cyclic, so that:
(Z/VL)* =~ L) p(0™)T = T, (£ — 1) 2~ (Z) (L —1)Z) x (Z/0"" 7).

To compute the quotient, (O /{"Ok)* /(Z/{"Z)*, we need the following result.

Lemma A.13. (i) Let ® : G; x Gy — H;y x Hy be an injective group homomorphism between finite
groups. Suppose that |Hy| and |Hz| are coprime and that |G;|||H;| for i € {1,2}. Then there exists
injective group homomorphisms @; : G; — H; for i € {1,2} such that:

V(g1,92) € G1 x G2,  ®(g1,92) = (#1(91), ¥(g2))-

(ii) Let d € N* and:
©: 7)dZ — (Z.)dZ)?

be an injective group homomorphism. Then:

(Z/dZ)?* ) im(yp) ~ Z./dZ.

(iii) Let ¢ : Z/0" Y7 — (Z/I""YZ) x (Z.J0"Z) be an injective group homomorphism, then:

(Z)0" 7)) x (Z)0"7) ) im(p) =~ Z/0"Z.  or (ZJIZ) x (Z.)¢"'Z).
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Proof. (i) We may write ®(g) := (¢1(g), ¢2(g)) for all g € Gy x Gg, where ¢; : Gy x Go — H; are
group homomorphisms. Let g1 € Gy. Then, |¢2(g1,1)|||g1] (J=| being the order of =) and by Lagrange’s
theorem |¢p2(g1,1)|||Hz| and |g1]||G1|||H1|. Since |H;| and |Hs| are coprime, we have |¢2(g1,1)] = 1 so
@2(91,1) = 1. By similar arguments, ¢1(1, g2) =1 for all g5 € G2 and the result follows.

(ii) Let (1) := (@,b), with a,b € [0 ; d — 1]. Since ¢ is injective, (1) has order d so a,b and d are

coprime. As a consequence, there exists u,v € [0 ; d — 1] such that au + bv =1 [d]. As a consequence,
(7.7) € (Z/dL)? —> (az - 77,57 + 7G) € (Z/dZ)?

is an automorphism of Z-modules because its matrix in the canonical basis of (Z/dZ)? has determinant
au + bv = 1. It follows that

(Z/dZ)* = Z(a,b) ® Z(~v,7) = im(p) ® Z(~7,7),

so that (Z/dZ)?/im(p) ~ Z(—v,u) ~ Z/dZ.

(iii) Let a,b € Z such that (1) = (@,b). Since ¢ is injective, (1) has order "~ so ("~1b =0 i.e.
"= 1b i.e. £|b. So we may write a := (¢a’ and b := ¢/b' with @’ and ¥’ prime to £, and (e, f) € IN x IN*.
It follows that

=1 = Jp(1)] = lem([al, [B) = lem (£, ¢7=F) = grx(n-ien=p),
so that max(n — 1 —e,n — f) =n — 1. If e = 0, then a generates Z/{"~'7Z, so
(Z)0" 7)) x (Z/0"Z) = im(p) © {0} x Z/1"Z,

and we immediately conclude that the quotient is isomorphic to Z/¢"Z.

Else, we have f = 1. To conclude, it suffices to prove that the quotient has exponent £*~!. Let
x,y € Z. Then, (" 1(z,7) = (0,07 ly) = o(¥"2k) with k € Z such that kb’ = y [{] (such a k
exists because b’ and ¢ are coprime). Hence, the exponent of the quotient divides /*~!. Furthermore,
if (7=2(1,0) = (k') for some k' € Z then ("|k'(b' so ("~!|k’ since ged(¢,b') = 1. Hence, k¥’ = 0 and
¢"=2(T1,0) = 0. Contradiction. So (1,0) has order £"~! in the quotient. This completes the proof.

O

Applying the previous lemma and the fact that a quotient of cyclic groups is cyclic, we conclude that:

(Z)(t —1)Z) x (Z./¢"1Z) if ¢ splits
(O /"OK)*J(Z)0L)" ~ Z/I"Z or (Z/IZ) x (Z)¢"1Z) if ¢ ramifies
(Z) (£ +1)Z) x (Z/f"1Z) if £ is inert.

By the surjection (xx), we conclude that C1(O,,) is either cyclic or has rank 2 with a tiny cyclic factor of

order ¢, the last case happening only when ¢ ramifies in K.

A53 Casel<e+2

Now, we assume that £ < e + 2. Hence, £ = 2 or £ = 3 and ¢ ramifies in K. We shall conclude with the

following lemma:

Lemma A.14. (i) Let a be an O -ideal prime to { that we may write a = aOk with o € Ox (Cl(Ok)
being trivial). Let i € IN*. Then a N O; is principal if and only if o € O - O;.

(ii) Let i € IN* and o € O;. Then, of € O;11. Assume furthermore that i > 2, £ 1 N(a) and
a e O; \ Oi+1. Then, a € Oi+1 \Oi+2.
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(iii) Leti e N* and o € O - (0; \ Oi41) such that 4 N(a). Then, a € OF - Oi41.

(iv) Letig > 2 such that Cl(O;,) has exponent k and C1(O;,11) has exponent k. Then, there exists an
Ok -ideal a such that anNO; has order k'~ in C1(O;) for all i > iy and C1(O;) has exponent k{0
for alli > 1.

Proof. (i) Assume that a N O; is principal. Then, there exists 8 € O, such that a N O; = 50;. By [19,
Proposition 7.20], it follows that aOx = a = (a N O0;)Ok = pOk. Hence, a = fu and f = av with
u,v € Ok, so that 8 = Puv, v =1 and u € O, so that o € O - O;. The converse is trivial.

(ii) Let 0 be a generator of Of. Let us write a = a + b¢*6. Then:

l
O/ = (Lé + €i+1a€71b0 + Z (/i) aefkﬁikkak cZ + €i+loK = Oi+1'
k=2

Now, assume that ¢ > 2, £1 N(a) and a &€ O,11. Since €|(£) for all k€ [1; ¢ —1] and i > 2, we have:

¢
Z (f;) al R pkpEgh ¢ (it20,
k=2
Hence, to conclude that af ¢ O; s, it suffices to prove that £+ a‘~'b. But £{ a since £{ N(a) and £ { b
since a € O;4+1. The result follows.

(iii) For K # Q(v/—1),Q(v/=3), we have O = {£1} so the result trivially holds.

Assume that K := Q(v/—1). Let 6 := /—1. Then, Og = Z[f] and O} = {£1,+6}. Let o € O; that
we may write o := a + b0 with a,b € Z. Then:

fa = —bl* + af.

Since €1 N(a), £1a so 0 & O;11. The result follows in that case.
Assume that K := Q(v/=3). Let § := (—1++/—3)/2. Then, Og = Z[0] and O = {£1, 6, +6?}.Let
a € O; \ O;1; that we may write o := a + bl*0 with a,b € Z. Then:

Oa = af + bl'6* = ah — bl (0 + 1) = —bl* + (a — bl*)0

and 020 = —bl'0 + (a — bl))0% = af — (a — bl))(O + 1) = bl' — a + b'.

Since £ N(a), £t a so fa & O;11. Since a & O;11, £1b so that 0?a ¢ O;41. The result follows.

(iv) Let i > ig. Then, by [19, Proposition 7.20] every invertible ideal of O; is of the form a N O; for
a certain Og-ideal a prime to ¢. Let us write a := aOf for a € Ok. Then, a* N O;, is principal (since
Cl(O;,) has exponent k) so a¥ € OF - O, by (i) and by (i), o' " € OX - O, so that a¥* " N O; is
principal. Hence, the exponent of C1(Q;) divides k¢i~%.

Let a be an Og-ideal prime to ¢ such that aN O, 41 has order k¢ in Cl(O;,+1). Let us write a := aOg
with o € Op. Let d be the order of anQ;, in C1(O;,). Then, a? € O -O;, by (i), so that a? € O%-O; 11
by (i), so that the order of a N O; 41 in Cl(O;,41) divides dl., i.e. kl|d¢ so k|d. But we also have d|k
because Cl(O;,) has exponent k, so d = k.

We have o € OF - (0;,\ Oiy+1), otherwise, by (i), aN ;41 would have order < k. By (i), it follows
that ¥ € O% - (0; \ O441) for all i > .

Now, we prove by induction on i > iy that a N O; has order k¢*~%. As we already saw, the result
holds for i € {ig,i0 + 1}. Let i > ip + 1. Assume that a N O; has order k¢*~%. Tt follows that for all
d € N*, a € OF - O; if and only if kf*=%|d. As a consequence, Qb ¢ Ok - 041 and if d € IN* is
such that a? € O - O;41 C OF - O;, then we must have k=% |d and d|k¢**1~% since the exponent of
Cl(O;41) divides kfi+1=%, But kT 2 O - 0,41 since k" g O - (O;\ O;41) and by (4i7). Hence,
an Oy has order k¢iT1~%_ This completes the proof.
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O

By point (iv) of the previous lemma, we determine the structure of C1(O,,) by computing the exponent
of C1(O5) and Cl(Os3). Since Cl(Of) is trivial, we have:

disc(K) € {—3,-4,-7,—8,—11,—19, —43, —67, 163},

by [19, Theorem 7.30.(i)], so we have a limited number of computations to make. What happens is usually
that either Cl(Oz) and Cl(O3) are cyclic, in that case C1(O,,) is cyclic or Cl(O;,) ~ (Z/{Z) x (Z/kZ)
and Cl(O;,41) ~ (Z/UZ) x (Z/KLZ) for certain integers igp > 2 and k > 2, in which case Cl(O,,) ~
(ZJVZ) x (Z/ke"—Z). We performed the computations with Magma [40] and obtained the following
results:

¢
2 3
disc(K)
-3 (2.)27) x (Z.)2"2Z) | Z./3"'Z
—4 72" 7
-7 (Z.)27) x (Z,)2"217)
-8 72" 7
~11 (Z)27) % (Z]3 - 2" 27)
-19 (Z)27) % (Z]3 - 2"27)
—43 (2.)27) x (Z/3 - 2"27Z)
—67 (2.)27) x (Z.)3 - 2"27Z)
—163 (2.)27) x (Z.)3 - 2"27Z)

Finally, we have proved the following result:
Theorem A.15. One of the following results hold:
(i) For alln > 1, Cl(O,) is cyclic.

(ii) For alln > 2, CY(O,) ~ (Z/{Z) % (Z/hyn_17) with:

By := | Cl(Op_1)| = [O;:_;lx] (g_ <AK)> ’

where A := disc(K).

The last case only happens when £ = 2 or when £ > 3 ramifies in K (this condition is necessary but not

sufficient).
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Appendix B

Algorithms

B.1 Proper representation of an integer by a positive definite

primitive quadratic form

We follow the approach of [41, § 46, pp. 73-75]. We want to solve f(x,y) = u for z,y € Z with
ged(x,y) = 1, where f := [a,b, ] is a positive definite primitive quadratic form of discriminant d < 0.

The following algorithm determines if a solution exists and provides one.

Algorithm 2: Proper representation of an integer

Data: An integer u € IN and [a, b, ¢], a positive definite primitive quadratic form of discriminant
d < 0.
Result: A solution (x,y) of the equation f(x,y) = u if there exists one, the boolean value False
otherwise.
1 Find a solution v € [0 ; 2u] to v? = d [4u], e.g. using Tonelli-Shanks algorithm [28, Algorithm
1.5.1] when w is prime to find a square root mod u, and conclude by Chinese remainder theorem.
If d is not a square mod 4u, return False;
2 Compute w € Z such that v?> — duw = d;
3 Find the reduced form [a’, V', /] of [a, b, c] and the associated unimodular transformation
x = a1z’ + b1y, y := c1x + dyy associated to it, using Gauss reduction algorithm described in
[19, Theorem 2.8];
4 Find the reduced form [u/,v’,w’] of [u,v,w] and the associated unimodular transformation
T = agx’ + boy’, y := coxw + day associated to it;
if [@/, b, ] = [v/,v',w] then
T = a2d1 — bgcl, Y = 7(12171 + bQCLl;
Return (z,y);
else
‘ Return False;
10 end

© 0w N o wm

It could be proved that this algorithm is correct and terminates in polynomial time in the size (number
of bits) of u,a, b, c.

B.2 The KLPT algorithm

Let p be a prime number. In this section, we shall mean polynomial in log(p) every time we use the term
polynomial.

We fix R a concise maximal order of By o, and I C R an integral and concise left R-ideal (as defined
in Definition 3.1). The KLPT algorithm due to Kohel, Lauter, Petit and Tignol [27] finds an equivalent
integral ideal J ~ I of powersmooth norm in polynomial time (in log(p)). The main idea of this algorithm

lies in the following lemma:
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Lemma B.1. Let Then for all o« € I, J := I—2— is an integral left R-ideal equivalent to I and

nrd([])
nrd(J) = %((%), nrd being the reduced norm.

Proof. Wehave a € I'soa € I and Ia C I1. But IT = nrd(I)R (by [24, 16.6.14]), so that J = Imda(l) CR
and J is integral.

Finally, by multiplicativity of the reduced norm [24, Lemma 16.3.7], we have:

«a ) — wd(1) m"d(cv)2 _ nrd(a)

nrd(J) = nrd(/) nrd (nrd([) nrd(1)2 nrd(I)

O

Hence, by the previous lemma, the goal of this algorithm is to find a € T of norm nrd(7)S where S is
a powersmooth integer. The different steps of the algorithm are presented below (see Algorithm 3). For

this algorithm to work, R may not be any maximal order, but rather a special order defined as follows:

Definition B.2. We say that a maximal order R C By, o is special if j € R (with j% = —p) and there
exists a subring of rank 2, R C R, such that R+ C Rj, where R is the orthogonal of R for the scalar
product given by:

(a,8) € BS . — (a|B) :==nrd(a + ) — nrd(e) — nrd(B) = Tr(ap).

Example B.3. Recall the setting of Example 3.2. When p = 3 [4] and Ej : y*> = 23 + 2, and the
endomorphism ring is isomorphic to Rg := (1, 7, %, #) and we may take R := Z[i] C Ro.

Remark B.4. In practice, it will be very useful to have | disc(R)| sufficiently small, i.e. polynomial (in
log(p)). For any p, we can always find an order R with | disc(R)| = O(log(p)?), and even disc(R) = —4
(as in Example B.3) and disc(R) = —8 when p # 1 [8] (see [27, Section 2.3]). We shall always assume
that | disc(R)| = O(log(p)?) in the following.

As previously announced, the following algorithm works under the hypothesis that R is special but
it can be generalized by using a connecting ideal to a special order and two instances of this algorithm
(see [27, Theorem 9]).

Algorithm 3: The KLPT algorithm
Data: A special order R and an integral left R-ideal I C R.

Result: An equivalent integral ideal J ~ I of powersmooth norm.

1 Step a: Find § € T of norm N nrd(I) where N is a prime number # p and compute
I' =15/ nrd(I);
2 Step b: Find a € I’ such that I’ = RN + Ra;
3 Step c: Find 81 € R of norm NSi, with S; powersmooth;
4 Step d: Find 33 € jR such that a = 8182 mod RN;
5 Step e: Find g5 € R with powersmooth norm Sy and A € (Z/NZ)* such that 85 = A3z mod RN;
6 Step f: Set 3 := (135 and return J := I'3/N;

Step a

H := By o ®qR ~ R* is a normed vector space for the norm associated to the scalar product of Definition
B.2, given by || := 2nrd(a) for all @ € H. As a lattice, I admits a Minkowski reduced Z-basis, defined

as follows:

Definition B.5. Let A C R be a lattice. of rank r. A Minkowski reduced basis of A is a Z-basis
(b1, -+ ,b.) of A such that for all i € [1; 7], b; is the shortest vector (for the euclidean norm) such that
(b1,--+ ,b;) can be completed into a Z-basis of A.
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[42] provides an algorithm finding a Minkowski reduced basis (b1, - - - , b,) of A given a basis (e, - ,e,.)
of A when A C Z? (we can always reduce to this case by multiplying all vectors by the lem of their
denominators). If B := maxj<;<, ||b;||, then the algorithm performs in time O ((3)4;, dlog(B)) and
returns an output (by,--- ,b,) with integer components of size O(r*(rlog(r) + log(B))). In the case of T
(d =r = 4), since it is given by a Z-basis expressed in terms of 1,4, j, k with a basis of size polynomial,
this algorithm will perform in polynomial time in log(p) and returns an output of polynomial size in
log(p).

Now, given a Minkowski reduced basis (aq, - ,aq) of I, we look for § := Z?:l a;oy; with integers
a; € [=m; m] for m € IN* well chosen. Let ¢; := nrd /nrd(I). We argue that g;(6) = O(m?,/p)
heuristically, and g;(a) = O(m?p?) in the worst case. Indeed, by [43, Teil I. § 7] the norms of the «; are

the successive minimas of the lattice:
V1<i<d4, ||l =N{I):=min{|v|v1,---,v; €I linearly independent ||v1]] < --- < ||vi] }-

By Minkowski’s second theorem, it follows that:

4
2 Covol(I) < H o]

2 < 16COV01(I)
3 Vol(By)

i1 - VOI(IB4) ’

where By is the unit ball, so that Vol(Bs) = %2 and:

Covol(I) = [O : I]y/disc(R) = nrd(I)?p,

so that:
64p>
md

P T

< | |(H(ai) <
4

97 Py

Hence comes the heuristics g7 (a;) = O(,/p), which is experimentally verified in [27]. Hence the heuristics
qr(8) = O(m2qs(au)) = O(m?,/p) and the output ideal I’ := I§/nrd(I) has norm N := ¢;(6) = O(m?/p)

We heuristically assume that the distribution of the random variable g;(d) given by sampling integers
ay, -+ a4 € [—m; m] is statistically indistinguishable from the uniform distribution on the interval
[[qI(ozl) : qul(a4)]], so for m large enough, e.g. m = [log(p)], this interval contains prime numbers.
Due to the distribution of prime numbers in Z, g;(J) reaches a prime number after O(log(m?qr(ay))) =

O(log(p)) operations.

Step b

Since N = nrd(I’) = ged{nrd(a)|a € I'}, there exists o € I’ such that N? { nrd(«). Finding such an
a € I’ is sufficient. Indeed, in that case, « € RN since nrd(RN) = N2, so that RN C RN + Ra C
I'. Tt follows that [I' : RN 4+ Ra]|[I’ : RN] and [I’ : RN + Ra] < [I’ : RN] but [I’ : RN| =
nrd(RN)?/nrd(I’)? = N2 so [I' : RN + Ra] € {1, N}. Since [I’ : RN + Ra] is a square, we must have
[I':RN+Ra]=14e I'=RN + Ra.

Finding a suitable element « can be done in O(1) sampling operations on a basis of I’ with small
coefficients (e.g. of size O(log(p))). Indeed, by similar combinatoric arguments we gave above, we get
that every a € I’ such that N?|nrd(«) are in RN, but [I’ : RN] = N? so the probability that N?|nrd(«)
is negligible.

Step ¢

We fix S7 a powersmooth number (actually, other conditions could be required) and look for 8 € R of
norm NS;. We restrict to 8 € R + jR to use the fact that Rt = jR. Indeed, writing R = Z[w] for a
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given generator w € R, and writing 81 = x1 + wy1 + j(x2 + wye) with z1,y1, z2,y2 € Z, we get that:

nrd(51) = f(x1,y1) + pf (22, y2),

where f is the quadratic form f(x,y) := 2% — twy + s with ¢ := Tr(w) and s = nrd(w), of discriminant
A = t? — 45 = disc(R). By choice of w, we can always assume that t = —1 when A =1 [4] and t = 0
when A =0 [4], so that f is the principal form.

Let M := NS;. Solving the equation nrd(/;) = M will be done in two steps: first finding xo,ys € Z
such that f(x1,41) = M — pf(x2,y2) has a solution, and second solve the equation in z1,y; € Z.
The first condition to find a solution is pf(x2,y2) < M. Let ® be an increasing function such that
Al < (M) < %. To make sure this condition holds, we take S; big enough S; = Q(,/p), so that
M = Q(p), and ®(z) = log(x)®¢, where e € IN is such that |A| = o(log(p)®). We restrict the sampling of

T2, %2 to the interval I[—L\/@)(M)AAH +1; [/OM)/|Al] - 1}], so that:

f(z2,y2) = (152 - ;y2>2 + %yg < ®(M) (|i (1 - ;)2 + i) < (M),

since t € {—1,0} and |A| > 3, and finally pf(z2,y2) < p®(M) < M.

To find a solution (z1,y;) to the equation :

fwi,y1) =M —pf(wa,y2) (%)

(and check whether there exists one or not), we use an algorithm introduced in [41, § 46, pp. 73-75] based
on Gauss reduction of integer quadratic forms (see Algorithm 2 in Appendix B.1), which is polynomial
with the chosen input values. Let u := M — pf(z2,y2). Then (x) admits a solution if and only if A is a
square mod 4u and the form g, (x,y) := ur?®+vry +wy? is equivalent to f (where v € [0 ; 2u] is a square
root of A mod 4u and v? —4uw = A). Since A = 0,1 [4], the condition A is a square mod 4u is equivalent
to A is a square mod u. In order to be able to find a square root v of A by Tonelli-Shanks algorithm [28,
Algorithm 1.5.1], we require u to be prime. By Dirichlet’s arithmetic progression theorem, the density of
primes congruent to M mod p is zﬁ’ which is very close to the density of integers congruent to M mod p
(which is %) Hence, we can heuristically assume that the probability to find v € [M — p®(M), M] prime
is approximately 1/log(M) when we sample 23, ys. Assuming the distribution of the class [g,] among
the classes of forms of discriminant A is uniform when sampling zs,ys, we expect to find a solution
after h(A)log(M) tests, so in a polynomial time since A is polynomial and solving (x) can be done in

polynomial time.

Step d

We look for B2 € jR such that « = f182 mod RN, or equivalently, we look for an equivalence class
[B2] € FJR/RN such that I'’/RN = (R/RN)|[B1][B2]). We have a group action of (R/NR)* on the proper
non-zero left-ideals of R/NR by multiplication on the right. Hence, restricting our search to invertible
elements, in order to find [B2] € [j](R/NR)*, I'’/NR needs to be in the orbit of (R/NR)[51][4]-

Lemma B.6. (i) R/NR~ (R+jR)/N(R+ jR) ~ My(Z/NZ).

(i) The proper non-zero left-ideals of My(Z/NZ) are all principal and generated by a matriz of the

b
Ma,b = ¢ )
0 0
with (a,b) € (Z/NZ)?\ {0}.
Moreover, for (a,b), (a',V') € (Z/NZ)*\ {0}, the matrices My and My generate the same ideal

form:
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if and only if the equality of classes (a :b) = (a’ : V') holds in PY(Z/NZ) (3X € (Z/NZ)*, (a,b) =
A-(d,b')). Hence, there are N + 1 proper non-zero left-ideals in Mo(Z/NZ.).

(iii) There exists an orbit of at least N — 2 elements under the action of (R/NR)* on proper left-ideals
of RINR.

Proof. (i) We have B, oo @ Qn ~ M2(Qp) since N does not ramify in B, . Hence, the inclusion
R C B, induces an injection R — My(Zy). Taking the quotient modulo N, we get an injection
R/NR — My(Z/NZ). But |R/NR| = N* = |My(Z/NZ)| so R/NR ~ My(Z/NZ).

A similar reasoning ensures that (R + jR)/N(R+ jR) ~ My(Z/NZ) as well.

(ii) Let I be a proper non-zero left-deal of Ms(Z/NZ). Then I contains a non-zero element M.
M has rank 1, otherwise it would be invertible and we would have I = Ms(Z/NZ), contradicting the
properness of I. Since I is a left-ideal, we can change M by left operations. Hence, swapping rows if
necessary so that the first is non-zero and eliminating the second, we get M of the desired form M = M,
for (a,b) € (Z/NZ)?\ {0}.

If M’ € I is another non-zero matrix of I, we get that M’ = PM,  for (a’,b') € (Z/NZ)?\ {0} and
P € GLy(Z/NZ). If (a’, V') and (a, b) where linearly independent, swapping the rows My = P"*M’' € I
and adding M, p, we get that:

a b
( J Y ) € INGLy(Z/NZ),

contradicting the properness of I. Hence M’ = PM, v = APM,; where A € (Z/NZ)* is such that
(a/,b') = X-(a,b), so I is principal and generated by M, ;. We also have obtained that every matrix
My generating I verifies (a : b) = (o’ : b'), completing the proof of point (ii).

(iii) NV does not ramify in R since N { |disc(R)|. Indeed, |disc(R)| is polynomial while N = Q(,/p),
according to the heuristics of step c. Hence (R/NR) ~ F 2 if N is inert in R and (R/NR) ~ (Z/NZ.)?
if N splits in R. It follows that |(R/NR)*| > (N — 1)2, so that all elements of (R/NR)* are not in
(Z/NZ)*.

Let [p] € (R/NR)* \ (Z/NZ)*. Using the isomorphism R/NR ~ M(Z/NZ), we identify [u] with a

matrix:

( “ Z > € GLy(Z/NZ).

Let [A] € R/NR corresponding to the matrix Mj . Then, [A]([¢] + v) corresponds to My, for all
v € Z/NZ but [p]+v € (R/NR)* if and only if [u]+v is invertible 4.e. v is not a root of the characteristic
polynomial of [u]. So v can take at least N — 2 values.Since v € Z/NZ —— (a+ v : b) € PY(Z/NZ) is
injective, it follows that the orbit of [A] has at least N — 2 elements. O

By Lemma B.6, (R/NR)[61][j] and I’/NR will be in the same orbit with probability > %—ﬁ, which
is overwhelming so the equation @ = 182 mod RN will almost always admit a solution gy € jR. If it
is not the case, we can always repeat steps b and c. The equation can be solved in polynomial time in

log(p), simply using linear algebra in a Z-basis of R.

Step e

We are looking for A € [0 ; N — 1] and v € R such that 85 := ABy + N+ has powersmooth norm S;. We
restrict to v € R+ jR. Let us write 83 := j(C + Dw) and v := a+ bw + j(c+ dw) with C, D, a,b, c,d € Z.

We want to solve the equation:
Sy =nrd(By) = N?f(a,b) + pf(\C + Nc, AD + Nd) (),

where \,a,b, c,d € Z are unknown, where f(x,y) := 2% — tzy + sy? with t := Tr(w) and s := nrd(w).

69



First, we reduce this equation modulo N: A?pf(C, D) = Sy [N]. This equation has a solution if and
only if pf(C, D)S; is a square modulo N, so we may chose Sy to ensure it and find A # 0 [N] in time
O(log*(N)) = O(log*(p)) by Tonelli-Shanks Algorithm [28, Algorithm 1.5.1].

Now reducing (x) mod N? and factoring by N, we get:

SQ - Azpf(c, D)
N

A2C —tD)c+ A(2sD —tC)d = [N] (%x).

We have A # 0 [N], and (2C — tD)(2sD — tC) # 0 [N] with overwhelming probability (and if it is the
case, we can always repeat steps ¢ and d until this condition is satisfied). As a consequence, the equation
above has N solutions modulo N and we can determine all of them in time O(log?(N)) = O(log*(p))

using extended Euclid algorithm. We pick one of them at random satisfying:
INC +N¢|<N? and  |AD+ Nd| < N?,

so that: ,
t A A
fOAC + Ne,AD + Nd) < N? ((1 - 5) + 4) < N29+T|| < |A|NZ.
To make sure Sy — pf(AC + Ne, AD + Nd) > 0, we may have chosen Sy > p|A|N? from the beginning.
We repeat the sampling of ¢,d among the solutions of (x) until (So — pf(AC + N¢, AD + Nd))/N? is
a prime. Assuming the distribution of the random values we get is fairly uniform, we find a prime in

approximately log(p|A|N?) sampling operations. We then solve:

_ So —pf(AC + Ne¢,AD + Nd)

f(a, b) = N2 9

using Algorithm 2. If this equation has no solution, we repeat the sampling again. On the hole, we need
h(A)log(p|A|N?) = O(log(p)) test to find a solution. Hence, step e is polynomial.

Step f

Let 8 := B185. Then, 8 = A\3;182 mod RN = Aa mod RN. Since RN C I, it follows that 8 € I'.
Hence J := I’B/N is an integral left-ideal of norm nrd(J) = nrd(8)/N = S;1S2 by Lemma B.1, which is

powersmooth.

B.3 Effective Deuring correspondence

Given an elliptic curve Ey of known endomorphism ring R¢ admitting an /-compact representation and
a left ideal I C R of powersmooth norm prime to ¢, we want to compute the isogeny ¢y : Eg — E of
kernel Ep[I] defined by Deuring correspondence (see Appendix B.1). The algorithm we present here is
due to [44]. The authors chose to present it in the case of Example B.3 (p =3 [4], Ep : y*> = 2® + z and
Ro = <17j, %, #>) Our presentation is simply a generalization.

We write I := (a1, a9, as, ay) where the a; are f-useful and concise, i.e. written in an ¢-useful and
concise Z-basis of Ry (as defined in Paragraph 3.1.1) with coefficients of polynomial size in log(p). In
particular, the a; can be evaluated in polynomial time in log(p) at any point of Ey of order prime to £
defined over a field extension of IF,, of polynomial degree in log(p).

Let us write nrd(I) := [];—; £*, with ¢1,- - - , £, prime numbers # ¢,p and ey, - - - , e, € IN*. We assume
that the £;* are all bounded by an integer B € IN*. Since |ker(¢;)| = deg(¢r) = nrd(I) is exponentially
large in log(p), one cannot describe ¢ via its kernel or formulas. The algorithm represents ¢; as a chain
of isogenies ¢; : E;_1 — E; for ¢ € [1; r] such that deg(¢;) = ¢;* for alli € [1; r] and E, = E.

Factoring I by integers if necessary, we may assume that E[I] is cyclic. Then, for all i € [1 ; r], there
exists R; € Ey[l;'] of order £;* such that ap(R;) = 0 for all k € [1; 4]. Then > ;_; R; is of Ey order
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[Ti=1 ¢ = nrd(I) and in Ey[I] so it generates Ey[I]. We may then define the ¢; as follows: ¢ := [1]g,
and for all i € [[1 ; r], ker(¢;) = (¢j—1 0-+-0dg(R;)). (using Vélu’s formulas [11]). Indeed, by induction,
fori e [1; r], ¢i—10---0p1(R;) has order £ since ¢;_1 o --- 0 ¢ has degree H;;ll K;Tj, which is prime
to £ so ¢; has degree £;". Moreover, ker(¢, o---0¢g) 2 (> ;_; R;) and we have an equality by a degree

argument so that ¢; = ¢, o --- 0 ¢yg.

Hence, the following algorithm:

Algorithm 4: Effective Deuring correspondence

=

®

Data: E an elliptic curve, Ry, an ¢-compact representation of End(Ep) and I C Rg a left-ideal of

powersmooth norm nrd(I) = [[i—, ¢;* prime to £ and p, with a concise Z-basis (a1, - , a4).

Result: The isogeny associated to I: ¢; : Ey — E, expressed as a product ¢y = ¢, 0--- 0 ¢q,

with deg(¢;) = ¢5* for all i € [1; r].

¢o == (1] ko;

for:=1tordo

Find (P;, Q;), a Z/¢; ' Z-basis of Ey[¢;'] using Algorithm 5;

Find a,b € (Z/{('Z) such that R; := aP; + bQ; has order ¢ and ax(R;) =0 for k € [1 ; 4].
This can be done by finding the discrete logarithm of (cx(Q;))1<k<a in the group Ej with
basis (ar(P;))1<k<a (in this case b = 1), and if it fails, finding the discrete logarithm of
(o (P;))1<k<a with basis (o (Q:))1<k<a (in this case a = 1);

Compute S; := ¢p;_1 00 Ppo(R;);

Compute the isogeny ¢; : F;_1 — E; with kernel (S;) by Vélu’s formulas;

end
Return ¢17 o 5¢T;

Algorithm 5: Computing the basis of a torsion subgroup

[ ) N

[«

10

11

12

13

14

15

16

17

Data: Ey/IF,2 an elliptic curve and N a (relatively small) integer prime to p.
Result: A Z/NZ-basis (P, Q) of Eyg[N].
Find a root « € F,, of the N-th division polynomial W% (X);
Find y € F,, such that (z,y) € Ey and set P := (z,9);
Compute order(P);
while order(P) # N do
Find a new root z € IF,, of % (X);
Find y € F,, such that (z,y) € Ey and set P := (z,9);
Compute order(P);
end
Find a new root z’ € F,, of U4 (X);
Find ' € F, such that (2/,y') € Ep and set Q := (2, y');
Compute order(en (P, Q));
while order(en(P,Q)) # N do
Find a new root 2’ € T, of ¥%(X);
Find y' € T, such that (z/,y') € Ep and set Q := (2, y');
Compute order(en (P, Q));
end
Return (P, Q);
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B.4 Discrete logarithm and basis computation in finite abelian
groups

In this section, we present some algorithms due to Sutherland [45] to compute discrete logarithms and
basis of finite abelian groups, with the intent to apply them to C1(O,,).

The first three paragraphs are general and apply to any finite abelian group. However, the case of
C1(O,,) is much simpler because this group is either cyclic of the product of Z/¢Z and a cyclic group.

B.4.1 Discrete logarithm in a basis

Throughout this paragraph, if G is a finite group and g € G, we shall denote by |g| the order of g. If
F:=(91," ,9r) € G" and x € Z", we shall denote:

FT = ﬁgf’
i=1

Definition B.7. Let G be a finite abelian group. We say that the family F := (g1,--- ,g,) € G" is free
if for all z € Z", [T, 9;* = 1 if and only if |g;||x; for all i € [1 ; r].

A basis of G is a free family B := (g1, ,g,) € G" generating G. Equivalently, B is a basis of G if
for every element h € G there exists a unique = € [[;_; [0; |g;| — 1] such that B* = h.

A basis is primitive if it does not contain a trivial element: g; # 1 for all i € [1 ; r].

Definition B.8. Let h € G and B := (g1, - ,g») € G" be a basis of G. The discrete logarithm of h in the
basis B, denoted by DLg(h) is the unique tuple z € [[i—; [0 ; |g:| — 1] (or equivalently, z € [[i—, Z/|9:|Z)
such that B* = h.

Definition B.9. A finite abelian group G is effective if:
(i) Given a,b € G, we can compute a -b € G.

(ii) Given a € G, we can compute a~! € G.

(iii) Given a,b € G, we can test whether a = b.

(iv) |G| and its decomposition into primes are known.

In the following, we fix an effective finite abelian group G, a basis B := (g1, , g,) of G and h € G.
We present an algorithm to compute DLg(h). Let N := |G| and its decomposition into primes:

S
N = pr”
i=1

For all i € [1; s], let IV; := p% and:

i

G = {QNi

g € G}.
Lemma B.10. (i) We have two group isomorphisms:

0:G = J[i=Gi g vIlmG & G
an

g9 — (M h<iss (9ih<ics +— [Tz 9:-
It follows that G; is the p;-Sylow subgroup of G for alli € [1 ; s].

(ii) Fore € Z, let G := {g° | g € G} and B®) := (g5,--- ,g%). Then B'®) is a basis of G°. In particular,
Bi = BW) = (gNi ... gNi) s a basis of G; for alli € 1 ; s].
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(iii) To compute x := DLg(h), it suffices to compute x; :== DLp,(hN?) for alli € [1; s]. We then

recover each component x; of x (j € [1; 7]) by the Chinese remainder theorem:
zj = @i [pi"]-

Proof. (i) Let ¢ € G such that ¢™¢ = 1 for all i € [1; s]. Then |g||N; for all i € [1; s]. But
ged(Ny,---,Ns) =1, so that |g| = 1 and g = 1. Hence ¢ is injective, so [[;—; |Gi| > |G] .

If (gi)1<i<s € [[i=1 Gi is such that J[7_; g; = 1, then we get that []5_, gév'i = gfvi = 1 for all
i€l s], since |gj|\p?j for all j € [1; s]. Hence |g;||N; and |g;||p;* so g; = 1 because N; and p3'* are
coprime. Hence ® is injective. It follows that [];_; |G;| = |G| so that ¢ and 1) are isomorphisms.

(ii) Trivially, B(®) generates G¢ and furthermore, if = € Z' is such that B()* = 1 then |gj]lex; for all
j €[1; r], since B is a basis of G, so that |g§| = [g;|/ ged(e, |g5])e/ ged(e, |g;])z;. Since |g;]/ ged(e, |g;])
and e/ ged(e, |g;]) are coprime, we get that [g§||z;, for all j € [1 ; r]. Whence (ii).

(iii) For all = € Z", we have:
B*=h<=¢(Bh H=1<=Vic[l;s], BY"=pB=nV.

By unicity of the discrete logarithm, it follows that for all ¢ € [1; s] and j € [1; r], we have z; =
x5 [p'], where x; := (245)1<j<s := DLg, (h™). O

With the previous lemma, we reduce our computation to the computation of discrete logarithms in p-
groups, so we can assume that G is a p-group. Let ¢(G) be the exponent of G and o = o(G) := log, (e(G)).
We show how to reduce our computation of discrete logarithms in G to the computation of o discrete

logarithms in a p-subgroup of exponent p. Indeed, if z = (21, -+ ,z,) := DLg(h), we can write in basis p:
0'1'71 0'1'71

; . ._ ko _ i—1—k
Vie[l;r], z:= Z Tios—1-kKD" = Z i kp° )
k=0 k=0

with o; := log,(|g:[) < o and z; € [0; p—1] for all k € [0; o; —1]. It follows that for all [ €
[0; c—1]:

s T r .
! ! o=l k41 o=l o;—1—k+1 o;—1 min(l,0; —1) 2z I—k
pt _ paple r—o Tio;—1—kP _ k—o ZTi,kP _ p k=0 i,kP
W =8"" =] =119 =119 ;
i=1 i=1 i=1
i.€.
T T
1 -1 oi—1—k .
! -y z4,,P7% iy,
p k=0"" _ il
h g; = | I g; .
1<ilr 1<ilr
lSO'i—l lgoi—l

hy
Hence, assuming that the x; are known for [ > o; and that the z;; are known for [ < o; — 1 and

ke [0; I —1], we can compute the z;; for I < o; — 1 as:

(zi1)i<o,—1 = DL¢, (),

with:
o= 1

Co:=(90" )i<o—1-

Hence, we reduced to the case where G is a p-group of exponent e(G) = p. This can be done in time
O((y/p+1)"), for instance with Baby-step, Giant-step algorithm.

Lemma B.11. Algorithm 6 is correct. This algorithm performs at most:
mr+2 (| 2] +1) —2r -3
m
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Algorithm 6: Multivariate Baby-step Giant-step in a p-group of exponent p

Data: G an effective abelian p-group of exponent p, a basis B := (g1, ,¢,) of G and h € G.
Result: DLg(h).

1 Set m < [\/p];
2 Compute [];—; gfl for all (j1,-+-,jr) € [0; m — 1]" and store the result in a hash table;
3 Compute h[]i—; g;"ki for (ky,--- ,ky) € [0; {%“]r until we find a collision
W1z o™ = TTiza g7 for (ji,--- . Gr) € [0 5 m—1]";
4 Return (j; — mk;)1<i<, modulo p;

multiplications and (L%J + 1)T lookups in a hash table. Hence, assuming the table lookups and group

operations have constant cost, the algorithm performs in O((\/p +1)").

Proof. To prove the corectness it suffices to prove that a collision is found on line 3, i.e. that the indices

Ji — mk; cover Z/pZ. Since they cover the interval [[—m Lﬁj ;m — 1]] of cardinality:

m{EJ—l—mz(g—l)m—&—m:p,
m m

they indeed cover Z/pZ and the algorithm is correct.

On line 2, the algorithm computes:
Spi=ATT o7 | G o i) €105 m=11".
i=1

Let ©(S,) the number of multiplications necessary to compute S,.. Knowing S,._1, one can compute S,

m—1

by computing 1,g,, g2, ,g" (m — 2 multiplications) and multiplying each element of S, \ {1} by
these elements ((m — 1)(|S,—1| — 1) multiplications). It follows that:

w(Sr) = (m=1)(|S—1|=1)+m=2+u(S;—1) = (m=1)(m" " =1)+m=2+p(S;-1) = (m=1)m" ™' ~1+4(S,-1).

Since p(S1) = m — 2, it follows that:
r—1
w(Sy) 22((m—1)mk—1)+m—2:m(m’”*1—1)—(7‘—1)—|—m—2=mr—r—1.

k=1

Similarly, computing [];—; g™ for all (ky,--- k) € [o; |

(|2]+1) =r—1
m
multiplications. Taking into account the multiplications by h, we get:
([Z]+1) —r—1+ ([ 2] +1) —1=2([2] +1) -r-2
m m m

multiplications in line 3. We also have as many table lookups as elements computed in line 3, hence
(L%J + 1)T table lookups. This completes the proof. O

Z| | " requires:

Assuming again that G is general (not a p group), the following algorithm computes the discrete
logarithm DLg(h) in G.

Proposition B.12. Algorithm 7 is correct and computes DLg(h) with:

O (Z oi((v/pi +1)" +rlog(N)) +1rs logQ(N)>
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Algorithm 7: Multivariate discrete logarithm in an effective finite abelian group

Data: G an effective abelian group, N := |G| and its decomposition into primes N := [[;_, pj"’, a
basis B := (g1, ,9r) of G and h € G.
Result: DLg(h).
1 fori=1to s do

2 N; + %;
— ) N; Ni .
3 Bi—(bly"'7br)<_(9117"'7gr )7
4 h; + hNi;
5 for j =1 tor do
Nv
6 ‘ i, < log,, 1g;"1;
7 end
8 O < MaXj<i<r 04 j5;
o | zi+ (O)i<j<rs
10 for!=0;,—1to 0do
P —plx;
k3 £ .
11 hi,l < hi H 1<j<r b] ;
lSO‘rL',j—l
pli
12 Cig + (b;" ) 1<j<r s
ZSULJ‘*l
13 y < DL¢, ,(hi;) (using Algorithm 6);
Ui)‘—l—l
14 (@ij) 1<ier < (Tig+0"7 Y) 1<i<r
1<o;,;—1 I<oi;—1
15 end
16 end

17 Compute z € [, [0; |gj] — 1] such that x; = z; ;[p;"] for all i € [1 ; s] and j € [1 ; r] using
Chinese remainder theorem [28, Algorithm 1.3.12];
18 Return z;

elementary operations, where N := |G| = [[i=, p;" and o; is the logarithm in basis p; of the exponent of
the p;-Sylow of G for alli €1 ; s].

Proof. The correctness follows directly from what we explained above.
For the complexity, we count the operations line by line. Line 2 is negligible, lines 3 and 4 require r+1

exponentiations by N, that can be performed with log(N;) multiplications for all ¢ € [1 ; s]. Hence, line

3 and 4 cost:
0 <(r +1) Zlog(Ni)>
i=1

multiplications. Computing the exponents on line 6 requires at most o;r exponentiations by p; for all

i€[l; s], for a total cost of:
0 (r > o log(pi)>
i=1

multiplications. Line 11 requires at most r exponentiations of order of magnitude pJ*, r multiplications

and an exponentiation by pl for all i € [1; s] and [ € [0 ; o; — 1], for a total cost of:

s o;—1 s s
i o;\0; — 1
o) <Z Z (rojlog(ps) + llog(pi) + r)) =0 (rszm(l + oy log(p;)) + Z % log(pi)>

i=1 =0 i=1 i=1
multiplications. The C;; on line 12 can be computed outside of the loop on ! and inside the loop on 4 for

@) (r Z(ai —-1) log(pi)>

i=1

a total cost of:

multiplications. Line 13 requires the computation of a discrete logarithm in p;-group of exponent p;,
whose complexity is O(y/p; +1)") (by Lemma B.11) for all ¢ € [1; s] and j € [0; o; — 1], for a total
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cost of:
o (Z oi(\/pi + 1)7‘)

elementary operations. Line 14 is negligible. Finally, line 17 requires the computation of r Chinese
remainders with s variable integers of order of magnitude N, using Algorithm [28, Algorithm 1.3.12],
hence applying rs times extended Euclid’s algorithm for a total cost of O(rslog?(N)). Taking the

dominant terms into account only, we get the announced time complexity. O

B.4.2 Basis computation from a generating set

Let us recall the notations of the previous paragraph: let G be an effective finite abelian group, N := |G|
and its decomposition into primes N = [[;_; p;". For all ¢ € [1 ; s], let N; := % and G; == {gVi | g €
G} '

Lemma B.13. (i) Let S := {s1,---,58;} be a generating set of G. Then, for all i € [1 ; s], SN .=

{sNi, .- 5N} generates G;.
(ii) Let B; be a basis of G; for alli € [1; s]. Then, B :=\/;_; B;, the concatenation of the B;, is a basis

of G.
(iii) If G is a p-group G, then all of its basis have the same cardinality, which is called the rank of G.
Proof. (i) Trivial.

(ii) It follows directly from the fact that:
’(/J : H?:l Gz ;> G
(9i)1<i<s > Tliz19i

is an isomorphism, as proved in point (i) of Lemma B.10.

(iii) Let B := {g1, - ,gr} be a primitive basis of G. Then, all the orders |g;| are non-trivial powers

of p.Without loss of generality, we can reorder the g;, so that |g1]|---]|g-| and we trivially have:

T

G ~[@z/19:l7)

i=1
via the isomorphism x € [[;_,(Z/|g;|Z) — B* € G. Hence, |g1|,--- , |gr| are the invariant factors of G
so there are unique and in particular, their number is fixed and depends only on G. O]

The previous lemma indicates that it suffices to find basis of the p;-Sylow subgroups G; of G to

compute a basis of G. In the following, we assume that G is a p-group.

Definition B.14. Let B := (g1, - ,g,) be a free family of G and h € G. We denote by DLj(h) the
tuple (,e) € Z* x Z such that e € IN is the smallest integer such that h?* € (B®")) = (gfe, -+ ,gP") and
x := DLge) (hP°), so that h?" = BP?.

Lemma B.15. Let B := (g1, - ,9r) be a free family of G, n; = log,(|gi|) for all i € [1; r], mo :=
ming <;<, n;, M := maxi<;<, n;, (¢,e) := DLg(h) and b/ := hB~". Suppose that |h| < p™. Then:

@) [n'] = p°.
(ii) If furthermore |h'| < p™°, then B' := BV (') is a free family.

Proof. (i) By the definition of DL} (1), we have h?" = BT, so that B’7" = (hB~)P" = 1. If ’*" =1 for

¢/ < e, then we would have h?° = BP* # and e would not be minimal for this equality. Hence, |n'| = p°.
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(i) We assume that |h'| < p™° and that B’ := BV (k') is not free. Then, we have a non-trivial relation
W* =BY for k € Z\ {0} and y € Z" \ {0}. Let us write k := k'p’ with k € Z\ {0} and f € [0; e —1]
such that ged(k’,p) = 1. Let [ be an inverse of &' modulo p®~/. Then, we get n'P’ = B* with z == ly.

p’ 1 z. Indeed, otherwise, set v := x + z/p’. Then:

W' = (BT = getr’e = pelv,

but f < e, so it contradicts the minimality of e.Hence, p/ 1 z.

We also have mg > e > f since |h'| < p™0, so that:

L= pP™ — g e
and consequently, p™|[p™° =/ z; so p™o|p™o~Fz; and pf|z; for all i € [1 ; 7]. Contradiction. Hence, B’ is
free. O

Our basis computation algorithm follows from the previous lemma. Assume that we already have
constructed the free family B := (g1, ,g,) and that we have a generating set S := {s1,---,s:} (that
is not free in general) such that (BU S) = G. We assume that |s;| < p™ for all ¢ € [1; t]. Let
(zi,e;) := DLg(s;) for all 4 € [1; t]. Then, e; < log,(|si|) < mg and s := s;,B87" has order e; for
all i € [1; t]. We select ig € [1; t] such that e;, is maximal, set g,y1 = s}, B’ := BV (g,41) and
S"i={s1, -, 81y \ {5}, }. Then, B is still free by point (ii) of the lemma, we still have (B’'US’) = G and
log, (|s}]) = e; < min(my, e;,) so that our invariants from the beginning are still satisfied with B’ and S".

Applying these principles, we can compute a basis from a generating set using the following algorithm

due to [45].

Algorithm 8: Basis computation in a p-group.

Data: G an effective abelian p-group, a generating set of G, S := {s1,--- , s}
Result: A primitive basis of G: B := (g1, , 9).
B+ 0;
e; < log,(|si|) for all i € [1; ];
if Vie[l; ¢], e; =0 then
‘ Return B;
else
Go < argmax) << €;;
B BV (s;);
S« S\ {si} and t « |S|;
end
while ¢ # 0 and maxi<;<;e; > 0 do
fori:=1tot,e; >0do
(z;,€;) + DLj(si) (try to compute DLgee) (h?") for e := 0 to e; using Algorithm 7 until the
computation succeeds);
13 8;  §; B
14 end
15 if Vie[l; ¢], e, =0 then
16 ‘ Return B;
17 else
18 10 < argmaxy «;<¢ €i;
19 B+ BV (si);
20 S S\ {s;,} and t + |S|;
21 end

© O N O 0k W N

I
N = O

22 end
23 Return B;
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Proposition B.16. Algorithm 8 terminates and is correct. It performs:
O(t*(0*(vp+1)" + orn®log®(p)))

elementary operations, where t := | S|, p° is the exponent of G, |G| = p" and r is the rank of G.

Proof. The algorithm terminates because the number of elements in S decreases at each iteration of the
loop, unless all the e; are zero in which case the termination is immediate. As explained above, the
algorithm respects the following loop invariant: B is a free family, (B U S) = G and the orders of the
element of S are smaller than all the orders of elements of B. When the algorithm terminates, S is either
empty or equal to {1}, so B generates G and is a basis. Hence, the algorithm is correct.

Now, we compute the complexity. The order computation on line 2 requires at most to exponentiations
by p, each of them costing O(log(p)) group multiplications, for a total cost of O(to log(p)).Operations on
lines 3 to 9 are negligible. The while loop is executed at most ¢ times (¢ being the initial cardinality of |S]|
here). At the j-th iterations of the while loop, we have |S| <t — j so we execute lines 12 and 13 at most
t — 7 times. Everytime it is executed, line 12 requires at most ¢ computations of the discrete logarithm

in a p-group with a basis of r elements so we have a complexity of:
O(@*((Vp+1)" +rlog(|G])) + orlog?(|G])) = O(o?(vp + 1)" + arn* log?(p)),

using Algorithm 7. Everytime line 13 is executed, j exponentiations and j multiplications are performed,
for a cost of O(j(olog(p) + 1)). Hence, the total cost of line 12 and 13 (counting the number of times
they are executed) is:

0 <<02<\/13 +1)" +orn’log’(p)) > _(t — j) + (o log(p) + 1) Zj)

Jj=1 Jj=1

= O((a?(/p + 1) + orn?log?(p)))

The time complexity of the algorithm follows. O

B.4.3 Specialization to the case of the ideal class group Cl(O,)

By Theorem A.15, C1(O,,) is either cyclic or of the form (Z/¢Z) x (Z/h,—1Z) with h,_1 := | Cl(O,,—1)|.

We want to find a basis of Cl(O,,) given the generating set S := {[q1], - ,[d¢]}. In that case, we do
not need to use Sutherland’s algorithm (Algorithm 8). First, we compute all the orders of the [q;]. Then,
we build g; € C1(O,,) whose order is |g1| = lemi<j<¢|[q;]| (the exponent of Cl(O,,)). In general, one of
the [q;] will convene. Otherwise, we may take the product of all the [q;].

If C1(O,,) is cyclic, then gy is a generator and we are done. Otherwise, |g1| = hy,—1 and to find a basis
of C1(Oy,), it suffices to find g & (g1) of order £. We simply try to compute the discrete logarithm of [q;]
with respect to g; with Algorithm 7 (for » = 1) and stops when it fails. If it fails for j € [1 ; ¢], we must
have [q,]° € (g1) so we find the discrete logarithm k := DL, ([q;]%). Since C1(O,,) has exponent h,, 1,
we must have gfh"’l/é = [q;]" -1 = [1], so that h,_1|kh,_1/¢ i.e. £|k. Set k' := k/¢ and go := [qj]gl_k/.

Then g, is convenient.

Lemma B.17. Assume that h(Og) = 1 and that ¢ is relatively small. Then, given a generating set of

Cl(O,,) with t elements, one can compute a basis in time O(tn?) in the worst case.

Proof. To compute the orders of the [q;], one only has to compute their exponentiation by all the divisors
of h,, = | C1(O,,)|. Since h,, = ﬁ (¢ — (28£)), there are O(n) such divisors and each exponentiation
K1

takes O(log(hy,)) = O(n) operations. Hence, the total cost of this step is O(tn?).
Computing g; costs O(t) operation in the worst case (multiplying all the [q;]).
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Computing a discrete logarithm by Algorithm 7 costs O(n?) and there are t+1 such discrete logarithms

to compute in the worst case. The total complexity follows. O

B.5 Lattice of relations of a finite abelian group

Given a finite abelian group G and a generating set S = {s1,--- , s;} of G, we want to compute a Z-basis

of the following lattice:
t
L:{(el,--~,et)EZt Hsjjzl}
j=1

Using Algorithm 8, we can compute a basis B := (g1, , g,) of G and then use Algorithm 7 to compute
the discrete logarithm z; := DLp(s;) for all j € [1 ; ¢].
We then have for all e € Zt:

t t
e€ L+ Hs;j =1 = Bl 9T =] = Yk € [i; ], Zejmj,k =0 [|gxl]
j=1

j=1

<— Xi-e=0 [|gkl]

with Xy := (2;1)1<j<t, seen as a line vector for all k € [1 ; r] and e seen as a column vector.Hence:

L= ﬂ L,
k=1
with Ly, := {e € Z' | X - e = 0 [|gx|]} for all k € [1; r]. To compute L, it is useful to introduce dual

lattices.

Definition B.18. Let A C R? be a full-rank lattice. Then, the dual lattice of A, denoted by A* is the
lattice:
A ={zeR?|Vy A, (x,y) <€},

where (.,.) is the usual scalar product.

Lemma B.19. Let A, Ay, -, A, C R? be full-rank lattices. Then:

(i) If B is a Z-basis of A, then (BT)™1 is a Z-basis of A*.

(i) A =A.

(iii) Suppose that p—y Ak has full-rank. Then (Niei Ak)" =Y ho1 A}

Proof. (i) Let us write B = (by|---|bg) and (BT)=! = (b3]---|bj) in columns. Then, for all 4,5 € [1 ; d],

we have:

(b,b;) =b -b; = (B~ B);; =06,, € Z.
It follows that A* contains (BT)~!. Conversely, let x € A*. Since (BT)~! is invertible, the b form a
R-basis of R? so we can write z = Z;.Ll x;bf with xq1,--- , 24 € R. Hence, for all j € [1; d]:
d d
(x,bj> = Z.’L‘Z<b:,b]> = inéi,j =T € Z,
i=1 i=1

so x is an integer linear combination of the b} and (BT)~! is indeed a basis of A*.

(ii) It follows immediately from (i).
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(iii) By (ii), it suffices to prove that (,_; Ax = (O h_1 A})". Let x € R% Then, we have:

x € ﬂAk@)Vke[[l; r], Yy € A, (m,y>€Z<:>VyEZAZ, (x,y) eZ <=z € (ZAZ) .
k=1 k=1 k=1

The result follows. O

L has full rank since G ~ Z!/L is finite so we may apply point (iii) of the previous lemma to get:
T
L*=>"1IL;.
k=1

Hence, it suffices to obtain generating families of the lattices L}, to obtain a generating family of L*. We
then compute the HNF of the matrix of this generating family to obtain a basis C' of L*. We the easily
obtain a basis B := (CT)~! of L.

Actually, the following lemma ensures that L} = |gx| 1 (Z- X[ +|gk|Z!), so we can apply this method

to determine B.

Lemma B.20. Let v € Z%, ¢ € IN*,

A;‘(v):{xGZde,x}EO[q]} and A,(v)={ye€Z*|IN€Z, y=X v}

Then Ay (v)* = ¢ ' Aq(v).
Proof. By Lemma B.19, points (i) and (ii), it suffices to prove that Ag(v)* = gAJ(v). Let # € Z* . Then:

reNW) = z€(Z v+qZ) < (v,x)€Z and VycZ¢ (qy,z)€Z

1
ez z=-2' and (v,2')=0[¢ <= z€q 'A;(v)

q

This completes the proof. O

Algorithm 9: Relation lattice basis computation.

Data: G an effective abelian group, a generating set of G, S := {s1,---, s} and a basis of G,
B=1(g1, - ,gr) (computed with Algorithm 8 for instance).
Result: A basis of the relations lattice L := {(e1, - ,e;) € Z! | Hj‘:l 55 =1}
xj = (xjk)1<k<r < DLg(s;) for j € [1; t];
Xi < (xjk)1<j<¢ for all k € [1; 7];
m < lem(|g;])1<j<e;
a M« (m/|g| XT |- - Im/|g,| X |m1;) € My i (Z);
5 M' < HNF(M) using [28, Algorithm 2.4.4];
6 C+ (M];) 1<i<t ;
r 1< <r 4t
7 B+ m(CT)~ 1
8 Return B;

W N =

B.6 Kuperberg’s algorithm

The presentation of this section follows Kuperberg’s foundational article [14]. Let us consider a finite
abelian group G with multiplicative law. We define the dehedral group associated to G as the semi-direct
product:

D¢ =G %y (Z/27),
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with ¢ : Z/27 — Aut(G) given by ¢(1)(g) := g~! for all g € G, so that D¢ is the set G x (Z/2Z.) with

inner product given by:

Vg,9' € G e,€ € (Z)27), (g,€)-(g',€) = (9¢(e)(g'), e+ €)= (99" e+ €).

When G is cyclic of order N, D¢ is isomorphic to the dihedral group of order N denoted by Dy
generated by a reflection y (of order 2) and a rotation x (of order N) related by yzyx = 1. Elements
of (x) are called rotations and the others are called reflections. Similarly, when G is not cyclic, we can
set y := (1,1) whose order is 2 and embed G in Dg, so that D¢ is generated by y and G and for all
g € G, ygyg = 1. Elements of G are called are called rotations and the others are called reflections. y is
called the standard reflection but actually, any other reflection v’ satisfies y'gy’g = 1 for all g € G and
(') G = Dg.

Problem B.21 (Hidden Shift Problem). Let G be a group. Given f,g: G — S two injective functions
such that there exists s € G such that g(x) = f(sz) for all x € G, the problem is to determine s.

Problem B.22 (Hidden Subgroup Problem). Let G be a group. Given f : G — S a function such that

there exists an unknown subgroup H C G satisfying:
Ve,y € G, f(x)=fly) <=y € Hz,

hence, inducing an injective map G/H — S, the problem is to determine H.

Problem B.23 (Hidden Reflection Problem). Hidden reflection problem is a particular case of the hidden
subgroup problem when G is dihedral and H is generated by a reflection.

Lemma B.24. The hidden subgroup problem in a finite abelian group G is equivalent to the hidden
reflection problem in the dihedral group Dg.

Proof. Let f,g: G — S two injective functions such that there exists s € G such that g(x) = f(sz) for
all z € G. Let h: Dg — S defined as follows:

Ve e G, h(z):= f(x) and h(yz):= g(x).

It follows that for all u,v € Dg, h(u) = h(v) <= v € Hu with H := (ys—1).
Conversely, let h : Dg — S inducing an injective map Dg/H — S where H is generated by a
reflection 3’ € D¢, that we may write ' := ys~! with s € G. Then, let f,g: G — S given by:

Veed, f(z):=h(x) and g(z):= h(yx).

Then, f and g are injective and g(z) = f(sz) for all z € G. O

Hence, in the latter, we explain how to solve the hidden reflection problem.We start our explanation

for G cyclic: G ~ Z/NZ. We shall then explain how the general case reduces to this case.

B.6.1 Hidden reflection problem in the cyclic case

In the following, we fix H := (yz®) with y the standard reflection,  a generator of the rotation subgroup
and s € Z/NZ, the slope of our hidden reflection. We also fix f : Dy — S, a function such that for all
u,v € Dy, f(u) = f(v) if and only if v € Hu. Our goal is to find s when f is given.

We explain how operations are performed on a quantum computer using the formalism of [46, chapter

8] and the lecture notes of Dimitri Petritis [47, chapters 2 and 3|, modelling quantum states as density
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operators and quantum operations as unitary operators or partial traces. We assume that S := {0, 1}° is

a set of bits.We associate to f a unitary operator Uy, defined on the Hilbert space C[Dy x 5] as:
Vg€ Dn,s €S, Ujlg,s) = 19,8 f(9)),

where @ is the bitwise addition (xor). Assuming there is a classical circuit to compute f, we can create
a quantum circuit representing Uy. Hence, our classical oracle computing f translates into a quantum
oracle computing Uy.

Let us denote for all finite sets F' C E, |F') € C[E] the unitary vector:

ﬁz‘f

fer

The first step of Kuperberg’s algorithm is to prepare the system in the quantum pure state pg := |¢) (1]
where |¢) := |Dy)|0¢) € C[Dy x S]. Then, we operate by Uy and discard the output register C[S]. After

this operation, the system is in the mixed state:

p1 = Treps) (U - po - U}),

defined on C[Dy].

The second step is to operate by quantum Fourier transform Fy, defined on C[Dy] as follows:

N-1

1
w me
N
7=0

VEe[0; N—1],e€{0,1}, Fnly‘z

with wy = N
ps = Fn - p1- Fhs

defined on C[Dy].

Since Dy is in bijection (as a set) to the Cartesian product of y with (z), we have C[Dy] ~ C[Z/2Z]®
C[Z/NZ], and in this decomposition, every basis vector |yz*) with € € Z/2Z and k € Z/NZ can be
represented as |e)|k). The third operation of Kuperberg’s algorithm is to measure the last register |k) of
the system pa.

Lemma B.25. We have:

Z |Hg)(Hyg|

96 (@)
1 N=
_ —ks
and py = 5 kz_: 0k) + Wk | 1K) ((0K| + wi®s (1K]).
Hence, after the measurement step, the system is in the pure state:

%) == —=(10) + wiF[1)).

7
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Proof. We have:

p1 = Tregs) (U - po - UL) = Treys) (U Dn0°)(Dn0°|UY)

1
= Tre(g) 2N Z Uylg,0°)(g’, OP\UT ZWTFC[S] Z g, f(9)){d, f(g)]

9.9'€DnN g9,9'€DnN
1 1
=N ST @)Y = 5N > ST o]
s€S g,9'€DN s€f(Dn)  g,9'€Dn
fl9)=r(g")=s
1
N Do D0 =5 D [He)(Hy|
g€{x) h,h’'€H gE(x)

where we used the fact that every element of Dy can be uniquely written as the product of an element
of H and an element of (x), so that Dy /H ~ (x) and the fact that f induces a injective map Dy /H ~
(x) — S.

For all k € Z/NZ, we have:

1 s 1 j 1 j(k+s i
FulHat) = —=Fn(ak) + lyatt) = <= D~ (@]e?) + Wl |yad)),
V2 2N
so that:
1 N-1 N-1
LAP] j(k+s i U(k+
FlHa*) (Hab|Fl = 5= 37 @i le?) + i lya?)) 3 (™ (@' + oy ')
j=0 1=0
1 Dk i k Ik i k—I(k+s
=on 2 @ el )l ) e
0<j,I<N-1
1) (k+s
+ w7y )
and finally:
N-—
p2 = Fnpr Fl = Z | Ha®) (Ha*| Fl,
=0
N
l . is . s X .
— v (Z N > (127 | + i lya? ) '] + w27 a' | + lya ) (yr'])
0<],l<N 1
1 ; . el 4
=5 O Mo (lef) !+ Wl lyed) (@] + witla) et + ya?) (ya'])

0<jI<N-1

1
1 s —ks ]
o 2 (1) + Wi lya®) (] + w2 ya®| + Jya®) (g
k=0

n—1

N—
57 (1) + e ) (] + iy Z OF) + wh? [16)) (0K + w3 (1]

k=0

It is now clear that if we measure the last register C[Z/NZ] and find the value k, then the system is

in the following state right after the measurement:

TR k) (kl-p2-T@[R)(Kl 1 o .
T Do To R — 2008 +@NIR)0k) +wy™1k),

which is a the pure state associated to:

[Yr) = 7(|0> +wiPlL),
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the last register |k) being omitted because it does not carry any information. O

We have just described a procedure to compute states ;) = —==(|0) +wk?|1)) with uniformly random

2
values of k € Z/NZ as follows:

Algorithm 10: Procedure to produce the states |¢y) with k € Z/NZ uniformly random.

Data: f: Dy — S with a hidden reflection yx® and a quantum oracle to compute Uy.
Result: A state |¢) together with k, for k € Z/NZ uniformly random.
1 Prepare the system in the pure state pg := |Dx)|0¢)(0¢|(D¢g| over the Hilbert space C[Dy x SJ;

N

Let Uy act on pp and discard the output register to produce p; := Tres)(Us - po - U});

Apply the quantum Fourier transform to obtain ps := Fy - p1 '}-th;
Measure the register C[Z/NZ] of ps to obtain k € Z/NZ and |i)y);
Return k and |y );

o~ W

With this procedure, we can produce as many states |¢) as we want and then apply a sieving
procedure to all those states in order to determine s. The sieving relies on the ability to produce a new

state when two states are given.

B.6.2 Principle of the sieve: producing new states

Let |¢x) and |1);) be two sampled states. We consider the joint state:
9rt) = 5 (100) + w?110) + wgl01) + w07 |11))
and we let the C-NOT gate C™ given by:
Va,b€{0,1}, C7a,b) =la,a+b mod 2)
operate on |Yx1;). The system is now in the pure state:

(100) +wiF°110) + whi[01) + whi[11)) .

DN | =

C™Ywthy) =

Then, we measure the second bit. If we measure the value 0, then the state becomes:

1

V2

and if we measure the value 1, then the state becomes:

(10) + w§ ™ (1)) = [yrsa)

1 , : .
5 (k10 + 1) =l

which can be assimilated to [15_;) because collinear unit states are equivalent. Hence, we either obtain
[k41) or |g—;) by the end of this procedure. By measurement, we also know if we obtained k + [ or
k—1.

Algorithm 11: State creation.
Data: Two state |1g) and [¢;).
Result: A state |¢r1;) together with the integer k £ [, where the sign + is an unbiased coin flip.
1 Let the C-NOT gate operate on |151;) to obtain |U) := C|Yrir);
2 Measure the second bit of ¥;
3 If the result of the measure is € € {0, 1}, we obtain [t (—1)<);
4 Output ¢4 (—1);) and k + (1)L
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B.6.3 Sieving procedure in the case N ="

In this paragraph, we describe how this sieving procedure works when N is a prime power N := r™,
with r relatively small. However, this could be generalized to any value of N (see [14, Algorithm 2] for
details). Here, we shall not deal with the general case because it is not necessary for our application to

G = Cl(O,,) whose p-groups have small values of p.

Goal of the sieving: reduce the problem to Dy,

If s=a [r] for a € [0; r — 1] then our hidden reflection yz® is in the subgroup G, := (yx®,a"), which
is isomorphic to Dy/,. Hence, we have reduced our problem to the hidden reflection in Dy, provided
that we can find s mod r.

To find s mod r, we use states |1;) with k& := br"~! and b € [1; r — 1]. With sufficiently many
copies of |¢y) (for the same k), we can recover s mod r by state tomography, as explained in [46, § 8.4.2,
p-389]. We consider the Pauli matrices:

0 1 0 —1 1 0
oo = I, 01::<1 0), 02:2(2' 0) and 03::(0 _1>.

The system (0;/v/2)o<;<3 is a basis for the Hilbert-Schmidt scalar product:
(A, B) € M5(C) — (A|B) := Tr(A" - B).

Hence, our state p := |15) (4| is fully determined by the equation:

3
1
p= 5;“(03‘ ©p)o;

Actually, the trace Tr(o; - p) is the expected value of the observable o; when the system is in state p so
we may evaluate it by law of large numbers, provided that we have enough copies of p to test. By the
central limit theorem, if we have m observations z1, - - - , z,,, the statistical % ST, zi should approximate

Tr(o; - p) with precision 1/y/m. Actually, we have

27bs 2mbs

) , Tr(og-p)=sin (T) and Tr(os-p) =0,

1
Tr(op - p) = 2 Tr(oq - p) = cos <
so we only have to measure Tr(o; - p) and Tr(os - p), to determine p.

The sieve

For all k € Z/NZ (seen as an integer in [0 ; N —1]), let a(k) be the number of trailing zeros in the
decomposition of k in basis r. We describe a sieving procedure maximizing the value of a. We start with
a list Lo of sub-exponential size containing states |¢;) with k € Z/NZ uniformly random, provided by
repeated quantum oracle queries following Algorithm 10.

Let k := [logy(r)], m := [\/(n — 1)/k] and m’ := [(n—1)/m]. For j € [0 ; m’ — 1], we assume that
we have a list L; of states |¢;) with & having mj trailing zeros (a(k) > mj). We construct a list L;q
of states [¢x) such that a(k) > m(j + 1) as follows: we divide L; into pairs of states |¢;) and |¢;) such
that k and [ share m digits next to their trailing zeros (or n —1 —m(m’ — 1) digits if j = m’ —1). Then,
we apply Algorithm 11 to produce a state |1g4;). If the result is k — I, we add the new state |¢i_;) to
L;11. Otherwise, we do nothing.

Finally, the list L,,, will contain final states |i}) such that r"~!|k. Provided that L, contains

sufficiently many of these states, we can find s mod r and reduce our problem to Dyy/,. To sum up,
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we obtain the following version of Kuperberg’s algorithm in the case of a cyclic r-group. Note that this

algorithm is recursive.

Algorithm 12: Kuperberg’s algorithm in a cyclic r-group.

Data: N :=r™ with r prime, f : Dy — S with a hidden reflection yz® and a quantum oracle to
compute Uy.
Result: s € Z/NZ.
Use Algorithm 10 repeatedly to produce a list Lo of states |[¢) with k € Z/NZ uniformly random;
b [oga(r)], m « [\/in = /K], m’  [(n—1)/m:
for j:=0tom' —1do
Initiate L; 1 as the empty list;
Divide L; into a maximal list P; of pairs |¢) and |¢;) such that k and [ share
min(m,n — 1 — myj) r-digits next to their trailing zeros;
6 For every pair {|¢r), [¢1)} € P;, apply Algorithm 11 to create a new state [1,+;) and add this
state to L4 if £ = +;
7 end
8 All sates of L,/ are of the form [¢)y,n—1) with b € [0 ; r — 1]. Extract all the copies of |¢yn—1)
with a fixed value b # 0 chosen to maximize the number of these copies. ;
9 Apply state tomography (see Paragraph B.6.3) to recover a := s mod r from the copies of
|/(/)b7'”_1>;
10 Compute recursively the slope s’ € Z/r"~'Z for the hidden reflection problem induced by f in
Gy = <yxa’xr>;
11 Return a + rs’;

[SLTE N I SR

The number of states in Ly to make sure that L,,, contains enough copies of the same non trivial

state to perform state tomography.

Y

Lemma B.26. Let k := [logy(r)], m := [/(n—1)/k] and m' := [(n — 1)/m]. Suppose that |Lo|
4 . gkmt2m’ Then, | Ly | > 2km ith overwhelming probability:

P (|Lm’| > 2k:'m) > (1 _ e—2%—1> .

Before proving the lemma, we prove the following classical inequality due to Chernoff:

Lemma B.27. Let X1, ---,Xy be M independent Bernoulli variables of parameter % and Sy
SM. X,. Then, for all b €]0, 1], we have:

N(1-b 2
P (SM < %) < cosh(b)Ve NV < 24",
Proof. We have by Markov’s inequality:

P <SM - N(12— b)> _p (M Sy > N(12+ b)) _p <e2b(M—SM) > er(1+b))

M
<E <e2b(M75M)> e~ NO(1+D) _ g (H e2b(1Xi)> e~ Nb(1+b)
=1

= B(e®(=X))Ne=Nb(1+b)  (the X; being i.i.d)

N NN
_ (1 —|—262b> o~ Nb(14+b) _ (eb_;eb> e~ NV — cosh(b)fosz

To conclude, it suffices to prove that cosh(b) < e%. Actually, this equality holds for all b > 0. Let:

t2
g:tEIR_,.»—>1n(2)—|—§—t—ln(1—|—672t).
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To prove the desired inequality,it is sufficient and necessary to prove that g is non-negative on Ry. ¢ is
C? and:

42t 1

2
Vi € R "=t—14+ d ¢Jt)=1- ———==1— ———.
S + g ( ) + a1 g ( ) (1 +62t)2 COSh(t)2

et +1

Since cosh > 1 on Ry, it follows that ¢” > 0 on Ry, so that ¢'(t) > ¢’(0) = 0 for all ¢ € Ry, so g is
increasing and g(t) > g(0) = 0 for all ¢ € R. This completes the proof. O

Proof. (of Lemma B.26) We prove by induction that we have for all j € [0 ; m/]:

: w1\’
P (|L]| > Cj2km+2(m —])) > (1 _ 23 ) ’
with Cp := 4 and for all j € [0 ; m/ — 1], Cjp1 := Cj(1 — 27~ )(1 — 226-m"),
This is trivial for j = 0. Let j € [0; m' —1]. We assume that the result holds at rank j. Let P; be

a maximal list of pairs of states 1) and |+;) of L; such that k and [ share min(m,n —1 —my) digits (in

basis 7) next to their trailing zeros. Since at most ™ elements of L; do not belong to one of these pairs

and r < 2%, we have:

|Lj‘_7a ‘Lj|_2km
P.| > > .
| J| - 2 - 2
Assuming that |L;| > Cj2km+2( V=) and that C; > 1 (that we shall prove later), we get that:

Cj2km+2(m/—j) _ 2km
2

1P| > — gkm+2(m' =) =1 (¢ _ 92=m')) > ghm+20n' =)=l (1 _ 92i-m")).

When executing Algorithm 11 for each pair {|¢x), [¢1)} € P;, we have a probability of % to obtain the
state [14;) that we can add to L;j;1. Hence, |L;;1] is the sum of |P;| independent Bernoulli variables

so for b €]0, 1] to be chosen, Chernoff’s inequality ensures that:

P:l(1—-0b |P; b2 P:l(1 -0 |P;|b?
P (|LJ+1| S mf)) S e J2 i.e. P (|Lj+1| Z %) >1—e" J2 .

am’

We set b := 2775, Then, conditionally to the event |L;| > Cj2km+2(m"j), we get:

| ‘(1 B b) m m —j— i—m’ . am/ m m—i—
7172 > gkm+2(m’—j I)Oj(l —2207mD)(1 — 297757 ) = ghm+2(m'—j 1)Cj+1
and:
| Py km+2(m’ —j)—1 2(j—m’) 02— Szl k4l —2 ml g
. >9 m’—j) Cj<1_2(j MY =TT > ghmA =2 5 9%
2 - p — )

since C; > 1 and km > 1. It follows that:

/

P (|Ljsa| > 26 420m=3=D0y || L] > Cpokm+2m' =) > 1 — 2%

The result follows immediately at rank 7 + 1.

It remains to prove that C; > 1 for all j € [0; m']. Since the C; are decreasing, we just have to
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prove that C,,» > 1. But we have:

m’'—1

Crw = Co J] (1-277%) (1-220-0) = [T (1-277% ) (1-27%)
Jj=0 j=1
m’ o, .
= Cyexp (ln (1—2737%> +1In (1—27%))
j=1
>dexp | — (Tj*% p oAl 92 2*4j*1)
J=1

1 1 1 1
>4 - 7 - ! - -
e N R IR L),
1 1

1 1
—4eXp<—7,—ﬁ—*— )21
2% 3.9%+1 3 15
as soon as m’ > 1, which is obviously the case. O

Theorem B.28. In the cyclic case with N = ™ for r relatively small, Kuperberg’s algorithm (Algo-

rithm 12) terminates and is correct with overwhelming probability, requires 20(W1oez(N)) qyeries to the
oracle Uy, runs in time 201022 (M) gnd uses 200V1022(N)) gubits.

Proof. The termination and correctness follows from the explanations and results given above (Lemma
B.26 in particular).

We keep the notations of Algorithm 12. By Lemma B.26, the size of the list Lg is 4 - okm+2m’ where
k:= [logy(r)], m := [\/(n—1)/k] and m' := [(n — 1)/m], so that, when n — 400 and r is constant,

m = +/n/k+O(1) and m’ = Vkn + O(1) and:
km + 2m’ = 3Vkn 4+ O(1) = 3y/log, (1) 1og, (N) + O(1) = 31/logy(N) + O(1).

As a consequence, 23V108(N)+O0M) qyantum queries are necessary on line 1 of 12. Taking into account

the n recursive calls we get that the number of quantum queries is:

n—1

3 93v/108,(N/rF)+0(1) < 1y93v/108(N)+0(1) _ 90(y/Iog, (V)
k=0

The operations performed on the lists L; for j € [0; m' — 1] are linear in the size of these lists
which is bounded by |Lg|. As a consequence, the for loop in Algorithm 12 has a time complexity
m/23V1082(N)+0(1) — 90(V1og2(N)) " ine 8 and 9 of the algorithm do not change the complexity. Taking
into account the recursion, we get a time complexity of n20(V10g2(N)) — 90(/logs(N))

The space complexity in terms of qubits is bounded by |Lg| = 20(V1g2(N)), O

Remark B.29. The complexities given here only hold only if r is small and n — 4+o0. If n = 1 and
N = r is prime, Algorithm 12 is exponential in log,(N). Hopefully, Kuperberg’s provided an algorithm
working in this case.

General case (G not cyclic)

We briefly explain (without proof) how the cyclic case can be generalized to any finite abelian group G.

By the structure theorem of finite abelian groups, there exists integers Ny, -, N, > 2 such that:

G ~ f[ Z/N;Z.

=1

88



We can even assume that the IV; are prime powers by the Chinese remainder theorem. As in the cyclic
case, every element g € Dg can be uniquely written as g = y [[{=; /', with € € Z/2Z and t; € Z/N,Z
foralli € [1; a], y being the standard reflection and z; being generator of the factor Z/N;Z for i [1 ; a].
The hidden reflection is then determined by an a-dimensional slope s € []j—; Z/N;Z.

A slightly modified version of Algorithm 10 (with a multidimensional quantum Fourier transform),

when given the pure state |Dg)|0¢), outputs a state:

o 2ikjs;m

) = [0) + e2im1 %5 |1),

with a random uniform vector k := (ki, -+ k) € []oy Z/N:Z. The idea is to perform 20U°2(G))
such quantum queries to obtain a list of such states |¢;) and then apply a sieving procedure to produce
2001082 (N4)) states |1)y,) with k almost zero except at index i € [1; a], and then apply a new sieving in
the group (y, ;) ~ Dy, to recover s;. If N; is a prime power, Algorithm 12 can be applied.

As previously, this sieving procedure to discard vector components except at index ¢ € [1 ; a] uses
a variant of Algorithm 11 to produce states |[¢g+;) with pairs of states |¢x) and |¢;) and maximizes an
objective function ; defined over [[j_; Z/N;Z. For i = a, this objective function was explicitely defined
by Kuperberg [14, proof of Theorem 7.1]. For k € [[j_; Z/N;Z, let b(k) := min{l < j < alk; # 0} and

if b(k) < a, set:
b(k)

a(k) == Z[l + logy (N + 1)] — [logy (kp(k) + 1)1

=1

if b(k) = a, set:

a(k) =Y [1+1logy(N; +1)].

Jj=1

Theorem B.30. Hidden reflection problem in Dg can be solved in time 200082(GD) yyith 2000g:(IG])

quantum queries and 2°0°82(1GD) gubits.

Proof. See [14, Theorem 7.1]. O
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Appendix C

Constructing hash proof systems
with the OSIDH framework

This chapter was an attempt to construct new cryptographic primitives with the OSIDH framework
beyond key exchange. Indeed, OSIDH runs very slowly compared other isogeny-based Diffie-Hellman
protocols such as SIDH (and even CSIDH) which are themselves slow compared to lattice based and code
based key exchanged submitted to the NIST. Hence, the potential interest of OSIDH motivating this
master’s thesis was to go beyond key exchange and to find new primitives based on its framework. Here,
we present how to construct hash proof systems with OSIDH but these constructions are unfortunately

insecure.

C.1 Definition of a hash proof system
This notion was first introduced by Cramer and Shoup in [48]. We use the notations and follow the
presentation of [10].

Definition C.1. A hash proof system is a tuple II := (A, 7, ProjEval, L, X, W, K, P,T"), where, on the
one hand L,X, W, IC, P and I are sets such that:

(1) There exist efficient algorithms to sample elements from ¥ and K with uniform distribution.
(ii) L ¢ ¥ and W is the space of witnesses to test membership in L.

(iii) The uniform distributions on L and ¥ are computationally indistinguishable (subset membership

problem).

On the other hand, the hash function A, the projection w : K — P and the projective evaluation
ProjEval : P x L — T are efficiently computable functions such that, for any algorithm (possibly
inefficient) w : L — W associating a membership witness w = w(o) € W to every element o € L, we
have a commutative diagram:

KXLL>F.

TXW
ProjEval

PxW

We additionally require II to be universal, meaning that knowing (7 (k),o) for (k,o0) € K x X\ L

provides no information on the value of A(k, o). Formally, for € > 0, we say that II is e-universal if:
Hoo (A, 0)|(m(k), 7)) = log(e™),
where Ho(.].) is the conditional min-entropy defined below.
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Definition C.2. Let X and Y be discrete random variables taking values in X and ) respectively. Then,
the conditional min-entropy of X, knowing Y is the quantity:

H(X|Y)=—-1o max P(X =z|Y =y).
(XIY) = ~log _ max | P(X =alY =)

Hash proof systems can be used to construct cryptographic protocols such as public key encryption
secure against ciphertext attack (IND-CCA) [48], authenticated key-exchange [49] and other protocols
satisfying privacy preservation hypothesis [50]. However, these constructions require hash proof systems

with stronger security assumptions.

C.2 Hash proof system form weak-pseudorandom restricted ef-

fective group actions

Definition C.3. [10, Definition 2] An effective group action is a triplet (G, X,-) where G is a finite
group, X a finite set - : G x X — X a transitive and faithful group action, such that:

(i) There are efficient algorithms on G to test membership, equality, to sample elements (with uniform

distribution), compute the product of two elements and the inverse of one element.

(ii) There is an efficient algorithm to test membership in X and every element of X admits a unique

(bitstring) representation.
(iii) We know (the bitstring representation of) an element xy € X called the origin.
(iv) There exists an efficient algorithm computing g -  when g € G and € X are given.

In the context of OSIDH, we don’t know how to efficiently compute the action of the whole group
but only on a subset. The definition can be adapted to this case:

Definition C.4. [10, Definition 6] A restricted effective group action is a triplet (G, X, -, g) where G is a
finite group, X a finite set - : G x X — X a transitive and faithful group action, and G := {g1,- -+ , g¢}
a generating set of G such that:

(i) t is polynomial in log(|G]|).

(ii) There is an efficient algorithm to test membership in X and every element of X admits a unique

(bitstring) representation.
(iii) We know (the bitstring representation of) an element xy € X called the origin.
(iv) There exist efficient algorithms computing g; - = and g; 1.2 when i € [1; t] and € X are given.

Remark C.5. We assume that G is abelian. Knowing the generating set G = {g1,--- , ¢+} of G, we can
represent elements g € G as tuples of Z! via the map:

t
¢:e::<ela"'76t)€Zt’—>ge :ngez €G
=1

and compute the action of g¢ on X when e € Z! has components of polynomial size. We can even sample
on G with distributions statistically close to the uniform by sampling e € Z* with Gaussian distribution
with standard deviation sufficiently bigger than the smoothing parameter of the lattice ker(¢) C Z* (see
[61, Sections 3 and 4]).

Definition C.6. A group action (G, X, ) is said weak-pseudorandom if given a randomly chosen secret
g € G, one cannot distinguish between the distribution of (z,g - x) and (x,y), where = and y are chosen

uniformly at random in X.
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Let (G, X,-) be an abelian weak-pseudorandom (restricted) effective group action. We can construct

a hash proof system with it as follows: we fix zg,z; € X with 1 = s- 2y with s € G secret. Let:

¥ :={(g90 0,91 71) | 90,91 € G} and L:={(g9-20,9 71)|g€ G},

W :=G, K:=Gx{0,1} and P =T := X. We define the hash function A : (G x {0,1}) x ¥ — X as

follows:
V(h, b) €Gx {07 1}7 (y07y1) € Ev A((hv b)v (y0>y1)) =h- Yo

and set:
V(h,b) € G x {0,1}, m(h,b) :=h-xp,

V(z,9) € X x G, ProjEval(z,g) =g -x
and Vge G, w((g-zo,9-21)) =y,
so that A = ProjEvalo(m X w) on K x L.

Theorem C.7. [10, Theorem 1] The system II := (A, 7, ProjEval, L, ¥, G, G x {0, 1}, X, X) defined above

is a 2~ ' -universal hash proof system.

Proof. Under the hypothesis we made, the non-trivial points to prove are subset membership problem
and universality.

Since the group action of G on X is faithful, sampling an element (yo,y;) € L with uniform distribution
is equivalent to sampling g € G with uniform distribution and returning (g - g, ¢ - 1). Writing yg :=
g - xo, we get that g- 21 = ¢g-s-x9 = s-g- 29 = sy because G is abelian. Since yy is uniform,
(9 - 20,9 71) = (yo,s - yo) is indistinguishable from (yo,y1) sampled with uniform distribution from
X? by weak-pseudorandomness. But X? = ¥ by transitivity of the group action. Hence, the uniform
distributions on L and ¥ are undistinguishable.

Let (h,b) € G x {0,1} be a key (secret and sampled with uniform distribution) and (yo,y1) =
(9o - ®o,91 - 1) € ¥\ L be sampled with uniform distribution. Let us assume that an attacker with
unbounded capabilities knows (yo, y1) and w(h,b) = h -z, and wants to recover A((h,b), (yo,vy1)) = h-yp.
Since 7(h,b) = h-x, = hs?*~1. 21y, the knowledge of (yo, y1) and m(h,b) enables the unbounded attacker
to infer that A((h,b), (yo,y1)) = h - yp = hgp - T} or:

A((h, D), (yo,y1)) = hs®™ oy = hs® " rg1 - 21y = hs® gyt Ty = hgiy - Ty # hay - 20

Hence, the attacker has a probability % to guess the right value. It follows that:

1

Hac (AR B), (0,0 (R, B, (o, 3))) = —log (5 ).

so that II is 2~ 1-universal. O

Using the OSIDH framework, we can take G := Cl(O,,) (or the subgroup generated by the ideals
qi,- - ,q¢) and X := p(Ell(O,,)). To simplify the computation of the group action using the techniques of
Paragraph 1.5.2, we could represent elements of X as descending ¢-isogeny chains (E;)o<i<n. However, in
that case, weak-pseudorandomness would not hold because of the attacks of Sections 3.1 and 3.2. Indeed,
let us fix two descending ¢-isogeny chains (Ey ;)o<i<n and (E1 ;)o<i<n := §-(Eo,i)o<i<n, Where s is a secret
randomly chosen ideal of O,,. Then, sampling [a], [b] € C1(O,,) uniformly (using Gaussian distributions as
explained in Remark C.5 if necessary) we can distinguish the distribution of pairs ([a] - (Eo ), [a] - (E1,))
and ([a] - (Eo ), [b] - (E1,;)) by recovering [a] and [b].

To correct this, we use the technique introduced in Paragraph 2.2. Instead of representing elements of
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p(ENN(O,,)) by descending ¢-isogeny chains (F;)o<i<n, we represent them as the list of horizontal chains:

l?i;}r);:: (qgn))A*T B, — i — B, — - — l;ir; — (qgn))r B,
for all j € [1; t]. Unfortunately, the attack of Section 3.4 undermines weak-pseudorandomness in this

case too, unless the parameters are chosen so that the key space:

{H[qj]Ej €1, € [[_T; T]]}

Jj=1

represents a very small portion of Cl(O,,). Unfortunately, in that case, the projective evaluation is no
longer easily computable because we are restricted to group actions by elements of this tiny key space.
Hence, such a construction fails with OSIDH.

In the following, we tried to bypass these difficulties by combining OSIDH with Supersingular Isogeny
Diffie Hellman (SIDH) due to De Feo, Jao and Plit [3]. Unfortunately, this attempt fails too because of
our cryptanalysis of OSIDH.

C.3 An original hash proof system combining SIDH with OS-
IDH

Attempts have been made to construct a hash proof system using SIDH only which has stronger security
than OSIDH. If the subset membership problem is indeed stronger, these constructions fail to ensure
universality, which is a direct consequence of the transitivity and faithfulness of the class group action in
the OSIDH framework. For that reason, combining the strengths of both frameworks could be fruitful.
The main idea of the hash proof system presented here is to make the projection 7 act horizontally
by ideal class group action (OSIDH component) and make ProjEval act vertically as quotient by cyclic
kernels (SIDH component).

Let K be a quadratic imaginary number field such that Cl(Og) is trivial. Let r # ¢ be a small prime
inert in K (i.e. such that (ATK) = —1). Let £ be a small prime and O; := Z+/¢'O and O; ;= Z+0iriO
for all 4, j € IN. We chose p of the form p := fr®+1 with e € IN* big enough (to ensure SIDH security) and
f big enough to construct descending ¢-ladders and r-ladders efficiently with the techniques of Paragraph
1.5.2. Actually:

p > max (q;)0"r*|Ak| (see Lemma C.10).

1<5<t
We also assume that p does not split in K (see Proposition 1.12).
Lemma C.8. Let E/F,2 such that |E(F )| = (fr®)%. Then:
(i) E(F,2) = E[frc]. In particular, E[r¢] C E(F,2).

(ii) Assume that E € p(ENl(O,,)) and let P € E[r€] be of order r¢. Then E/(P) € p(El(O,,.¢)) (we recall
that Op e =Z +1°0, =Z+ "r°Ok ).

Proof. (i) Since |E(F,2)| = (fr)? = (p F 1), the trace of the p?-th Frobenius 75 is F2p, so we have
73 £ [2p]me + [p?] = 0 ice. (m2 £ [p])? =0 i.e. m = Fp].
Let P € E[fr¢]. Then for all Q € E[fr¢], we have:

ef’r"‘ (WQ(P)v Q) = ef?‘*"‘ (:F[p]P7 Q) = efT“ (P7 Q)$p = efTc (Pa Q)iFfTe-‘rl = ef?‘c (P7 Q)7

so that egpe(ma(P) — P,Q) = 1. It follows that mo(P) = P i.e. P € E(F,2). Hence E[fr¢] C E(IF,2) and

we have an equality since both sets have cardinality (fr¢)2.
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(ii) Let ¢ : E — E/(P) be the isogeny of kernel (P). Then, we have ¢ = ¢. o --- o ¢y where
¢o = [l]g and for all ¢ € [1; €], ¢; : E;—1 — E; (Ey := E, E. := E/(P)) has kernel generated by
¢i1 0 0po(r"'P). For all i € [1; r], ¢; has degree 7, so it suffices to prove that ¢; is descending.
Since r is inert in K, by Proposition 1.23.(i), ¢; is descending. Let i € [2 ; e]]. Assume that ¢y, -+, ;1
are descending. By Proposition 1.23.(ii), ¢; is either descending or ascending. If it was ascending, since
there is only one ascending isogeny, from F;_;, we would have ¢; = QZ-_\l so that ¢ factors through [r]
and E[r] C ker(¢). But ker(¢) is cyclic and E[r] is not. Contradiction. Hence, ¢; is descending. This
completes the proof. O

Let ¢ be a prime # r, £, p splitting in K and q a prime ideal of Ok lying above ¢. Let q(»9) := qn O, ;
for all ¢,j € IN. To lighten the notations, the exponent (4, ) will often be omitted. Let E € p(El(O,)),
such that |E(F,2)| = (fr¢)? and let P € E[r¢] of order r°. For our construction, we need to compute
the action of q(™*) on E/(P) (with its induced O, c-orientation). This computation uses descending

r-ladders and the ideas of Paragraph 1.5.2.

Lemma C.9. There is a descending r-ladder of length n and degree q:

E, b1 o) @2 o Pe—1 E._, (o E,

l#’o l"/’l l"l"e—l lwe
/ b4 b1 /

F()Z:C[-EOL>F1 Z:q-Elﬂ---HFefl Z:q-Ee,1£>FeZ:q~Ee

such that:
(i) Eo = FE and E. = E/(P).

(ii) ¢ := e o0y has kernel (P).

(iii) ker(eh;) = Ei[q) for alli € [0 ; e].

(iv) ¢ i= ¢l o--- 0@} has kernel (Yo(P)) or equivalently, q- (E/(P)) = (1 - E)/(Yo(P)).

Proof. As in the proof of Lemma C.8, point (ii), we define ¢9 = [1]g and for alli € [1 ; €], ¢; : E;—1 —
E; as the r-isogeny of kernel generated by Q; := ¢;_1 0 --- 0 ¢o(r®"*P), so that points (i) and (ii) are
satisfied. For all i € [0; e], ©; : E; — q - E; is the isogeny associated to q (ker(v;) = E;[q]), so that
point (iii) is satisfied.

To prove the existence of the r-ladder satisfying point (iv), we simply prove that for all ¢ € [1 ; €],
; o ¢; factors through ;1 by an isogeny ¢, of kernel (¢;_1(Q;)). By [15, Corollary II1.4.11], it suffices
to prove that ker(¢;_1) C ker(; o ¢;). The equality ker(¢}) = (1;_1(Q;)) will then follow from ; o ¢; =
@ 0 i1

Let ¢;—1 be the primitive O,, ;_1-orientation defined on E;_;. Then, ¢; := ¢;,(t;—1) is a primitive O, ;-
orientation because ¢; is vertical, as we saw when we proved Lemma C.8, point (ii). Let P € ker(y;—1) =
E;_1[q(*=Y]. Then, we have ¢;_1(a)(P) = 0 for all a € (=1, so that:

(@)(61(P) = i1 (@)5i6:(P) = ~duti 1(@)F(P) = b1 (0)(P) =0

for all a € q(™% C q(»#=1). Hence ¢;(P) € E;[q(™"] i.e. ¢; o ¢;(P) = 0. This completes the proof. [

We can construct the r-ladder of Lemma C.8 with the techniques of Paragraph 1.5.2. For alli € [1 ; ],
J(F3;) is solution of:

{ ®,(j(E:)
I
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Lemma C.10. Conversely, consider a descending r-ladder of length e and degree q:

By "> B s U E Y E,
lwo idm lwe—l iwe
*] @5 do_ @,

Fo ! F1 2 : Fe—l Fe

and assume that:

(i) Eo = E and ker(¢;) = (di—1 00 ¢o(r~"P)) for alli € [1 ; €] (with ¢o = [1]g,)-

(i) p > q®r*°|Ak|.

(i) Fo=q- Hy

(iv) j(F;) is solution of (x); for alli € [1; e].

(v) g2 is not principal in O,,.

Then ker(v;) = F;[q) and F; = q- E; for alli € [1; e].

Proof. See Proposition 1.33. The same ideas apply. O

In the following, we shall work under the hypothesis of Lemma C.10.

C.3.1 Settings and public data
Supersingular elliptic curves Ey and E;

We fix Ey € p(ENl(O,)) and E; := [s] - Ey for a secret ideal class [s] € Cl(O,,) such that |Ey(IF2)| =
|E1(Fp2)| = (fr®)? = (pF 1)? (to ensure that Ey[r¢] C E,(F,2) for b € {0,1}, by Lemma C.8.(i)). Eo
can be constructed as the ending curve of a descending ¢-isogeny chain (Ey ;)o<i<n Obtained by random
descent of the ¢-isogeny graph from a known curve Ey o € p(Ell(Og)). Unfortunately, this process does
not guarantee the cardinality of Eo(IF,2), which can be in a limited set of values {(p — 1)%,p* — p +
L,p?+1,p>+p+1,(p+1)?}. Since |E(F,2)| is roughly uniform when E/F,: is sampled uniformly among
elliptic curves defined over I, as [52, Theorem 1.1] seems to indicate, there is heuristically a probability
of success close to % By repeating the descent of the f-isogeny graph we may then reach the desired
cardinality. For, F; we take the ending curve of (E1;)o<i<n = 6 - (Eo,)o<i<n Where s is uniformly

sampled among the O,,-ideals of norm prime to r and ¢, until |Ey(F,2)| = (fr¢)?.

Basis of the r¢ torsion of £y and FE;

We fix (Py, Qo), a basis of Ep[r¢]. To do that, we execute a slightly modified version of Algorithm 5, using
the fact that Ey[r¢] C Eo(IFF,2). First, we sample P € Ey(IF,2) with uniform distribution and compute
fP. Then fP € Ey[re] since Ey(F)2) = Eo[fr¢] by Lemma C.8.(i) and fP has order ¢ with probability
- % (it can be checked by multiplying fP by r successively). If it is the case, we set Py := fP.
Otherwise, we repeat this step. Then, we sample Q € Ey(IF2) in a similar way and compute f@Q, until
ere (Po, fQ) has order r¢ and set Qg := fQ when this condition is met.
Then, we know that every point R € Ey[r¢] of order r¢ is of the form R = APy+pQq with \, u € Z/r°Z
such that X or p is invertible modulo r¢. If R’ := XN Py+ p/Qp is another point of order r¢, then (R) = (R')
if and only if there exists v € (Z/r°Z)* such that R’ = vR i.e. X' = v and p/ = vu. Hence, the cyclic

subgroups of order r¢ of Ey are in bijection with P(Z/r°Z) via the map:

(\:p) € PYZ/reZ) — (APy + Qo).

95



For all a := (A : pu) € PY(Z/r°Z), we shall denote by () the image subgroup (AP + puQo). Given
an ideal a C O, of norm prime to r and ¢, and ¢, : Eg — a - Ep, the isogeny of kernel Ejy|a],
By = (pa(Po), ¢a(Qo)) is a basis of a - Ey[re], since:

ere(Ba) = ere(0a(Po); 9a(Q0)) = ere(Po, Qo)4°8#e) = ¢,.c (Py, Qo) ™),

with N(a)Ar = 1, so that e, (By) is still a primitive 7¢-th root of unity. For all o := (\ : p) € PY(Z/rZ),
we shall also denote by (&) g, or simply («) the subgroup of a- Ej, generated by Apq(FPo) + ppa(Qo). By
Lemma C.9, we know that a- Ey/{a) = (aNOpe) - (Eo/{c)).

In particular, we can consider Ey/{(a) =s- Ey/{a) = (§ N On.) - (Ep/{c)) and the basis (P1,(Q1) :=
(ps(Po), ¢s(Qo)) of E1[rc]. We assume that this basis is public along with (P, Qo).

Public chains to compute the action of Cl(0,) horizontally and the action of P!(Z/r¢Z)
vertically on Fy and E;

To have a restricted effective group action, we assume that Cl(O,, ) is generated by qln’e), ‘e ,qﬁ"’e),

where q1,- -, q; are prime ideals of Ok lying above small splitting primes ¢, - - - , ¢; distinct from r, ¢, p.
We even assume that every ideal of C1(O,, ) can be written as a product of these primes with exponents
in [—s; s, s € IN* being relatively small (negative exponents meaning exponentiation of the conjugate
ideal). Not that that this hypothesis is essential to make the projection easily computable but makes
OSIDH insecure. This is the very reason why our hash proof system fails.

We assume that the chains (E};)o<i<n associated to Ey = Ej ,, for b € {0, 1} remain secret but that
the chains:

B =) By By — o — B = (0) - By

are public for all j € [1; ¢]. Note that these chains can efficiently be computed with the techniques of
Paragraph 1.5.2. For all O,-ideal a, we denote by ¢y 4 : B}y, — a - Ej, the isogeny of kernel Ep[a]. We
assume that the basis (Pb(f;-), Ql()kj)) = ((pb,q? (Pp), Pbqk (Qp)) of Elgk;) [r€] is known for all k € [—s; s] and
j € [1; t]. It can be computed by expressing every isogeny of the chain above by exhaustive search

among the g; + 1 possible g;-isogenies to match the j-invariant of the codomain.

C.3.2 The Hash Proof System HashOSIDH

Now, we construct the following hash proof system, that we shall call HashOSIDH. Let:

2= { (B /000 10 ) 1< ) 108 € P (21r°)

—s<k<s —s<k<s

and:

L= {((E /) 1ge B /0D 19 ) 1a P @D}

—s<k<s —s<k<s
To lighten the notations, the elements of ¥ will be denoted (Ey/{«), E1/{8)) (and similarly for the
elements of L), omitting the chains which are implicitly known.
The definition of the projection space P is more subtle and will become natural later (see the definition
of 7 and Lemma C.11). We consider the set S of tuples (F,¢, P,Q) where (E,¢) is a primitively O,,-
oriented elliptic curve whose K-equivalence class is in p(Ell(O,,)) and (P, Q) is a basis of E[r¢]. We
consider the equivalence relation ~ over S defined as follows: (E,:, P,Q) ~ (E',//, P’,@’) if and only if
there exists an isomorphism A : E — E’ such that \.(:) = ¢/ and z,y € O, . of norm prime to pr¢ such
that Ao u(z)(P) = /(y)(P') and Ao (2)(Q) = ¢/ (y)(Q). We set P := S/ ~. The elements of P will be
denoted by [E, P, @], omitting the O,-orientation, which is unique on E under hypothesis (ii) of Lemma
C.10, by Theorem 1.27.
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We also set K := Cl(O,, ) x {0,1}, W := PYZ/r°Z) and T := p(EI(O,,..)). We define the functions:

A:ClOne) x {0,1} xS —  p(EN(O,..))

)

(([al, b), (Fo, Fv)) > [a] - Fp

7:Cl(Ope) x{0,1} — P

([a]v b) — Haon] - Ey, @b,a(Pb)v @b,u(Qb)] ,
where ¢y q @ By — (a0,,) - B is the isogeny of kernel Ep[a0O,,], for all ideal a C O,, . of norm prime
to r and £ and b € {0,1}. Note that, by the definition of P, 7 is well defined, meaning that the class

m([a],b) does not depend on the representative a chosen in the class [a]. In practice, the computed value

and

of 7([a], ) is the value of a representative. Finally, we define:

ProjEval : P x PY(Z/r*Z) — p(EN(O,.))
([E,P,Ql,a:=(a:b)) +— E/(a)pqo) = E/(aP+0bQ)
and:
w:L — PYZ/reZ)
(Eo/(a), Er/(e)) +— « '

The well definition of ProjEval is a consequence of the following lemma:

Lemma C.11. Let (E,P,Q),(E',P',Q") € S such that (E,P,Q) ~ (E',P',Q’) and o € PY(Z/r°Z).
Then E/<Oé>(p’Q) ~ El/<Oé>(p/’Q/).

Proof. Since (E,P,Q) ~ (E', P',Q"), there exists an isomorphism X : E — E’ and =,y € O, . of norm
prime to prf such that Aow(x)(P) =/ (y)(P’) and Aou(2)(Q) = ¢/(y)(Q'), where ¢ and " are the primitive

O -orientations of E and E’ respectively. We set o := (a : b). Then, we have:

E'[{e)(p) = [yOn.e] - (E'/{e)(pr,qr)) (since y € Onc)

Onel - (E'J{(aP" +bQ")) ~ [yO,] - E'/{{/(y)(aP" +bQ")) (by Lemma C.9.(iv))
/(W) (aP" +0Q")) = E'/(Maw(z)(P) + bu(2)(Q)))

/{e(x)(aP +bQ)) (since A is an isomorphism)

[2O,] - E/{1(z)(aP + bQ)) ~ [2O,.] - (E/(aP + bQ)) (by Lemma C.9.(iv))

= E/{(aP +bQ) = E/(a)p,q) (since x € Oy )

n,e

ly
ly
E'
E

R

O

We now justify that II := (A, m, ProjEval, L, 3, W, IC, P, T") is (almost but not completely) a hash proof

System.

Lemma C.12. The following diagram is commutative:

(CUOn.e) x {0,1}) x L —" p(BI(O,,.0)).

TXW
rojEval

P x PYZ/reZ)
Proof. This is a direct consequence of Lemma C.9. O

Lemma C.13. A, © and ProjEval are efficiently computable (i.e. computable in polynomial time in the

parameters n, e, ., q1, G, S)-
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Proof. ProjEval((E, P, @), «) is efficiently computable by computing the chain of r-isogenies whose prod-
uct is the isogoneny of kernel (a)(p,q) for all [E, P,Q] € P and a € P*(Z/r°Z). This computation can
be optimized with computation trees, as in [3, Section 4.2.2].

Let b € {0,1}. The chain:

(B PYQ5 ) — o (Byy PoyQy) — - — (B Y, P, Q)

is public for all j € [1 ; t]. Hence, under the hypothesis of Lemma C.10, we can compute efficiently the
chain:

By Y ) = (a) 7" (B/{a) — -+ — Byfla) — -+ — By f{a) = (@) - (By/ ()
for all j € [1; t] and a € PY(Z/r°Z), by computing the chain of r-isogenies whose product is the
isogoneny of kernel (o) (p, ,) and using the techniques of Paragraph 1.5.2 to construct ladders on the right

and on the left of this chain, whose last elements correspond to the chain above. Hence, given a C O,, .

expressed as a product of the q;: a = H;Zl qjj, with ey, -+ ,e; € [—s; 8], and ag, a1 € PYHZ/r°Z):

A(([al, b), (Eo/(eo), Ex/{n))) = [a] - (Eb/(cw))

is efficiently computable with the method of Paragraph 2.2, using the chains computed above.
Knowing the chain:
(—s) (—s)
Eb’j — —>Eb—>--~—>Eb)j
is public for all j € [1; t], we can easily compute [aO,,] - Ep using the methods of Paragraph 2.2. To
compute 7([a], b), we still have to compute the image of the basis (Py, Qp) by ¥p,q, the isogeny associated
to a. ¢y q is obtained by composition of e; gj-isogenies for j € [1 ; t]. Each g;-isogeny can be computed
using Vélu’s formulas by an exhaustive search among the g; 4+ 1 possible isogenies in order to map the
j-invariant of the domain to the j-invariant of the codomain. The complexity of this exhaustive search

is O(s(g; + 1)) uses of Vélu’s formulas for all j € [1 ; ¢], which is costly but still polynomial. O

Remark C.14. Note that in the course of the proof, we used the fact that every ideal class of Cl(Oy,..)
can be expressed as a product of powers of the q; with exponents in [—s ; s]. This will eventually break
HashOSIDH.

Lemma C.15. HashOSIDH is 2~ -universal.

Proof. Let ([a],b) € Cl(O,,) x {0,1} be a key (secret and sampled with uniform distribution). Let
(Fo, F1) = (Eo/{ao), E1/{(a1)) € ¥\ L be sampled with uniform distribution. Since (Fy, Fy) ¢ L,
we have g # 3. Let us assume that an attacker with unbounded capabilities knows (Fp, F) and
7([a], ) = [[aO0,] - Eb, vb.a(Ps), ¢b,a(Qp)] and wants to recover A(([a],b), (Fo, F1)) = a- Fp.

We assume that b = 0. Let b :=a-(sN0O,,.). We prove that m([a],0) = «([b],1). Let (E,¢, P,Q)
and (E',/,P',Q") be representatives of m([a],0) and =([b],1) respectively. It suffices to prove that
(E,1,P,Q) ~ (E',//,P',Q"). We know that there exists two isomorphisms A : E — [a0,] - Ey and
N :E' = [00,] Ey and z,y,2',y € O, of norm prime to pr¢ such that:

{Aw(x)(P)Lo,c,(y)osoo,a(Po) . {Xw’(x')(P')Ll,b<y'>osol,b<P1> "

Aou(z)(Q) = Lo,u(y) © <P0,a(Qo) Nod(2')(Q) = Ll,b(y/) o <P1,h(Q1)

where g 4 and ¢ are the O,-orientations of [aO0,] - Ey and [bO,,] - Eq respectively. Since Ey = [s] - Ey,
we have Ey = [5] - £y, so that [aO,] - Ey = [b0,] - E1 and @1, = ¢0,q © ¢15. Under hypothesis (ii) of
Lemma C.10, we then have ¢ q = t1,p by Theorem 1.27. Furthermore, P = ¢ +(F), so that:

©01,6(P1) = ¢0,a © 0150 00,5(FPo) = N(8)po,q(Fo)
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and by the same argument 1 5(Q1) = N(5)p0,a(Qo). Combining that with (), we get:

{ A~Lo Xou(a'y)(P) = «(N(s)zy')(P)
Ao o u(@'y)(Q') = (N (s)zy')(Q)

so that (E',/, P',Q") ~ (E,1, P,Q).

By similar arguments, we get that 7([a],b) = 7([b],0), with b :=a- (5N O, ), when b = 1. Hence,
the attacker can guess ([a],b) or ([b],1 — b).

With its unbounded capabilities, the attacker can also guess ag and oy from (Fy, Fy) = (Eo/{ao), E1/{aq)).

We also have:

A(([al, b), (Fo, F1)) = [a] - Fy, = [aO,] - By /(ow) = [6O,] - E1-p/ ()
# [60,] - By /(1) = A(([b],1 = D), (Fo, F1))

since ap # «a1_p, the inequality is a consequence of Lemma C.16 below. Hence, the attacker finds the

value of the hash function with 1 bit of indetermination, so that:

Heo(A(((a] ), (Fy, F2) (). ). (o, F1))) = ~ o (5 ).

Lemma C.16. Let E € p(EN(O,,)). Then, the map:

{cyclic subbroups of order r¢ in E[r¢]} — p(EIl(O.))
H — FE/H

18 injective.

Remark C.17. Note that under hypothesis (ii) of Lemma C.10, we can omit the O, .-orientation when
considering elements of p(El(O,, .)), and see these elements as elliptic curves up to isomorphism, or

equivalently, as j-invariants. Hence, we even have an injective map when considering j-invariants.

Proof. Let H, H' be two cyclic subgroups of order r¢ in E such that E/H = E/H’. Then, as in the proof
of Lemma C.8.(ii), we have descending r-isogeny chains (E;)o<i<e and (E})o<i<. whose composition are
the isogenies ¥ — E/H and E — E/H’ respectively. We assume that these chains are distinct. Then,
there exists ¢ € [1; €] such that E; = E} and F,_; # E]_;. Hence, E; has two r-ascending isogenies,

which contradicts Proposition 1.23. Then, the two chains are the same and we have H = H'. O

Actually, HashOSIDH satisfies all the hypothesis but the subset membership problem.Indeed, given
(Eo/{a), Er/(B)) € ¥, our attack presented in Section 3.4 enables to recover the chains of Ey/(a) and
Ey/{B) i.e. to recovera: and . As a consequence, the subset membership problem becomes easy: one only
has to check if &« = 8. The choice of other parameters to block the attack would make the computation

of the projection much more difficult.
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